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QUESTION 1
A Sterling Connect:Direct for UNIX administrator needs to enable the node named CDLOCAL to exchange data with a
remote node named CDREMOTE using Secure+ STS protocol. The administrator will use the Secure+ Command Line

Interface (SPCLI) to configure the Secure+. The remote node was previously added to the netmap.

The administrator has received the following public keys from CDREMOTE:

exporting node:)

i name=CDREMOTE: F
importing node:?, .'p""
inEmE=CDLOCAT Y s

tauth. pubkey=0201. EEIDEI.BCQT.EQEC.CM.ElED.EEQl.C*’i’.‘D.A*&El.BEBB L7592 20
t3ig. publkey=0300.5437.1D018.8FER. FORE. £445.D43E. 2650, 34CC. OB2A. BE4F :

Considering that the parmfile is already initialized and opened, which sequence of commands will successfully
accomplish this task on the CDLOCAL side?

A& zynec netmap peth=/ibm/mft cdunixdl mdm/cfg/CDLOCAL /netnap . cfy neme=CDLOCAL;
update remoterode name=CDREMOTE probtocol=sts override=w
atamuth lnralkey=nen a—santhkeyacedType=rdmamin
stasiglcocallkey=gen sss3sigheyseedType=dynamic
STSAuthfemotekKey=0201.69D0,8C07.206C, CODE,E130, 2691, 2470, 84E1 .B5BHE , 7592
STSS5igRemotekey=0300.8437.1D18 .BFER. FOGE. A445. D041 E50.34CC . ORZA.BEAF;

B syne netwap peth=/ibw/mit/ocdunixdl/ndw/cfog/CILOCAT p.cfg name=CDREEMOTE;
update remoterode nawme=CDREMOTE protocol=sts ove v
stoxauthlogalkey=0201.3900.0C87. 2900, COD .EﬁZGE‘l.C%?D.A%El.DEDD.'?592
stssigleceallkey=0300.68437.1D18 .BFEG.FEE #5 . p43E.2650.3400. UB2A, BEAF
ST8AuthFemotekey=gen 5TS33igRenokbeRe

T . update remoterode name=CDREMOTE prok Dgs overcide=v
stsguthlocalkey=gen Izsauthk l&y‘pli:d?namic
stssiglcocalkey=gen =zssigl Type=dynamic
STSAuthfemoteKey=ULU1, 6YDU YLEYHC . CUDE.E14U, 46Y1, C4YU, A4E] . BAEH, faY2
STSSigRemotekey=0300.643 B.BPEG,FO96E.A445,D41E,.2650.34CC,082A . BEAT;
sync netmap peth=/ibm/mft o 1/ndm/efg/COLOCAT /netnap . cfg namse=CDREMOTE ;

0. syne netmap pﬁth%-’:ihm,-"mﬂﬂunix&l,f'ndm,fcfg,-"CDLDr:AL;’netnap.cfg name=*;

update remoterode neaws=CDREMOTE protocol=sts override=z
staauthlocalkey=gen szsauthkeyseedIype=dynamic
stssiglcoalkey=gen scssigkeyseedType=dynamic
STsAuthFenmobeKey=0201, 6900, 807 . 20BC . cODE.E130, 2691, C470. 24E1 . BSER . 7502
ST38igRemobekey=0300.4437,1D18 .BFEG.FO96E,A445. D41E. 2650, 34CC . OpZ A, BEAY ;

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: D



QUESTION 2

What type of key is commonly known as a public-key system because it allows the public key to be freely exchanged,
but the private key is never transmitted?

A. Symmetric-key

B. Asymmetric-key

C. Certificate Authority (CA) key

D. Certificate Signing Request (CSR) key

Correct Answer: B

QUESTION 3

A Sterling Connect:Direct for Windows administrator wants to implement Sterling External Authentication Server (SEAS)
to improve the security of its environment. Which statement regarding the capability of SEAS is FALSE?

A. Validates the certificate chain.
B. Returns attributes associated with the incoming certificate.
C. Validates certificates against one or more Certificate Revocation Lists (CRLs) that are stored on an LDAP server.

D. Defines an inbound node definition for each trading partner connection from outside the company and an outbound
node definition for everycompany server to which SEAS will connect.

Correct Answer: D

QUESTION 4

Review the dump of the Certificate Authority (CA) root certificates: Which certificate will cause the connection to fail if it
was used in a Server Authentication process during the SSL/TLS handshake?



Wersion: Y3

Subject CN=Verisign Class 3 Secure Server CA, OU=Terms of use at https i verisign.comfrpa ()08, OU=VeriSign Trust Network,
D="ersign, Inc, C=Us

Siognature A'llgl:lrlthm. SHAINWITHRSA, OID= 12840113843 1.1.5

Yalldity: [From: Tue Jar 18 18:00:00 CST 2008,

To: SunJan 18 17:89:89 C5T 2040]
lssuer OU=Class 3 Public Primary Certification Authority, 0="Ver(Sign, Inc.', C=US5
serialkumber | 75337093 b0e12335b ze2d7ded 465916204]

S e W S i i [ S P e P eSSBS
Error: Cerificate valldity period - Notafter: Thu Jan 07 17:59:59 CST 2010
WErSION: W1

Subject OU=Secure Server Certification Authority, O="RSA Datg Security, Inc.", o
Signature Algorithm: MD2withRSA, OID = 1 2.840.113349.1.1 .2

valldity, [Fram: Tue Mov 0B 18:00,00 CST 1994, ®
To: Thu Jan 07 17:69:69 CS5T 2010)
lssUer OU=Secure Server Certification Authority, O="RSA Data Secur T C=US
Seriallumper; | 02adée7e 4ed45feSe STEfICOE 195edde]) %

S========================== CEeflifcate #3 ============ ===========
VWarning: Certificate Sigrature Algorithm rot FIPS approved
WErsion: V1
SUpjeet DU=CIass | Publie Primary Cerifcatlan Auhor
Sigrature Algorithim: MD2withRES4A, OID = 1.2.840 11 .12
walidity, [From: Sun Jar 28 18.00.00 C5T 1996,
To: Tue Aug 0° 18:53:69 CDT 2028]

lssuer OU=Class 1 Puhlic Primary Certificati rity, O="Veri3ign, Inc.', C=U3
Seriailumber, [ cdba’fas fodfedbe 54 23355
e —————— CE tE #4 e e e e
Warning: Certificate Sigrature Algonthm FIPs approved - MO2withRSA
Version: V1

subject: OU=Class 2 Public Primary Cerfification Authority, O="verisign, Inc.", C=US5
Signature Algorithm: MO2withESA, OI0 = 1.2.840.113349.1.1.2
Validity: [From: Sun Jar 28 18:00:00 C5T 1898,

To: Tue Aug D7 18:60:60 COT 20248]
Issuer CU=Class 2 Fublic Primary Certification Authority, O="erigign, Inc.', C=U5
serallumber: | 2d1bicda 178da381 ehedme BodEbelh]

A. Certificate #1A.Certificate #1
B. Certificate #2B.Certificate #2
C. Certificate #3C.Certificate #3
D. Certificate #4D.Certificate #4

Correct Answer: B

QUESTION 5

A company is required to have proof of data origin and data integrity validation. The company would like to accomplish
this with the Sterling Connect:Direct Secure+ STS protocol. What will provide strong authentication?

A. Data encryption
B. Digital signature
C. Cipher Block Chaining Mode

D. Certification Revocation List (CRL)



Correct Answer: B

QUESTION 6

A company has Sterling Connect:Direct for UNIX running successfully in their environment for several years. Due to a
new company policy, the administrator needs to authenticate local users using LDAP. What configuration file needs to
be modified?

A. userfile.cfg

B. ndmapi.cfg

C. netmap.cfg

D. initparm.cfg

Correct Answer: D

QUESTION 7

A Sterling Connect:Direct for UNIX administrator needs to configure Connect:Direct to authenticate remote users.
Company policy dictates that these remote users must use snodeid to pass a user id but no password. The
administrator will assign a unique user id to each remote user. What needs to be modified in the netmap.cfg that will
allow the remote users to authenticate?

A. proxy.attempt

B. netmap.check

C. User proxy record

D. Remote node record

Correct Answer: A

QUESTION 8

Sterling Connect:Direct for Windows or UNIX was just installed in a cluster environment. When testing cluster failover,
the Connect:Direct node was successfully restarted on another cluster node, but all previously executing processes
were lost. What is the cause of this issue?

A. Connect:Direct was started with tcg.start=W.

B. Connect:Direct was started by the wrong Userid.

C. Connect:Direct was installed on a local file system.

D. Connect:Direct was installed on a shared file system.

Correct Answer: C




QUESTION 9

A Sterling Connect:Direct for z/OS administrator navigated to the Secure+ Admin Tool: Main Screen?shown here:

File Edit Eey Management Help

Securet Admin Tool: Maipn Screen

Option =—> @ Scroll CSB
Table Line Commands ﬁ

E Export pub. key H View History b“ N Delete node
U Update node I Inaert node e
Sacurs Ve

LC Node Name Type: Y230 C‘Vh;dE Encryption :Signature ExthAuth Autoupd
SECURE.LOCAT.O] L 9 i N W H i)
SECURE .BEMOTENRL B H N N N H
SECURE .BEMOTEQRZ B Y X Y N N
SECORE . REMOTED3 B HYNE H ol o) v N
ECUBE.REMOTEQS B HNYY X N 2} H H
SECURE.REMOCTEQDS 2 HYNY ¥ H N N N

AAAAAAARRAARARAAARARARRARAAARAR TQOTTOM OF DATL FAAAARAAAAAAAAAAARRAAARAARARAARARA

Which Connect:Direct Secure+ remote node supports the STS encryption protocol?
A. SECURE.REMOTEO1
B. SECURE.REMOTEO2
C. SECURE.REMOTEO03
D. SECURE.REMOTEO04

Correct Answer: B

QUESTION 10

Which SYSOPTS uses the correct RUN TASK syntax for a Sterling Connect:Direct for UNIX process?
A. sysopts = "unix command;unix command;unix command"

B. sysopts = ":unix command:unix command:unix command:"

C. sysopts = "Wunix command\\',\'unix command\\',"unix command™"

D. sysopts = "cmd(unix command,unix command,unix command)"

Correct Answer: A



QUESTION 11

A Sterling Connect:Direct for Windows userl has submitted process number 4711. Userl asks user2 for assistance with
determining process completion. User2 issues a Select Statistics command, which returns information on some other
processes, but nothing for process number 4711. What has happened here?

A. The process has failed to submit.

B. The process has not completed yet.

C. Userl is configured with Statistics=N.

D. User2 is configured with Statistics=Y.

Correct Answer: D

QUESTION 12

A Sterling Connect:Direct for UNIX administrator needs to enable the node named CDLOCAL to exchange data with a
remote node named CDREMOTE using Secure+ with SSL protocol. Both nodes will use server authentication level, and
external authentication must not be enabled. The administrator will use the Secure+ Command Line Interface (SPCLI)
to configure the Secure+. The administrator has saved the trusted root certificate with filename:

fibm/mft/cdunix41/ndm/secure+/certificates/COREMOTE_ trusted.txt
The Key Certificate file is: /ibm/mft/cdunix41/ndm/secure+/certificates/keycert.txt
Which sequence of commands will accomplish this task on the CDLOCAL side?

A. sync netmap path=/ibm/mft/cdunix41/ndm/cfg/CDLOCAL/netmap.cfg name=CDREMOTE; update remotenode
name=CDREMOTE protocol=ssl override=n
SSLTLSTRUSTEDROOTCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/ COREMOTE_tru sted.txt
SSLTLSCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/keycert.txt
SSLTLSCERTPASSPHRASE=myprivkeypassword SsITIsEnableClientAuth=n SsITIsSeaEnable=y
SeaCertValDef=CDREMOTESEA SSLTLSENABLECIPHER=all;

B. sync netmap path=/ibm/mft/cdunix41/ndm/cfg/CDLOCAL/netmap.cfg name=CDLOCAL; update remotenode
name=CDREMOTE protocol=ssl override=n
SSLTLSTRUSTEDROOTCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/ COREMOTE_tru sted.txt
SSLTLSCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/keycert.txt
SSLTLSCERTPASSPHRASE=myprivkeypassword SsITIsEnableClientAuth=n SsITIsSeaEnable=n
SSLTLSENABLECIPHER=all;

C. sync netmap path=/ibm/mft/cdunix41/ndm/cfg/CDLOCAL/netmap.cfg name=*; update remotenode
name=CDREMOTE protocol=ssl override=n
SSLTLSTRUSTEDROOTCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/ COREMOTE_tru sted.txt
SSLTLSCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/keycert.txt
SSLTLSCERTPASSPHRASE=myprivkeypassword SsITIsEnableClientAuth=n SsITIsSeaEnable=n
SSLTLSENABLECIPHER=all;

D. sync netmap path=/ibm/mft/cdunix41/ndm/cfg/CDLOCAL/netmap.cfg name=*; update remotenode
name=CDREMOTE protocol=ssl override=n
SSLTLSTRUSTEDROOTCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/keycert.txt



SSLTLSCERTFILE=/ibm/mft/cdunix41/ndm/secure+/certificates/COREMOTE _ trusted.txt
SSLTLSCERTPASSPHRASE=myprivkeypassword SsITIsEnableClientAuth=n SsITIsSeaEnable=n
SSLTLSENABLECIPHER=all;

Correct Answer: C
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