Exam . 642-176

Title :  Small Medium Business for
Engineers

Version : DBEMVO



1.Refer to the exhibit. What are the two options available when using the Security Audit
configuration task in Cisco SDM? (Choose two.)
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A.Perform a virus scan.

B.Perform a secure audit on the router.

C.Perform a one-step lockdown on the router.

D.Perform a denial-of-service attack on the router to verify that it is protected.

E.Perform a real-time inspection of incoming traffic destined for the router.

Correct:B C

2.The recommended WAN access method for a simplified and cost-effective Cisco Single-Site
Secure Network Foundation deployment provides which type of service?

A.best-effort B.low

latency C.guaranteed

quality D.guaranteed

bandwidth Correct:A

3.Refer to the exhibit. From this Cisco SDM Security Audit Wizard screen, what should you do to
secure the router?



Security Audit Wizard

~ Salectanoption: | Fixthe Security prohlems _vj
Check the "Fixit’ checkhox next to the settings you want to fix. Then, click "Hext” to continue:
Youmayhe prompted formare information to fix cetain seftings.
Fix Al

Mo GecuriyProblems Idenified | Action |+
i1 PAD Service is enabled [~ Finit
12 |F bhootp serer Sewvice is enahbled I Fixit
}3 COP is enabled I~ Fixit
4P source route is enahbled I Fixit
i5 Password encryption Service is disabled [~ Finit
1B TCF Keepalives for inbound telnet sessions is disabled I Fixit
7 TiZF Keepalives for outhaund telnet sessions is disahled I~ Fixit
18 Seguence Mumbers and Time Stamps on Debugs are disahled I Fixit
8 Minimum Password length is disabled or less than B characters I~ Finit
M0 Authentication Failure Rate is disabled or less than 3 retries A=
11 TCP Synwalttime is not set [~ Fixit
112 Banneris not set I Fixit
13 Logging is not enabled I~ Finit
14 Enahble Secret Password is not set I Fixit
15 Telnet settings are not enahled [~ Fixit
T8 petFlow switching is not enabled I Fixit I_‘;J

= Back J Mext= | Finish ‘ Cancel J Help ]

A.Click Next.

B.Click Fix All, then Next.

C.Click Fix All, then clear CDP check box, then Next.

D.Click Fix All, then clear CDP check box, then Next, then immediately reboot the router.

E.Click Fix All, then clear CDP check box, then Next, then manually disable CDP on the WAN interface.
F.Click Fix All, then clear CDP check box, then Next, then manually disable CDP on the WAN interface,
then immediately reboot the router.

Correct:E

4.Refer to the exhibit. In a Cisco Single-Site Secure Network Foundation implementation, which
factor affects your choice of switch configuration?



Internet

A.type of QoS scheme that is being used

B.maximum number of supported IP phones

C.maximum amount of packet latency acceptable

D.type of security scheme that is being implemented

Correct:B

5.What is the reason for running spanning tree in a Cisco Single-Site Secure Network Foundation
solution?

A.to allow management of all network devices

B.to aggregate logical network groups together at one central point

C.to protect the network in case someone inadvertently creates a physical loop in it
D.to ensure that if a device fails another device will automatically take over for it
E.to connect like devices, such as phones or computers, in logical network groups
Correct:C
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