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QUESTION 1

The CA SiteMinder WAN Administrative UI: 

A. Connects to one Policy Server only 

B. Must reside on the same server as the Policy Server 

C. Must be installed before you install the Policy Server 

D. Connects to a Policy Server using the standard agent API 

Correct Answer: D 

 

QUESTION 2

Which types of configuration files are stored locally on the web server and can be created, modified, and viewed using a
text editor? (Choose two) 

A. Host configuration file 

B. Web Agent configuration file 

C. Web server configuration file 

D. Policy store configuration file 

Correct Answer: AB 

 

QUESTION 3

Which statement about the audit log is TRUE? 

A. The default auditing option is asynchronous logging. 

B. By default, the audit log is stored in an encrypted text file. 

C. Asynchronous logging consumes no resources on the Policy Server. 

D. You can specify whether changes made to policy store objects by administrators will be recorded in the Web Access
Management (WAM) audit logs. 

Correct Answer: A 

 

QUESTION 4

Examples of Web Agent interactions with a Policy Server include: (Choose three) 

A. isSecure 



B. isProtected 

C. isAuthorized 

D. isAuthenticated 

Correct Answer: BCD 

 

QUESTION 5

Which tool do you use to determine the identifiers of objects for a granular export or import by exploring a list of
applications or domains? 

A. XPSConfig 

B. XPSImport 

C. XPSExport 

D. XPSExplorer 

Correct Answer: D 

 

QUESTION 6

One of the three cryptographic operating modes for securing CA SiteMinder data is Federal Information Processing
Standards (RPS)-compatibility. This mode: 

A. Only uses FIPS 140-2 algorithms. 

B. Is only used for CA SiteMinder rl2. 

C. Uses classic CA SiteMinder 6.x cryptography. 

D. Is used where version 6.x and rl2 of CA SiteMinder co-exist. 

Correct Answer: C 

 

QUESTION 7

In relation to Agents, what does central configuration indicate? 

A. The Web Agent is configured from the Policy Server. 

B. The Web Agent is configured from a local configuration file. 

C. The Web Agent holds the initialization parameters for trusted hosts. 

D. The Web Agent overrides the configuration parameters of trusted hosts. 

Correct Answer: A 



 

QUESTION 8

What are the default session settings in CA SiteMinder? (Choose two) 

A. Idle Timeout Enabled 

B. Idle Timeout Disabled 

C. Max Session Timeout Enabled 

D. Max Session Timeout Disabled 

Correct Answer: AC 

 

QUESTION 9

You can use HTTP header variables or cookies to transfer information between web applications. In which sequence
are variables set and sent through the HTTP header? 

1.

 The client requests a web page resource. 

2.

 Response variables are processed by the web server. 

3.

 The newly modified HTTP request header is sent to web server. 

4.

 For each response, the Policy Server sends variables, which are inserted in the existing HTTP request header. 

5.

 The agent sends standard queries to the Policy Server, such as IsProtected, IsAuthenticated, and IsAuthorized. 

A. 1, 5, 4, 3, 2 

B. 1, 2, 3, 4, 5 

C. 1, 3, 5, 2, 4 

D. 1, 4, 5, 2, 3 

Correct Answer: A 

 

QUESTION 10



To turn on the tracing facility for all Policy Server actions, you: A. Configure the smtracedefault.txt file. 

B. Modify the general_trace.template file. 

C. Set the Enable Profiling option on the Policy Server Profiler tab. 

D. Configure the Policy Server Management Console logging option. 

Correct Answer: C 

 

QUESTION 11

Which database model does the Policy Server require? 

A. Flat model 

B. Network model 

C. Relational model 

D. Hierarchical model 

Correct Answer: C 

 

QUESTION 12

Which statement about the CA SiteMinder Extensible Policy Store (XPS) is TRUE? 

A. It exports to .dtd files. 

B. It cannot co-exist with legacy policy stores. 

C. New applications can be added without altering the schema. 

D. It uses the new CA SiteMinder Data Interchange Format (SMDIF). 

Correct Answer: C 
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