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QUESTION 1

It has been discovered that the company mail server is configured as an open relay. Which of the following actions
would help prevent the mail server from being used as an open relay? (Choose TWO correct answers.) 

A. Restrict Postfix to only accept e-mail for domains hosted on this server. 

B. Configure Dovecot to support IMAP connectivity. 

C. Configure netfilter to not permit port 25 traffic on the public network. 

D. Restrict Postfix to only relay outbound SMTP from the internal network. 

E. Upgrade the mailbox format from mbox to maildir. 

Correct Answer: AD 

 

 

QUESTION 2

Which TWO of the following statements about the tcp_wrappers configuration files are correct? 

A. Both files must be edited, to get tcp_wrappers to work properly 

B. It is possible to configure tcp_wrappers using just one file 

C. (x) inetd requires these files 

D. All programs that provide network services use these files to control access 

E. tcpd uses these files to control access to network services 

Correct Answer: BE 

 

QUESTION 3

According to the dhcpd.conf file below, which domain name will clients in the 172.16.87.0/24 network get? 



Correct Answer: lab.certkiller.com 

 

 

QUESTION 4

How must Samba be configured, so that it can check passwords against the ones in /etc/passwd and / etc/ shadow? 

A. Set the parameters "encrypt passwords = yes" and "password file = /etc/passwd". 

B. Set the parameters "encrypt passwords = yes", "password file = /etc/passwd" and "password algorithm =crypt" 

C. Delete the smbpasswd file and create a symbolic link to the passwd and shadow file 

D. It is not possible for Samba to use/etc/passwd and /etc/shadow 

E. Run smbpasswd to convert /etc/passwd and /etc/shadow to a Samba pass word file 

Correct Answer: D 

 

 

QUESTION 5

Which of these ways can be used to only allow access to a DNS server from specified networks/hosts? 

A. Using the limit{...;};statement in the named configuration file. 

B. Using the allow-query{...;};statement in the named configuration file. 

C. Using the answer only{...;};statement in the named configuration file. 

D. Using the answer{...;};statement in the named configuration file. 

E. Using the query access{...;};statement in the named configuration file. 

Correct Answer: B 



 

QUESTION 6

Which configuration parameter on a Postfix server modifies only the sender address and not the recipient address? 

A. alias_maps 

B. alias_rewrite_maps 

C. sender_canonical_maps 

D. sender_rewrite_maps 

Correct Answer: C 

 

 

QUESTION 7

Please enter the command with all parameters and arguments, that could be used by root to list the cron jobs for the
user john. 

Correct Answer: crontab -u john -l 

 

 

QUESTION 8

Which keys are stored in the authorized_keys file? 

Correct Answer: public  

 

QUESTION 9

An administrator wants to issue the command echo 1 >/var/ log/boater.log once all of the scripts in / etc/rc2.d have been
executed. What is the best way to accomplish this? 

A. Add the command to /etc/rc.local 

B. Create a script in ~/.kde/Autostart/ and place the command in it 

C. Create a script in /etc/init.d/ and place a link to it in /etc/rc2.d/ 

D. Create a script in /etc/rc2.d/ and place the command in it 

Correct Answer: A 

 

 



QUESTION 10

In what mode is your FTP session when the client side makes the connections to both the data and command ports of
the FTP server? 

A. passive 

B. active 

C. impassive 

D. safe 

E. inactive 

Correct Answer: A 

 

 

QUESTION 11

Which of the following organisations track and report on security related flaws in computer technology? (Please select
TWO answers) 

A. Bugtraq 

B. CERT 

C. CSIS 

D. Freshmeat 

E. Kernel.org 

Correct Answer: AC 

 

 

QUESTION 12

What word is missing from the following excerpt of a named.conf file? 

____ friends { 

10.10.0.0/24; 192.168.1.0/24; 

}; 

options { 

allow-query { friends; }; 

}; 



A. networks 

B. net 

C. list 

D. acl 

Correct Answer: D 
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