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QUESTION 1

What does the following represent? 

2E22:4F00:000E:00D0:A267:97FF:FE6B:FE34 

A. A MAC address 

B. AnIPv4address 

C. An IPv6 address 

D. An IP diagnostic loopback address 

Correct Answer: C 

 

QUESTION 2

Patrick visits his teenage daughter\\'s social media page and discovers several offensive posts about one of her
classmates. After speaking with his daughter, Patrick learns that several other girls in her class are upset with the
classmate and have been posting, texting and e-mailing others about the girl. What is the best way for Patrick to help
his daughter understand cyber bullying? 

A. He should advise his daughter to ignore the posts, texts and c-mails. 

B. He should explain to his daughter that she is participating in the bullying by accepting others\\'posts, texts and c-
mails. 

C. He should explain to his daughter that the Internet embraces freedom of speech, and anyone is allowed to write
anything. 

D. He should advise his daughter to delete all the posts, texts and c-mails she has received, as well as any new ones
that appear. 

Correct Answer: B 

 

QUESTION 3

To restore a backup file on a Windows-based computer, you: 

A. Use the Disk Management utility in the Microsoft Management Console (MMC). 

B. Use the BackupandRestore utility in the Control Panel. 

C. Use Device Manager in the Control Panel. 

D. Extract the backed-up file. 

Correct Answer: B 

 



QUESTION 4

Mobile computing has become a common necessity for both personal and business transactions. Which device has
features similar to a smartphone but usually does not have telephone capabilities? 

A. Portable media player 

B. Netbook 

C. Laptop 

D. Tablet 

Correct Answer: D 

 

QUESTION 5

Which term describes the practice of actively collecting wireless networking data from companies and individuals? 

A. War driving 

B. Spear phishing 

C. Dictionary attack 

D. Social engineering 

Correct Answer: A 

 

QUESTION 6

Jose is experiencing performance problems with his notebook computer that he purchased a year ago. Upon discussing
this issue with him, you learn that he has never deleted any temporary files since owning the device. What can Jose do
to fix this problem most efficiently? 

A. Reformat his hard drive. 

B. Use the Windows chkdsk utility. 

C. Use the Windows Disk Cleanup utility. 

D. Back up his computer and delete the active partition. 

Correct Answer: C 

 

QUESTION 7

When comparing IPv4 to IPv6, which of the following is an advantage of the IPv6 network addressing scheme? 

A. Larger address space 



B. Shorter address space 

C. High dependence on network routers 

D. Fast and unencrypted network transmissions 

Correct Answer: A 

 

QUESTION 8

You are a small-business owner and would like to encourage employees to bring their own devices (BYOD) to work.
Which of the following can help reduce the security risks associated with a BYOD implementation? 

A. Expense accounts 

B. Acceptable use policy 

C. End user license agreement 

D. In-house device maintenance 

Correct Answer: B 

 

QUESTION 9

You have recently purchased a new wireless router. You would like to configure a name for your wireless network so
that you can easily identify it when scanning available wireless networks. 

Which term describes this wireless network device name? 

A. Default gateway 

B. Wireless access point (AP) 

C. Access Point Identifier (API) 

D. Service Set Identifier (SSID) 

Correct Answer: D 

 

QUESTION 10

Server-based networks typically contain centralized network resources, which are usually not available on peer-to-peer
(P2P) networks. Which of the following examples describes a server based network? 

A. Three network clients connecting to a file server 

B. Downloading a file by using BitTorrent technology 

C. Sharing one or more files to another computer via the Internet 



D. A client connecting to another computer over the Internet to share music 

Correct Answer: A 

 

QUESTION 11

Carlos is the Information Technology (IT) administrator for a small company. Over the past year, employees have been
using their personal mobile devices and smartphones for business use. This has reduced costs of purchasing new
devices for employees. Carlos is now considering whether he should stop supplying employees with company phones
and instead require all employees to use their personal smartphones for work. How can Carlos address the most
significant security vulnerability? 

A. Develop a robust app to push security updates out to the various mobile OS devices 

B. Create an employee policy that requires employees to keep phones updated to the latest technology 

C. Create a policy that specifies acceptable use, ensuring security measures are in place for mobile devices 

D. Mandate that employees switch to the company\\'s mobile service provider to ensure security policies are enforced 

Correct Answer: C 

 

QUESTION 12

ABC Company develops its own database applications. ABC is considering migrating to cloud services to accommodate
the company\\'s growth. What strategy should ABC use to ensure continuous data protection if it begins using cloud
services? 

A. Cloud-only solution 

B. Regional systems solution 

C. Location systems solution 

D. Multiple cloud-service providers 

Correct Answer: C 
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