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QUESTION 1

Which two statements are true about the information that you see on the Database Cloud Service page? 

A. It shows the date the instance was last accessed. 

B. It shows the number of active sessions for each instance in your domain. 

C. It shows the total memory for all instances in your domain. 

D. It lists the memory for each instance in your domain. 

E. It shows the name of each database instance. 

Correct Answer: CE 

Explanation: 

The Oracle Database Cloud Service Services page displays all deployments on Oracle Database Cloud 

Service. 

Use the Oracle Database Cloud Service Services page to perform the following tasks: 

1. 

Viewing All Database Deployments 

2. 

Creating a Database Deployment 

3. 

Viewing Detailed Information for a Database Deployment 

Deleting a Database Deployment The Activity page displays activities for all Oracle Database Cloud Service
deployments in your identity domain. 

Example: 



References: http://www.oracle.com/webfolder/technetwork/tutorials/obe/cloud/sscs/ProvisionDB/
SOACS_prereq%20_DBCS.html https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/service-console-
services-page.html 

 

QUESTION 2

You are migrating an Oracle Database 11.2.0.4 on-premise database to an Oracle Database Cloud Service (Database
as a Service) that provides a pre-created Oracle Database 12.1.0.2 database. 

What four migration methods can be used? 

A. conventional export/import 

B. Transportable Tablespace (TTS) with RMAN conversion 

C. Transportable Tablespace (TTS) by using Oracle Data Pump 

D. SQL *Loader 

E. RMAN image restore 

F. Data Pump Transportable Database (TDB) export/import 

Correct Answer: BCDF 

Explanation: 

You load data into an Oracle database on Oracle Database Cloud Service using the same tools you would 



use for an Oracle database on another system. 

*

 (D) Using SQL*Loader to Load Data into the Database 

*

 Using Oracle Data Pump Import to Load Data into the Database 

*

 (BC) Using Transportable Tablespaces to Load Data into the Database 

There are two ways to transport a tablespace: 

Manually, involving issuing commands to SQL*Plus, RMAN, and Data Pump. 

Using the Transport Tablespaces Wizard in Enterprise Manager 

*

 Using Pluggable Databases (PDBs) to Load Data into the Database 

*

 Using Oracle Public Cloud Data Transfer Services to Move Large Data Sets 

*

 (F) Full transportable export/import, is available to make migration to Oracle Database 12c faster, easier, 

and more efficient than ever before. Full transportable export is available starting with Oracle Database 

11g Release 2 (11.2.0.3). 

References: https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/load-data-db.html
https://docs.oracle.com/cd/B28359_01/server.111/b28310/tspaces013.htm#ADMIN11395
http://www.oracle.com/technetwork/database/enterprise-edition/full-transportable-wp-12c-1973971.pdf 

 

QUESTION 3

You created a Database as a Service (DBaaS) instance. This action also created a virtual machine and configured it for
the DBaaS instance. It also created two user accounts. One of the users is oracle. 

What three functions can be used by Oracle users in a Database Deployment? 

A. Grant privileges and roles to database users. 

B. Create database users. 

C. Back up and recover databases. 

D. Create tablespaces. 



E. Reboot a VM. 

F. Use the sudo command to perform root user access operations. 

Correct Answer: ABC 

Explanation: Oracle is the Oracle Database administrator account you use to access the system and perform non-root
database administration tasks. A home directory, /home/oracle, is created for this user. This user cannot use the sudo
command to perform operations that require root-user access. Additionally, by default you cannot connect as this user
to the compute node using SSH. You can add the public key to the user\\'s $HOME/.ssh/authorized_keys file to grant
persistent SSH access, or you can connect as the opc user and then use the sudo -s command to start a root-user
command shell, followed by an su - oracle command to switch to the oracle user. 

Incorrect Answers: 

F: root is the root administrator for the system. You do not have direct access to this account. To perform operations
that require root-user access, use the sudo command as the opc, not the oracle, user. 

References: https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/linux-user-accounts

rac.html http://www.oracle.com/webfolder/technetwork/tutorials/obe/cloud/dbaas/
obe_dbaas_administering_your_database_cloud_service/
obe_dbaas_administering_your_database_cloud_service.html 

 

QUESTION 4

Which two tasks can be performed from the Database Deployment page? 

A. creating new users to access an instance 

B. adding pluggable databases (PDBs) to the database 

C. decreasing the storage of an instance 

D. viewing patching information 

E. scaling up to select the shape of the current instance 

Correct Answer: DE 

 

 

QUESTION 5

The first step to connecting to Oracle Cloud is generating an SSH key pair. 

To generate a key pair on a Unix or Linux machine, you would run the ssh-keygenutility. 

What should be the number of bits in the key that must be created? 

A. 1014 

B. 2024 



C. 2048 

D. 1234 

Correct Answer: C 

Explanation: 

To generate an SSH key pair on UNIX and UNIX-like platforms using the ssh-keygen utility:

 1.

 Navigate to your home directory: 

$ cd $HOME 

2.

 Run the ssh-keygen utility, providing as filename your choice of file name for the private key: 

$ ssh-keygen -b 2048 -t rsa -f filename 

The ssh-keygen utility prompts you for a passphrase for the private key.

 3.

 Enter a passphrase for the private key, or press Enter to create a private key without a passphrase Etc. 

References: Using Oracle Database Cloud Service (February 2017), page 3-3 

https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/using-oracle-database-cloudservice.pdf 

 

QUESTION 6

You want to make sure that Oracle Application Express (APEX) is enabled and accessible. 

Which two steps must you perform? 

A. Unblock the APEX instance\\'s VM and follow the URL to instance-ip-address: 4848. 

B. Enable the ora_p2_httpsslsecurity rule in the Oracle Compute Cloud Service console. 

C. Create an SSH tunnel to port 443 on a Database Deployment\\'s compute node. 

D. Select deploy_enablefrom the DBaaS monitor. 

E. Select apex_launchfrom the GlassFish Server Administration Console monitor. 

Correct Answer: AC 

Explanation: 

To access the administration console when the HTTPS port is unblocked: 

1.



 Direct your browser to the appropriate URL, based on which release of Oracle Database is in use: 

For the CDB in an Oracle Database 12c Release 1 database: https://node-ip-address/apex/ 

For a PDB in an Oracle Database 12c Release 1 database: https://node-ip-address/apex/lowercase-pdbname/ 

For an Oracle Database 11g Release 2 database: https://node-ip-address/apex/ 

where node-ip-address is the public IP address of the compute node hosting the administration console 

and lowercase-pdb-name is the name of the PDB, with all letters in lowercase. Obtain these values by 

viewing details as described in Viewing Detailed Information for a Database Deployment. 

After directing your browser to the appropriate URL, the Oracle Application Express Login page is displayed. 

2.

 Enter the following information to log in as the administrator. Then, click Login to Application Express. 

References: https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/access-apex-adminconsole.html 

 

QUESTION 7

Which are two of the tasks that must be performed to enable SQL*NET access for your database instance on a
Database Deployment over SSL? 

A. You must open a port on the virtual machine (compute node) that is hosting the instance. 

B. You use Net Manager (NETMGR) to configure a database alias and set the connect string. 

C. You use Oracle Connection Manager to configure the required network settings. 

D. You must configure SSL support on the instance. 

Correct Answer: AB 

Explanation: 

SQL*Net is Oracle\\'s remote data access protocol that enables client-server and server-server 

communications across networks. 

An Oracle client connects to the server using the port address of the listener, which is normally defined as 

TCP port 1521 during Oracle installation. 

Oracle Net Manager is a utility used for configuring SQL*Net. 



References: http://www.orafaq.com/wiki/Net_Manager 

 

QUESTION 8

You created a Database Deployment and predefined security rules were generated. 

Which two predefined security rules were generated when you created the Database Deployment? 

A. The ora_p2_ssh security rule for the public-internet security IP list was created to communicate with the
ora_dbpredefined network group over SSH. 

B. The ora_db_public security rules to manage database access through the default port 1521 and the ora_db_admin
security rules for SSH connection via SQL*Net through port 5500 were created. 

C. The ora_access db security rule for SSH connection via PuTTY is created to configure network rules and
ora_access_consolefor HTTPS access to Oracle Cloud Services Console. 

D. No security rules are created by default and users must manually configure all access rules. 



E. The ora_p2_dblistener security rule for the public-internet security IP list (any host on the Internet) was created to
communicate with the ora_dbpredefined network group over SQL*Net. 

Correct Answer: AE 

Explanation: 

When a database deployment is created, the following Oracle Compute Cloud Service security rules are 

created, but set to a disabled status. 

1. 

ora_p2_dbconsole, which controls access to port 1158, the port used by Enterprise Manager 11g Database Control. 

2. 

ora_p2_dbexpress, which controls access to port 5500, the port used by Enterprise Manager Database Express 12c. 

3. 

ora_p2_dblistener, which controls access to the port used by SQL*Net. 

4. 

ora_p2_http, which controls access to port 80, the port used for HTTP connections. 

5. 

ora_p2_httpssl, which controls access to port 443, the port used for HTTPS connections, including Oracle REST Data
Services, Oracle Application Express, and Oracle DBaaS Monitor. 

References: References: Using Oracle Database Cloud Service (February 2017), page A-5
https://docs.oracle.com/en/cloud/paas/database-dbaas-cloud/csdbi/using-oracle-database-cloudservice.pdf 

 

QUESTION 9

Which two statements are true about the SSH tunnels within an Oracle Database Cloud Service environment? 

A. An individual SSH tunnel is required for each port in the environment. 

B. The client must provide the server with the SSH private key. 

C. The SSH tunnel must be selected by a security rule to enable remote access. 

D. The server must hold the SSH public and private keys in the SSH authorized_keysfile. 

E. Oracle Database Cloud Service provides a centralized key server for all SSH connections. 

Correct Answer: BC 

 

 



QUESTION 10

Which three will be supported after migrating an on-premises database to a Database as a Service (DBaaS) instance on
Oracle Cloud? 

A. increased security of application roles 

B. reduction in operational costs 

C. ability to increase capacity on demand 

D. provisioning of application testing 

E. centralization of database management 

Correct Answer: CDE 

References: https://www.oracle.com/database/solutions/private-dbaas.html 

 

QUESTION 11

You want to access your database over SQL*Net with a client application that is running locally on your machine. 

How would you enable access to port 1521 of the Compute Node (VM)? 

A. Use Oracle Compute Cloud Service to enable the ora_p2_dblistenersecurity rule. 

B. Run the lsnrctl reload listenercommand. 

C. Use the Application Express Console to start the listener application. 

D. Change the firewall rules. 

Correct Answer: D 

Explanation: 

The DBaaS services are run under the Oracle Compute Cloud (IaaS). This has it\\'s own firewall 

configuration, allowing you to limit access to your services. By default, all endpoints except SSH are 

disabled. There are a number of predefined "Security Rules" to open up the assorted endpoints, but they 

typically open the endpoints to public, which is rather risky. Instead, you should define custom rules, 

opening access to ports from specific machines. 

Navigate to the main "Oracle Database Cloud Service". 

Click on the hamburger next to the service of interest. 

Click the "Access Rules" option on the popup menu. 

Click the "Create Rule" button. 



Enter a "Rule Name". 

Select "" as the "Source" and enter your IP address in resulting box. 

Select "DB" as the "Destination". 

Enter "1521" as the "Destination Port(s)". 

Leave "TCP" as the "Protocol". 

Click the "Create" button. 

You should now be able to connect to the database from the specified IP address. 

References: https://oracle-base.com/articles/vm/oracle-cloud-database-as-a-service-dbaas-create-service 

 

QUESTION 12

Which three are ways to scale a Database Deployment to solve performance degradation by resource shortage? 

A. Add additional virtual network interfaces (VNICs) to the Database Deployment. 

B. Increase the MEMORY_TARGET parameter value in each database instance that is running on the Database
Deployment. 

C. Increase the CPU_COUNT parameter value in each database instance that is running on the Database Deployment. 

D. Increase the number of CPUs allocated to the Database Deployment. 

E. Add storage to the Database Deployment. 

F. Use the Oracle Database 12c In-Memory database option in each database instance that is running on the Database
Deployment. 

G. Increase the memory allocated to the Database Deployment. 

Correct Answer: DEG 
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