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QUESTION 1
Which term represents the practice of giving employees only those permissions necessary to perform their specific role
within an organization?
A. integrity validation
B. due diligence
C. need to know
D. least privilege
Correct Answer: D

QUESTION 2
Which one of the following statements best describes a command injection attack?
A. The goal of a command injection attack is to exfiltrate data on the web server\\'s operating system via a vulnerable
web application.
B. The goal of a command injection attack is to execute arbitrary commands on the mail server.
C. The user enters arbitrary commands on the web server\\'s OS via a vulnerable web application.
D. The goal of a command injection attack is to execute arbitrary commands on the web server\\'s OS via a vulnerable
web application.
Correct Answer: D

QUESTION 3
Which system-wide Windows registry hive may be modified by attackers to automatically start malware at boot time?
A. HKEY_CURRENT_USER
B. HKEY_LOCAL_MACHINE
C. HKEY_CURRENT_CONFIG
D. HKEY_CLASS_ROOT
Correct Answer: B

QUESTION 4
A ping attack that exploits the broadcast IP address in a subnet is referred to as what type of attack?

A. red rat
B. fraggle
C. smurf
D. SYN flood
E. firewalk
Correct Answer: C

QUESTION 5
What two statements about Linux are true? (Choose two.)
A. Linux was started by Linus Torvalds as a project to create a Unix-like environment that he could run on his personal
home computer because the systems at the university that he attended ran Unix.
B. Linux is openly available to others with very limited restrictions under the terms of GNU public licensing or GPL
guidelines.
C. Linux was developed at ATandT labs to serve as a competition against DOS and Windows operating systems.
D. The Linux source code cannot be altered or modified.
Correct Answer: AB

QUESTION 6
What type of IP attack features a simultaneous, coordinated attack from multiple source machines?
A. rogue DHCP attack
B. DDoS attack
C. MITM attack
D. MAC address flooding attack
Correct Answer: B

QUESTION 7
Which two of the following are UDP applications? (Choose two.)
A. SMTP
B. TFTP
C. FTP

D. SNMP
Correct Answer: BD

QUESTION 8
Which command is used to view the Windows Registry?
A. winedit
B. winreg
C. regedit
D. cntedit
Correct Answer: C

QUESTION 9
Which one of the following methods allows you to verify entity authentication, data integrity, and authenticity of
communications, without encrypting the actual data?
A. Both parties calculate an authenticated MD5 hash value of the data accompanying the message - one party uses the
private key, while the other party uses the public key.
B. Both parties to the communication use the same secret key to produce a message authentication code to accompany
the message.
C. Both parties calculate a CRC32 of the data before and after transmission of the message.
D. Both parties obfuscate the data with XOR and a known key before and after transmission of the message.
Correct Answer: B

QUESTION 10
What is the severity level of the ASA syslog message "%ASA-2-106017: Deny IP due to Land Attack from IP_address to
IP_address"?
A. 0
B. 1
C. 2
D. 3
E. 6
F. 7

Correct Answer: C

QUESTION 11
Which part of the TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256_P384 cipher suite is used to specify the bulk
encryption algorithm?
A. ECDHE_ECDSA
B. AES_128_CBC
C. SHA256
D. P384
Correct Answer: B

QUESTION 12
Which one of the following commands is required on an interface in order to apply an ACL as a packet filter?
A. access-class
B. ip access-group
C. ip access-list
D.
Correct Answer: B
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