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QUESTION 1
What you called a person who hacks the system with script but instead of writing own script, the person uses existing
script?
A. script kiddy
B. white hat hacker
C. phreaker
D. hacktivist
Correct Answer: A

QUESTION 2
Refer to the exhibit. For which reason is the tunnel unable to pass traffic?

A. UDP port 500 is blocked.
B. The IP address of the remote peer is incorrect.
C. The tunnel is failing to receive traffic from the remote peer.
D. The local peer is unable to encrypt the traffic.
Correct Answer: C

QUESTION 3
Which statements about reflexive access lists are true?

A. Reflexive access lists create a permanent ACE
B. Reflexive access lists approximate session filtering using the established keyword
C. Reflexive access lists can be attached to standard named IP ACLs
D. Reflexive access lists support UDP sessions
E. Reflexive access lists can be attached to extended named IP ACLs
F. Reflexive access lists support TCP sessions
Correct Answer: DEF

QUESTION 4
Refer to the exhibit. If a supplicant supplies incorrect credentials for all authentication methods configured on the switch,
how will the switch respond?

A. The switch will cycle through the configured authentication methods indefinitely
B. The supplicant will fail to advance beyond the webauth method.
C. The authentication attempt will time out and the switch will place the port into the unathorized state
D. The authentication attempt will time out and the switch will place the port into VLAN 101
Correct Answer: B

QUESTION 5
Which type of layer 2 attack enables the attacker to intercept traffic that is intended for one specific recipient?
A. BPDU attack
B. DHCP Starvation
C. CAM table overflow
D. MAC address spoofing
Correct Answer: D

QUESTION 6
Nat (inside,outside) dynamic interface
A. static PAT
B. static NAT
C. dynamic PAT
D. dynamic NAT
Correct Answer: C
Configuring Dynamic NAT nat (inside,outside) dynamic my-range-obj Configuring Dynamic PAT (Hide) nat
(inside,outside) dynamic interface
http://www.cisco.com/c/en/us/td/docs/security/asa/asa83/configuration/guide/config/nat_objects.html

QUESTION 7
The stealing of confidential information of a company comes under the scope of
A. Reconnaissance
B. Spoofing attack
C. Social Engineering
D. Denial of Service
Correct Answer: C
Social engineering This is a tough one because it leverages our weakest (very likely) vulnerability in a secure system
(data, applications, devices, networks): the user. If the attacker can get the user to reveal information, it is much easier
for the attacker than using some other method of reconnaissance. This could be done through e-mail or misdirection of
web pages, which results in the user clicking something that leads to the attacker gaining information. Social
engineering can also be done in person or over the phone.

QUESTION 8
Which source port does IKE use when NAT has been detected between two VPN gateways?
A. TCP 4500
B. TCP 500
C. UDP 4500
D. UDP 500
Correct Answer: C

QUESTION 9
What encryption technology has broadest platform support
A. hardware
B. middleware
C. Software
D. File level
Correct Answer: C

QUESTION 10
What does the DH group refer to?
A. tunnel lifetime key
B. length of key for authentication
C. length of key for encryption
D. length of key for key exchange
E. length of key for hashing
Correct Answer: D

QUESTION 11
In which configuration mode do you configure the ip ospf authentication-key 1 command?
A. Interface
B. routing process
C. global
D. privileged
Correct Answer: A

QUESTION 12
Which statement correctly describes the function of a private VLAN?
A. A private VLAN partitions the Layer 2 broadcast domain of a VLAN into subdomains

B. A private VLAN partitions the Layer 3 broadcast domain of a VLAN into subdomains
C. A private VLAN enables the creation of multiple VLANs using one broadcast domain
D. A private VLAN combines the Layer 2 broadcast domains of many VLANs into one major broadcast domain
Correct Answer: A
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