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QUESTION 1

A Symantec Endpoint Protection administrator is using System Lockdown in blacklist mode with a file fingerprint list.
When testing a client, the administrator notices that at least one of the files on the list is allowed to execute. 

What is the likely cause of the problem? 

A. The application has been upgraded. 

B. The Application and Device Control policy is in test mode. 

C. A file exception has been added to the Exceptions policy. 

D. The Application and Device Control policy is allowing the file to execute. 

Correct Answer: A 

 

QUESTION 2

Which exception type can be configured? 

A. Parent Process 

B. Browser Object 

C. MAC Address 

D. Trusted Web Domain 

Correct Answer: D 

 

QUESTION 3

What is an appropriate use of a file fingerprint list? 

A. allow unknown files to be downloaded with Insight 

B. prevent programs from running 

C. prevent AntiVirus from scanning a file 

D. allow files to bypass Intrusion Prevention detection 

Correct Answer: B 

 

QUESTION 4

Which task is unavailable for administrative accounts that authenticate using RSA SecurID Authentication? 



A. reset forgotten passwords 

B. import organizational units (OU) from Active Directory 

C. configure external logging 

D. enable Session Based Authentication with Web Services 

Correct Answer: A 

 

QUESTION 5

Users report abnormal behavior on systems where Symantec Endpoint Protection is installed. 

Which tool can an administrator run on the problematic systems to identify the likely cause of the abnormal behavior? 

A. smc.exe -stop 

B. SymHelp.exe 

C. PowerShell.exe 

D. CleanWipe.exe 

Correct Answer: B 

 

QUESTION 6

What does SONAR use to reduce false positives? 

A. Virus and Spyware definitions 

B. File Fingerprint list 

C. Symantec Insight 

D. Extended File Attributes (EFA) table 

Correct Answer: C 

 

QUESTION 7

A financial company enforces a security policy that prevents banking system workstations from connecting to the
Internet. 

Which Symantec Endpoint Protection technology is ineffective on this company\\'s workstations? 

A. Insight 

B. Intrusion Prevention 



C. Network Threat Protection 

D. Browser Intrusion Prevention 

Correct Answer: A 

 

QUESTION 8

A company has an application that requires network traffic in both directions to multiple systems at a specific external
domain. A firewall rule was created to allow traffic to and from the external domain, but the rule is blocking incoming
traffic. 

What should an administrator enable in the firewall policy to allow this traffic? 

A. TCP resequencing 

B. Smart DHCP 

C. Reverse DNS Lookup 

D. Smart WINS 

Correct Answer: C 

 

QUESTION 9

An administrator receives a browser certificate warning when accessing the Symantec Endpoint Protection 

Manager (SEPM) Web console. 

Where can the administrator obtain the certificate? 

A. SEPM console Licenses section 

B. Admin > Servers > Configure SecureID Authentication 

C. SEPM console Admin Tasks 

D. SEPM Web Access 

Correct Answer: D 

 

QUESTION 10

Administrators at a company share a single terminal for configuring Symantec Endpoint Protection. The administrators
want to ensure that each administrator using the console is forced to authenticate using their individual credentials.
They are concerned that administrators may forget to log off the terminal, which would easily allow others to gain access
to the Symantec Endpoint Protection Manager (SEPM) console. 

Which setting should the administrator disable to minimize the risk of non-authorized users logging into the SEPM
console? 



A. allow users to save credentials when logging on 

B. delete clients that have not connected for specified time 

C. lock account after the specified number of unsuccessful logon attempts 

D. allow administrators to reset the passwords 

Correct Answer: A 

 

QUESTION 11

What are two supported Symantec Endpoint Protection Manager authentication types? (Select two.) 

A. Microsoft Active Directory 

B. MS-CHAP 

C. RSA SecurID 

D. Biometrics 

E. Network Access Control 

Correct Answer: AC 

 

QUESTION 12

A Symantec Endpoint Protection (SEP) client uses a management server list with three management 

servers in the priority 1 list. 

Which mechanism does the SEP client use to select an alternate management server if the currently 

selected management server is unavailable? 

A. The client chooses another server in the list randomly. 

B. The client chooses a server based on the lowest server load. 

C. The client chooses a server with the next highest IP address. 

D. The client chooses the next server alphabetically by server name. 

Correct Answer: A 
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