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QUESTION 1

Which magic byte indicates that an analyzed file is a pdf file? 

A. cGRmZmlsZQ 

B. 706466666 

C. 255044462d 

D. 0a0ah4cg 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. What is the IOC threat and URL in this STIX JSON snippet? 

A. malware; `http://x4z9arb.cn/4712/\\' 

B. malware; x4z9arb backdoor 

C. x4z9arb backdoor; http://x4z9arb.cn/4712/ 

D. malware; malware--162d917e-766f-4611-b5d6-652791454fca 

E. stix; `http://x4z9arb.cn/4712/\\' 

Correct Answer: D 

 

QUESTION 3

A security team is discussing lessons learned and suggesting process changes after a security breach incident. During



the incident, members of the security team failed to report the abnormal system activity due to a high project workload.
Additionally, when the incident was identified, the response took six hours due to management being unavailable to
provide the approvals needed. Which two steps will prevent these issues from occurring in the future? (Choose two.) 

A. Introduce a priority rating for incident response workloads. 

B. Provide phishing awareness training for the fill security team. 

C. Conduct a risk audit of the incident response workflow. 

D. Create an executive team delegation plan. 

E. Automate security alert timeframes with escalation triggers. 

Correct Answer: AE 

 

QUESTION 4

An attacker embedded a macro within a word processing file opened by a user in an organization\\'s legal department.
The attacker used this technique to gain access to confidential financial data. Which two recommendations should a
security expert make to mitigate this type of attack? (Choose two.) 

A. controlled folder access 

B. removable device restrictions 

C. signed macro requirements 

D. firewall rules creation 

E. network access control 

Correct Answer: AC 

 

QUESTION 5

A threat actor attempts to avoid detection by turning data into a code that shifts numbers to the right four times. Which
anti-forensics technique is being used? 

A. encryption 

B. tunneling 

C. obfuscation 

D. poisoning 

Correct Answer: C 

Reference: https://www.vadesecure.com/en/malware-analysis-understanding-code-obfuscation-
techniques/#:~:text=Obfuscation%20of%20character%20strings%20is,data%20when%20the%20code%20executes. 

 



QUESTION 6

What is a concern for gathering forensics evidence in public cloud environments? 

A. High Cost: Cloud service providers typically charge high fees for allowing cloud forensics. 

B. Configuration: Implementing security zones and proper network segmentation. 

C. Timeliness: Gathering forensics evidence from cloud service providers typically requires substantial time. 

D. Multitenancy: Evidence gathering must avoid exposure of data from other tenants. 

Correct Answer: D 

Reference: https://www.researchgate.net/publication/307871954_About_Cloud_Forensics_Challenges_and_Solutions 

 

QUESTION 7

Refer to the exhibit. What do these artifacts indicate? 

A. An executable file is requesting an application download. 

B. A malicious file is redirecting users to different domains. 

C. The MD5 of a file is identified as a virus and is being blocked. 

D. A forged DNS request is forwarding users to malicious websites. 

Correct Answer: A 



 

QUESTION 8

Refer to the exhibit. An HR department submitted a ticket to the IT helpdesk indicating slow performance on an internal
share server. The helpdesk engineer checked the server with a real-time monitoring tool and did not notice anything
suspicious. After checking the event logs, the engineer noticed an event that occurred 48 hour prior. Which two
indicators of compromise should be determined from this information? (Choose two.) 

A. unauthorized system modification 

B. privilege escalation 

C. denial of service attack 

D. compromised root access 

E. malware outbreak 

Correct Answer: AD 

 

QUESTION 9

An engineer is analyzing a ticket for an unexpected server shutdown and discovers that the web-server ran out of
useable memory and crashed. 

Which data is needed for further investigation? 

A. /var/log/access.log 



B. /var/log/messages.log 

C. /var/log/httpd/messages.log 

D. /var/log/httpd/access.log 

Correct Answer: B 

 

QUESTION 10

A security team receives reports of multiple files causing suspicious activity on users\\' workstations. The file attempted
to access highly confidential information in a centralized file server. Which two actions should be taken by a security
analyst to evaluate the file in a sandbox? (Choose two.) 

A. Inspect registry entries 

B. Inspect processes. 

C. Inspect file hash. 

D. Inspect file type. 

E. Inspect PE header. 

Correct Answer: BC 

Reference: https://medium.com/@Flying_glasses/top-5-ways-to-detect-malicious-file-manually-d02744f7c43a 

 

QUESTION 11

Refer to the exhibit. Which determination should be made by a security analyst? 



A. An email was sent with an attachment named "Grades.doc.exe". 

B. An email was sent with an attachment named "Grades.doc". 

C. An email was sent with an attachment named "Final Report.doc". 

D. An email was sent with an attachment named "Final Report.doc.exe". 

Correct Answer: D 

 

QUESTION 12



Refer to the exhibit. According to the Wireshark output, what are two indicators of compromise for detecting an Emotet
malware download? (Choose two.) 

A. Domain name:iraniansk.com 

B. Server: nginx 



C. Hash value: 5f31ab113af08=1597090577 

D. filename= "Fy.exe" 

E. Content-Type: application/octet-stream 

Correct Answer: CE 
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