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QUESTION 1

An email containing a URL passes through the Cisco ESA that has content filtering disabled for all mail policies. The
sender is sampleuser@test1.com, the recipients are testuser1@test2.com, testuser2@test2.com, testuser3@test2.com,
and mailer1@test2.com. The subject of the email is Test Document395898847. An administrator wants to add a policy
to ensure that the Cisco ESA evaluates the web reputation score before permitting this email. 

Which two criteria must be used by the administrator to achieve this? (Choose two.) 

A. Subject contains “TestDocument” 

B. Sender matches test1.com 

C. Email body contains a URL 

D. Date and time of email 

E. 

Correct Answer: AC 

 

 

QUESTION 2

Which two certificate authority lists are available in Cisco ESA? (Choose two.) 

A. default 

B. system 

C. user 

D. custom 

E. demo 

Correct Answer: BD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_11_1_chapter_011000.html#task_1194859 

 

QUESTION 3

Which two steps configure Forged Email Detection? (Choose two.) 

A. Configure a content dictionary with executive email addresses. 

B. Configure a filter to use the Forged Email Detection rule and dictionary. 

C. Configure a filter to check the Header From value against the Forged Email Detection dictionary. 



D. Enable Forged Email Detection on the Security Services page. 

E. Configure a content dictionary with friendly names. 

Correct Answer: AB 

Reference: https://explore.cisco.com/esa-feature-enablement/user-guide-for-async-11 

 

QUESTION 4

An organization wants to use DMARC to improve its brand reputation by leveraging DNS records. Which two email
authentication mechanisms are utilized during this process? (Choose two.) 

A. SPF 

B. DSTP 

C. DKIM 

D. TLS 

E. PKI 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/products/security/what-is-dmarc.html 

 

QUESTION 5

DRAG DROP 

An Encryption Profile has been set up on the Cisco ESA. 

Drag and drop the steps from the left for creating an outgoing content filter to encrypt emails that contains the subject
"Secure:" into the correct order on the right. 

Select and Place: 

Correct Answer: 



Reference: https://community.cisco.com/t5/email-security/keyword-in-subject-line-to-encrypt-message/td-p/2441383 

 

QUESTION 6

What is a benefit of implementing URL filtering on the Cisco ESA? 

A. removes threats from malicious URLs 

B. blacklists spam 

C. provides URL reputation protection 

D. enhances reputation against malicious URLs 

Correct Answer: C 

Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118775-technote-esa-00.html 

 

QUESTION 7

Which action must be taken before a custom quarantine that is being used can be deleted? 

A. Delete the quarantine that is assigned to a filter. 

B. Delete the quarantine that is not assigned to a filter. 

C. Delete only the unused quarantine. 

D. Remove the quarantine from the message action of a filter. 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_12_0_chapter_011111.html 

 

QUESTION 8

What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.) 



A. Enable outbreak filters. 

B. Enable email relay. 

C. Enable antispam scanning. 

D. Enable port bouncing. 

E. Enable antivirus scanning. 

Correct Answer: AC 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01111.html 

 

QUESTION 9

Which two components form the graymail management solution in Cisco ESA? (Choose two.) 

A. cloud-based unsubscribe service 

B. uniform unsubscription management interface for end users 

C. secure subscribe option for end users 

D. integrated graymail scanning engine 

E. improved mail efficacy 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_01101.pdf (p.2) 

 

QUESTION 10

Which two action types are performed by Cisco ESA message filters? (Choose two.) 

A. non-final actions 

B. filter actions 

C. discard actions 

D. final actions 

E. quarantine actions 

Correct Answer: AD 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA
_Admin_Guide_chapter_01000.html 



 

QUESTION 11

A company has deployed a new mandate that requires all emails sent externally from the Sales Department to be
scanned by DLP for PCI-DSS compliance. A new DLP policy has been created on the Cisco ESA and needs to be
assigned to a mail policy named ‘Sales’ that has yet to be created. 

Which mail policy should be created to accomplish this task? 

A. Outgoing Mail Policy 

B. Preliminary Mail Policy 

C. Incoming Mail Flow Policy 

D. Outgoing Mail Flow Policy 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/b_ESA
_Admin_Guide_chapter_010001.html#task_1409483 

 

QUESTION 12

An analyst creates a new content dictionary to use with Forged Email Detection. Which entry will be added into the
dictionary? 

A. mycompany.com 

B. Alpha Beta 

C. ^Alpha\ Beta$ 

D. Alpha.Beta@mycompany.com 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/products/collateral/security/email-security-
appliance/whitepaper_C11-737596.html 
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