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QUESTION 1
Refer to the exhibit.

Which command was used to display this output?
A. show dot1x all
B. show dot1x
C. show dot1x all summary
D. show dot1x interface gi1/0/12
Correct Answer: A
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/xe- 3se/3850/secuser-8021xxe-3se-3850-book/config-ieee-802x-pbA.html

QUESTION 2
What is provided by the Secure Hash Algorithm in a VPN?
A. integrity
B. key exchange
C. encryption
D. authentication

Correct Answer: A
Reference: https://www.ciscopress.com/articles/article.asp?p=24833andseqNum=4

QUESTION 3
What is the role of Cisco Umbrella Roaming when it is installed on an endpoint?
A. To protect the endpoint against malicious file transfers
B. To ensure that assets are secure from malicious links on and off the corporate network
C. To establish secure VPN connectivity to the corporate network
D. To enforce posture compliance and mandatory software
Correct Answer: B

Umbrella Roaming is a cloud-delivered security service for Cisco\\'s next-generation firewall. It protects your employees
even when they are off the VPN.

QUESTION 4
An organization is receiving SPAM emails from a known malicious domain. What must be configured in order to prevent
the session during the initial TCP communication?
A. Configure the Cisco ESA to drop the malicious emails
B. Configure policies to quarantine malicious emails
C. Configure policies to stop and reject communication
D. Configure the Cisco ESA to reset the TCP connection
Correct Answer: A

QUESTION 5
Which proxy mode must be used on Cisco WSA to redirect TCP traffic with WCCP?
A. transparent
B. redirection
C. forward
D. proxy gateway
Correct Answer: A

Reference:
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Aug2013/CVDWebSecurityUsin gCiscoWSADesignGuideAUG13.pdf

QUESTION 6
Which type of attack is social engineering?
A. trojan
B. phishing
C. malware
D. MITM
Correct Answer: B
Phishing is a form of social engineering. Phishing attacks use email or malicious web sites to solicit personal,often
financial, information. Attackers may send email seemingly from a reputable credit card company orfinancial institution
that requests account information, often suggesting that there is a problem.

QUESTION 7
An organization uses Cisco FMC to centrally manage multiple Cisco FTD devices. The default management port
conflicts with other communications on the network and must be changed. What must be done to ensure that all devices
can communicate together?
A. Manually change the management port on Cisco FMC and all managed Cisco FTD devices
B. Set the tunnel to go through the Cisco FTD
C. Change the management port on Cisco FMC so that it pushes the change to all managed Cisco FTD devices
D. Set the tunnel port to 8305
Correct Answer: A
: The FMC and managed devices communicate using a two-way, SSL-encrypted communication channel, which by
default is on port 8305.Cisco strongly recommends that you keep the default settings for the remote management port,
but if themanagement port conflicts with other communications on your network, you can choose a different port. If you
change the management port, you must change it for all devices in your deployment that need to communicate with
each other. Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/misc/fmc-ftd-mgmt-nw/fmc-ftdmgmtnw.html

QUESTION 8
What are two advantages of using Cisco Any connect over DMVPN? (Choose two)
A. It provides spoke-to-spoke communications without traversing the hub

B. It allows different routing protocols to work over the tunnel
C. It allows customization of access policies based on user identity
D. It allows multiple sites to connect to the data center
E. It enables VPN access for individual users from their machines
Correct Answer: CE

QUESTION 9
Which threat involves software being used to gain unauthorized access to a computer system?
A. virus
B. NTP amplification
C. ping of death
D. HTTP flood
Correct Answer: A

QUESTION 10
Refer to the exhibit. A network administrator configures command authorization for the admin5 user. What is the admin5
user able to do on HQ_Router after this configuration?

A. set the IP address of an interface
B. complete no configurations
C. complete all configurations
D. add subinterfaces
Correct Answer: B
The user "admin5" was configured with privilege level 5. In order to allow configuration (enter globalconfiguration mode),
we must type this command:(config)#privilege exec level 5 configure terminalWithout this command, this user cannot do
any configuration.Note: Cisco IOS supports privilege levels from 0 to 15, but the privilege levels which are used by
default are privilege level 1 (user EXEC) and level privilege 15 (privilege EXEC)

QUESTION 11
DRAG DROP
Drag and drop the cloud security assessment components from the left onto the definitions on the right.
Select and Place:

Correct Answer:

QUESTION 12
Which two mechanisms are used to control phishing attacks? (Choose two)
A. Enable browser alerts for fraudulent websites.
B. Define security group memberships.
C. Revoke expired CRL of the websites.

D. Use antispyware software.
E. Implement email filtering techniques.
Correct Answer: AE
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