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Question No : 1

In the C-160's factory default configuration, which interface has ssh enabled by default on
the 192.168.42.42 address?

A. Data 2
B. Data 1

C. None. SSH must be first enabled through the console.

D. Management

Answer: B

Question No : 2

Refer to the exhibit.

Message Body or Attachment
Message Body
Message Size

Attachment Content

Attachment File Info

Attachment Protection
Subject Header

Other Header
Envelope Sender
Envelope Recipient

Receiving Listener

Attachhment File Info Help

Does the message contain an attachment of a filetype
matching a specific filename or pattern based on its fingerprint
(similar to a UNIX file command)? Does the declared MIME type
of an attachment match, or does the IronPort Image Analysis
engine find a suspect or inappropriate image?

" Filename:

| Contains | l =
@ File type is:

[1s =] [executable il
T MIME type is:

f1s =]

Based on the Add Condition menu which of listed file attachments will be matched?

(Choose two.)

A. A.pdf attachment

B. A. msi attachment that has had its file extension changed to .pdf
C. A. pdf attachment that has had its file extension changed to .exe.

D. A. exe attachment.

Answer: B,D




Question No : 3

How can C-Series archived reports be retrieved?

A. They cannot be retrieved, since the reporting information is deleted and data is collected
for the next reporting period.

B. Archived reports are retrieved by going to ftp://mgmt.<C-Series host name>.com

C. Archived reports can be retrieved through the GUI by going to: Monitor > Archived
Reports

Answer: C

Question No : 4

Which of the following choices shows the GUI menu path for importing a content dictionary
to be used in an Incoming content filter?

A. Mail Policies > Dictionaries > Add Dictionary

B. System Administration > Configuration Directory > Import Dictionary

C. Mail Policies > Dictionaries > Import Dictionary

D. Mail Policies > Incoming Mail Policies > Dictionaries > Import Dictionary

Answer: C

Question No : 5

You have finished installing a C-160 that is designed to filter incoming and relay outgoing
mail for the mail server exchange.bravo.com. This is a one armed installation. For some
reason, outgoing mail cannot be delivered. According to the mail log, what is the most likely
problem?

Fri Sep 25 17:07:46€ 2009 Info: New SMTP ICID 3451 interface Data 1 (192.168.10.102) addre
ss 172.20.0.10 reverse dns host exchange.inside,com verified yes

Fri Sep 25 17:07:46 200% Info: ICID 3451 ACCEPT S8G SUSPECTLIST match sbrs[-3.0:-1.0] 3BRS
i

Fri Sep 25 17:07:46 Z00% Info: Start MID 11938 ICID 3451

Fri Sep 25 17:07:46 20092 Info: MID 11938 ICID 3451 From: <ProprietaryToOutside@Outside.CO

M>

Fri Sep 25 17:07:46 2009 Info: MID 11938 ICID 3451 To: <bradfoutside.com> Rejected by RAT

Fri Sep 25 17:07:46 2009 Info: ICID 3451 lost

Fri Sep 25 17:07:46 2009 Info: Message aborted MID 11938 Receiving aborted

Fri Sep £5 17:07:46 2009 Info:; Message finished MID 11938 aborted

Fri 8S8ep 25 17:07:46 2009 Info: ICID 3451 clo=e




A. exchange.bravo.com needs to be configured in the RAT

B. exchange.bravo.com needs to be configured on the RELAYLIST

C. An SMTP route needs to be configured for exchange.inside.com

D. The mail server needs to point to a private listener.

E. exchange.bravo.com needs to be removed from the SUSPECTLIST

Answer: B

Question No : 6

Which of the following filters can only be applied to outbound messages?

A. Anti-Virus
B. DLP

C. Outbreak

D. Anti-Spam

Answer: B

Question No : 7

Which of the following parameters are used by the Anti-Spam engine? (Choose three.)

A. The number of recipients in the RCPT TO list.

B. Analysis of image content using optical character recognition

C. The characteristics of the message (random dots, multiple colors)
D. The reputation of URLSs in the message

E. The sending mail domains reputation

Answer: C,D,E

Question No : 8

Which one of the following cannot be performed on the M-Series, when using it to support
a C-Series?




A. Centralized message tracking

B. Centralized spam quarantining

C. Centralized Configuration Management
D. Centralized Reporting

Answer: A

Question No : 9

You have established connectivity to a factory default C-160 through the CLI, What
command will allow you to change an interfaces speed and duplex?

A. ifconfig

B. interfaceconfig
C. etherconfig

D. mediaccnfig

Answer: C

Question No : 10

By default, the outgoing mail will be scanned by which one of the following?

A. Anti-Spam

B. Anti-Virus

C. Outbreak Filters
D. Reputation Filters

Answer: B

Question No : 11

Refer to the wizard screenshot.




Tivs interface is typically configured to accept mail.
1P Address: | h92.168.10.101
Metwork Mask: [255_255,355_0

Fully Qualified Hostnama: |r'r|air.a|pha.corr-

Fully qualified hostnare for this appliance

Accept Incoming Mail: = W Accept mail on this interface
Domain (2 Destination Add Row
Iexchangc.alpha.cum I:TZ.EU.U.}.D I

examnple: company .com f.e. dn Exchange or Notes server

Relay Outgoing Mail: ¥ Relay mail on this interface

System (2 Add Row
7220010732 i}

example: company.com

In the system setup wizard, when configuring the Data 1 interface to accept mail from the
internet, which of the following will be displayed in the SMTP banner?

A. Destination

B. Domain

C. Fully Qualified Hostname
D. IP address

Answer: C

Question No : 12

An organization has a single mail domain; exchange.bravo.com. Within this domain are
several departments finance, accounting etc. Alan and Brian are in finance. Alice and
Brenda are in accounting. You need to suggest a method for applying mail policies to
members of finance that are different than members of accounting. What is the best
solution?

A. On the C-Series, create individual mail policies for each department and enter their
mailbox addresses into their corresponding department policy.

B. Move the members of accounting onto a different mail server; notes.bravo.com. and
define its mail domain in the RAT and SMTP route table. Now Alice will have the mailbox
alice@notes.bravo.com. Next create a mail policy for accounting that matches on this new
domain and applies restrictions for accounting.

C. Define an employee's department membership in a group attribute of LDAP directory.
On the C-Series, create individual mail policies for each department that reference group
membership through an LDAP group query, and then apply that department's restrictions.
D. On the C-Series, create individual content filters for each department. Create a content
dictionary for each department that contains their mailbox addresses. Reference these




dictionaries to determine a match on that department member and then apply the
appropriate department restrictions in the action menu.

Answer: C

Question No : 13

When setting up a mail flow policy, two of the choices for connection behavior are
"ACCEPT" and "RELAY". Select the following choice that describes the difference between
these.

A. ACCEPT will check the "mail from" field against the HAT.
B. ACCEPT will check the "rcpt to" field against the HAT.
C. ACCEPT will check the "rcpt to" field against the RAT
D. ACCEPT will check the "mail from" field against the RAT.

Answer: C

Question No : 14

A large enterprise customer, whose domain name is csu.edu, needs to create a report on
incoming and outgoing mail from either internal domains math.csu.edu or hum.csu.edu.
How will you advise them?

A. Configure localized reporting and create scheduled domain reports.

B. Configure localized reporting and create scheduled outgoing senders: domains report.
C. Configure centralized reporting and create scheduled domain reports.

D. Configure localized reporting and create scheduled executive summary report.

Answer: C

Question No : 15

How does a customer report emails that are falsely classified as spam and quarantined by
the C-Series appliance? (Choose two.)

A. Send the spam as an attachment in RFC 822 format to spam@access.ironport.com




B. Send the spam as an attachment in RFC 822 format to ham@access.ironport.com
C. Use the Submission plugin to submit this email back to IronPort.
D. Open a case for this problem and attach the spam to an RFC 822 format..

Answer: B,D

Question No : 16

Which of the following CLI commands will configure the default route?

A. setgateway
B. setdefaultroute
C. ip route 0.0.0.0 0.0.0.0

Answer: A

Question No : 17

Which of the following RAT entries will accept mail for example.com and all of its sub-
domains? Select two.

A. example.com

B. .example.com

C. *©example.com
D. *©*.example.com

Answer: A,B

Question No : 18

One of the items on the Pre-Install Worksheet is "Create DNS records for default the
hostname". Which of the following sections in the work sheet contains this item?

A. Action Items

B. Contact Information

C. Current Email Topology
D. Functionality Desired




Answer: A

Question No : 19

In the IronPort C-Series, which of the following control the SMTP conversation? (Choose
two.)

A. Message Filters

B. Outbreak Filters

C. Anti-Virus

D. Content Filters

E. Host Access Table

F. Recipient Access Table
G. IronPort Anti-Spam

Answer: E,F

Question No : 20 DRAG DROP

Match the following report types with their definition.




Answer:

X pesetect |

X Deseiect

X, Deselact

a synopsis of message activity, and an overview
of quarantines and Cutbreak Filters status

Reports real-time information being collected for
all remote hosts connecting to your appliance.

Provides information abaut the domains your
company sends mail to

Reports the quantity and type of mail being sent
fram IF addresses and domains in your network

Displays a hist of the top recipient domains for
messages delivered within the last three hours.

Delvery Status

Outgoing Senders

Outgoing Destinations

Crheerview

Incoming Mail
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J select kbﬂd&d
/' select | X peseinct |
/- selact| | X Deseiect
- Select 7\ Deseiect
o Select 7S Deselect

A SYynopsis

of quara TVErview

an ovardew
re status

Reports real Incoming Mail
all remote |

zollected for
r appliance.

Provides it : i
Qutgoing Destinations

naing your

Raports th

il being sent
four network

Displays a

Delnvery Status
missafes o

ornains for
hree hours.

Delvery Status

COutgoing Senders

Cutgoing Destinations

Chverview

Incoming Mail

Question No : 21 CORRECT TEXT

You are configuring an accept query on the C-Series appliance using Open LDAP. Create

an accept query string based on the record that is highlighted in the directory.

Fle Edt  ¥ew Hstory Bookmaks Took  Helo

G-+ €000 whe

|'\>JE_@* Googe [

Accept Query

L Cutside.com || Squrrelai - Exchange || SouirrelMail - Nates | ] SouirrelMal - Outsde

O [T - - -

a,Bll=use;

a3 S

| W (objectiiassm®)

rx,Dl=alphacom DT =wsa

% D@ P e infE e

Systary
Query Definition and Atiributes* - 2 - Eluw [eue =]
2 vl A S ess | =lprinatyGroeplD 513
Edi ety :*‘5"“"‘ [l abgmctsid 0L 05 00 00 00 00 00 05 15 00 00 00 22 €3 EE 3F
“These iterms will he undsted when the Lipdate button belbw iz cicked. ‘(‘:::;” o Eammtmrss IZZIITIHEATTER0?
15 =lingenCount i
T : g“"_':g :t“h: [Elsttomuntbane  alan
Test Parameters o] + B [ElsaMiccountType  BIGIGIEE
Envelope Redpient Addrass: : — " ; By [FlussrProopeliame  alar@wsatrain
in =] abjectategony H=Person (N=Schema, CN=Configuration, DO =wss, D=t
ddigss <o P =lmai aslar@esrchange. dpba.com
) il chivie Jmputers L=l malrouingaddess  alan@eschange, dpha, can

Ifka.com L=lmal

Connaction Status

hmwain Controlers | @ cresteTineStane  20081017232833.02

Locanddress  alan.Apha@iaipha CoM

— goon.  QjRecinee ampaems 8
- I L I L2
JessF1

Answer: (mail={a})
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Answer:

Fle Edt Yew Hstory Bookmarks Teok  Helo
&% -€ 0RO o T EE) B
LI Cutsle.com | Squrrelai - Exchange || SquimelMal - Nates || SouirrelMal - Outsde:
2 O
1)1 =
AESHb " W (objecktissn®) -
Systary
Query Definition and Attributes* - | =1 | Home: |iae |
Glasry st e o l—-— 85 % L=l primaryEroupto 513
Edi e, il ipha.cam [zl ompectsd 0L 05 00 00 00 00 00 05 15 00 00 00 22 C3 EE 3F
“These iterms will he undsted when the Lipdate button belbw iz cicked. "m’:';” o Elanmmtmres DE2ITAHESHITII0T
: P =lleguaCount o
T i 3_:3 :tt“; [Elsttomuntbane  alan
Test Parameters ¢ i ElsaMbocountType  BIEH6IE
Envilope Racipient Addrss: . t=users [FluserPraopsiiame  alsn@vwsa trsin
in =l abjectategony N=Person, h=Schema, CN=Canfiguration DC=wsa,DC=L
Eive wier Addiess - - v ik [=lmai Alsreschangs dpha cm
' il i Jmputers [=lmai ddvess  alanexchange.dpha,cam
Bl Tk S HEa.com [=lmallocainddiess  AlanAiphamaiha oM
rvoin Controlees | fcresteTinestane 2008017232333 02 B
; - gucn. e o
Connaction Status -l E o 4 i ¥
4| ¥ fewmFi 1@ dorfschemabaded (@

Question No : 22

When a Bypass Receiving Control is enabled for a RAT entry, which function is bypassed?

A. LDAP Accept Query

B. Mail Plow Policies: Max. Recipients Per Hour Code
C. Reputation Filtering

D. Reverse DNS Lookup

Answer: B

Question No : 23

When configuring CRES, where do you enable read receipts?

A. In the content filter condition menu
B. In the encryption profile

C. In the mail policy

D. In the content filter action menu

Answer: B

Question No : 24 CORRECT TEXT
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You are performing a test of the IronPort Anti-Spam. In order to trigger the anti-spam
engine for positive spam, what string must follow the x-advertisement? Enter your answer
in lowercase.

Answer: spam

Question No : 25

Using default settings, what describes the difference between rating suspect and positive
spam?

A. Suspect spam is matched into the SUSPECTUST, where as Positive spam matches on
the BLACKLIST.

B. Suspect spam is scored between 50 and 74 and positive is 75 or greater.

C. Suspect spam has a reputation score between -1 and -3 and positive is between -3 and
-10.

D. Suspect spam is scored between 50 and 89 and positive is 90 or greater.

Answer: D

Question No : 26

Refer to the exhibit. You need to configure an LDAP profile based on the directory. What
Base DN will provide an efficient search on all of the users in the alpha.com domain?

B pu=users,0U=alpha.com,DC =wsa,DC=train

File Edt Yew Tools Help

e = -F 10 0B XDE ME- % -EE W

S [fY £ uwhk W (objectClass=*) A
< Browser rookt ] [ Name I\@ue ot
=, Alpha Ccn adam alpha
= QU=alpha.com 5 e alan alpha
= “J OU=ussrs (dcn alice alpha
i-L] CN=adam alpha [ElabisctClass top
— CN=aI§n slgha (=] objectClass organizationalUnit
#-_] Ch=dlice alpha ;

=lou users
(= distinguishedName  Ol=users,OU=alpha.com,DC=wsa,DC=train

=-{_] OU=bravo.com
(-] OU=users WS
7 CN=Builtin L=linstanceType 4

o

| G5l ou=charliescom +| | Elwhencreated 20081017230406.0Z ”
4 w0 | )
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A. DC=wsa,DC=train

B. DC=train

C. OU= users, OU=alpha.com,DC=w$a,DC=train

D. OU=alpha. com,DC=wsa,DC=train

E. CN=alanalpha,OU=uscrs,OU=alpha.com,DC=wsa,DC=train

Answer: C

Question No : 27

Refer to the exhibit.

Mon Sep 21 17:47:00 2008 Info: New SMTP ICID 3427 interface Data 1 (192.168.10.102) address 192.168.10.200 reverse dns
host mail.outside.com verified yes

Hon Sep 21 17:47:00 2005 Info: ICID 3427 REJECT 3G BLACKLIST match sbrs[-10.0:-3.0] SBRS -7.7

Hon Sep 21 17:47:00 2005 Info: ICID 3427 close

You have finished an installation, but the customer cannot receive mail from a business
partner. Based on the mail log, how should you explain this to the customer? How can you
allow this mail to be accepted into the customer's domain?

A. Have their business partner contact IronPort support to adjust their reputation score.

B. The business partner's MTA has been blocked based on their reputation. Adjust the
settings on the blacklist from -10 to - 3.0 to -10 to -7.7. The suspectlist will scan this domain
for spam

C. Allow mail delivered from this site by changing the RAT settings from moderate to
conservative.

D. The business partner's MTA has been blocked based on their reputation. Suggest
whitelisting their partner's domain, but caution them about anti-spam being disabled.

Answer: D

Question No : 28

Which one of the following choices describe the difference between private and public
listeners?

A. The connection behavior for a public listener will always be to relay the messages. A
private listener will always have an accept connection behavior, which mean that it will
check the RCPT TO field of the message against the listener's RAT before delivering the
message.

14



B. The public listener receives connections from many hosts and directs messages to a
limited number of recipients defined in the RAT. A private listener receives connections
from a limited number of hosts, defined in its HAT, and directs them to many recipients. A
public listener can function as a private by configuring a relay list.

C. A public listener will accept and forward all of its incoming mail based on the reputation
scores of public IP addresses. A private listener uses only private IP addresses defined in
its relay list to accept and deliver outgoing mail.

D. Public and private listeners are configured on the Data 1 and Data 2 interfaces
respectively. A private listener accepts and forwards outgoing mail, and public listener
accepts and forwards incoming mail. Their roles cannot be interchanged.

Answer: B

Question No : 29

Refer to the exhibit.

Fri Sep 25 19:18:19 2009 Info: New SMTP ICID 3452 interface Data 1 (192.168.10.102) address 192.168.10.200 reverse dns
host mail.outside.com verified yes

Fri Sep 25 19:18:19 2009 Info:
Fri Sep 25 19:18:19 2008 Info:
Fri Sep 25 19:18:19 2009 Info:
Fri Sep 25 19:168:19 2009 Info:
Fri Sep 25 19:18:19 2009 Info:
Fti Sep 25 19:18:19 2009 Info:
Fri Sep 25 19:18:19 2009 Info:
Fti Sep 25 19:18:19 2009 Info:
Fri Sep 25 19:18:20 2009 Info:
Fri Sep 25 19:18:20 2009 Info:
Fri Sep 25 19:18:45 2009 Info:
Fti Sep 25 19:18:45 2009 Info:
Fri Sep 25 19:18:45 2009 Info:
Fri Sep 25 19:18:45 2009 Info:

ICID 3452 ACCEPT SG SUSPECTLIST match sbrs[-3.0:-1.0) SBRS -2.7

Start MID 11933 |CID 3452

MID 11939 ICID 3452 From: <brad@outside com>

MID 11938 ICID 3452 RID 0 To: <brian@exchange bravo. com>

MID 11939 Subject 'HAT Test’

MID 11939 ready 367 bytes from <bradi@outside. com>

ICID 3452 close

MID 11939 matched all recipients for per-recipient policy DEFAULTIR the inbound table
MID 11939 interim verdict using engine: CASE spam negative

MID 11939 using engine: CASE spam negative

MID 11939 interim AV verdict using Sophos CLEAN

MID 11939 antiwirus negative

WD 11939 queued for delivery

MNew SMTP DCID 2824 interface 192,168.10.102 address 192.168.10.102 port 25

Fri Sep 25 19:18:45 2009 Info: New SMTP ICID 3453 interface Data 1 (192.168.10.102) address 192.168.10.102 reverse dns
host smtp.hravo.com verified yes

Fri Sep 25 19:18:45 2003 Info
Fri Sep 25 19:18:45 2009 Info
Fri Sep 25 19:18:45 2009 Info

Fri Sep 25 19:18:58 2009 Info
Fri Sep 25 19:18:58 2009 Infa

. ICID 3453 ACCEPT 5G SUSPECTLIST match sbrs[-3.0:-1.0] 3BRS -2.7
. Delivery start DCID 2824 MID 11939 to RID [0]
: Start MID 11940 ICID 3453

- MID 11940 queued for delivery
. New SMTP DCID 2825 interface 192.168.10.102 address 192.168.10.102 port 25

Fri Sep 25 19:18:58 2009 Info: New SMTP ICID 3454 interface Data 1 (192.168.10.102) address 192.168.10.102 reverse dns
host smitp.bravo.com verified yes

After an installation, some configuration mistakes were performed that prevented email
delivery. According to the mail log, what is the most likely problem?

A. exchange.bravo.com needs to be configured in the RAT

B. An SMTP route needs to be fixed for exchange.inside.com exchange.bravo.com needs
to be removed from the SUSPECTUST.

C. exchange.bravo.com needs to be configured on the RELAVUST.

D. No configuration problem. Just too many messages received by the mail server
exchange.bravo.com thus causing them to be queued.
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Answer: C

Question No : 30 CORRECT TEXT

You are configuring a group query on the C-Series appliance using Open LDAP. The two
pictures of the directory have the names of the attributes highlighted that need to be
searched on in this group query. Create the query string for this group query

Tast Query

B cwv=brian bravo,0U =users,00U=hea

| Fie EdR Wiew Took Help
fe-m-E 1A 2RR xBE Mo e EFEe

PSS o W (chipaChc=*)

sa,0C =train

-

Group Query ferm @l g s BB xDE R W -EEwe
P 2wl | T (objechCaset) 2
Query Definition and Attributes*
- [ vaue
Queery String: [ T T 513
*Thess iterns will be updated when the Update button below is clicked, et a oipectSid 01 05 00 00 00 00 00 05 1
-] OL=alphacom ElocrountEupres  922307A0366S4775807
T T 0] Qu=brava.com ElhganCount 0
Test Parameters y L2 —JEJ"':&"'; i [=lsamiccountiame  brian
: I | rava o
Email Address: 63 h-brands biavo ElsAMAccountType  BOS306368
| | £3 Chmbeian brava =] usaiPrincipalName  briand@wsa brain
Sroup Mame: | I | &1 (5] cv=bul chisctCategery Ch=Person, Th=S5chems, Th=C)
ST e ail b hanoe beavo,
_Run Test | LR s f‘l_'.llﬂm rianiexchanoe. beavo, com

= |

m

L M=Buitin

3]

F 17 DU=chardie.com Ill
el | ¥

EluseraccourkContid 66048
4

|

<t Browser rook Al Mama [ vk _‘]
B, Aphs =l whenCreated 20061021221441.02
B :1 bravo_profile [=lwhenchanged 20090523001559,02
i I':'I QU=abha.com L=l dsplayhame brian bravo
7 & Qu=bravo.com (=] usncreated =5
L [=] ] imusers =
i 5 [ Chebrad bravo F::wwwb:arofd :_;J:»an,m wsa,DC=tran
il | Ch=brenda bravo £ SChan
: B brian bravo

B2 D5 B8 63 03 FC 05 4F B4 E6 CD 54 04 |

-
»

Answer: (&(memberOf={g})(mail={a}))

Tast Query
Group Query
% £F it | (obientiinse=) =
Query Definition and Attributes*
Query String: [ S BoRa = Tvee
i # @, Ahe SlpemanGroupd 513

*These iterns wil be updated when the Update button below is clicked, -:E Itfa\-u,pr:fls ohjectHd 01 05 00 00 00 00 Q0 0% 1
-8 SLimalgfi,com SloccountExpres 9223072036654775807

. : =0 2 o EllogonCount o

Test Parameters B :JLJL':&T;N - [ElsAMiccourtiame  brian

Ermail Addrass: “ Bl ebrands bisve ElsAMoccountType  BOS3DEIGE

3 Chi=brian brava usarFrincipsiame  brisndvess, brsin

Group Narme: a1 (5] C=bul ohjectCategory CH=Person, Chi=Schema, Th=C

o S, b/ II Elmal briargDesxchanoe. beavo, cam
[+ el

| OB B Mew Took Hel

P18 & e | W (cbpacks=")

fe-m-f 1A 2R xPE Mo w2

-

] x|

<t Browser rook a| | Mama | value _A]
Ef . sbhe E=lwhenCrested 20081021221441 .0
= ﬂ' bravo_profile =l whenthanged 20090523001559,02
Bt D= aehe o) (=] dsplayName i B J
- I Hj Out" e [Elusncreated 5556
[ &6 CL:::adhravo L=l membarof Chi=finance, DC=wsa, DC=tran
i {2 ch=brenda brava l_jluif-.lcl'arqad 5162
u & m Elname brian bravo
i =] u=Buidtin oljectGLID B2 D5 B8 63 03 FC 05 4F B4 E6 CD 5A 04 |
Fl . & 71 ou=chadie.com l:l [EluseraccourkContrel 66098 #
tlad [+ Ja] | v
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Question No : 31

How do you check the time remaining on feature keys?

A. Click on System Admin > Feature Keys

B. Click on System Admin > Feature Key Settings
C. Click on Mail Policies > Signing Keys

D. Click on Monitor > System Status

Answer: A

Question No : 32

Refer to the exhibit.

Monitor Mail Policies Security Services Network System Administration

_ Commit Changes » |

IronPort Email Encryption Settings

Success — A Cisco Registered Envelope Service profile "CRES_Encrypt” was added.

1. Commit this configuration change before continuing.
2. Return to provision the hosted service.

Email Encryption Global Settings

IronPort Email Encryption:  Enabled
Proxy Server (optional): Mot Configured

Edit Settings...

Email Encryption Profiles
Add Encryption Profile... |

Profile Key Service Provision Status Delete

CRES_Encrypt Cisco Registered Envelope Service Not Provisioned W

Can the next step be to configure the encrypt action in a content filter?

A. No. First you need to commit your changes, and click Provision.

B. Yes. CRES has been added, The next step is to configure the outgoing mail policy.
C. Yes. CRES has been added, The next step is to create the content filter.

D. No. First you need to click the provision button.

Answer: A
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Question No : 33

In the DLP Policy Manager, you have changed the "Action Applied to Messages:" from the

default setting to "drop" for those messages w at medium severity?

A. Deliver

B. Quarantine
C. Encrypt

D. Drop

Answer: A

Question No : 34

Refer to the exhibit.

: Fle Edt View Todls
ie-=-F 4/ +BBRB XHOHF WE-
: % £ wh K (obectClass=*)

Help

" Browser root
= ﬂ, bravo
& {_] OU=alpha.com
=] OU=bravo.com
=1 OU=users

CN=Builtin
OU=charlie.com
Ch=Computers
Ol=delta.com

F-#

bEDLEEEE

&

-5

Ol=echa.com
CN=engineering

[+

2

-

(] Ch=bradt
-] Ch=brend
42§ CN=brian

OlJ=Domain Contr

CN=finance -
| .

I Value

[ Type

L=l objectSid

F=] accountExpires

= logonCount

(=l sAMAccountName
F=] saMaccountType
=l userPrincipaliame
(=] chiectCategory

(=l mail
ElmailRoutingAddress
ElmailLocaladdress
|## createTimeStamp
A2 modifyTimeStamp
4% subschemaSubEntry

01 05 00 00 00 00 OO 05 15 00 00 OO0 22 C3 EE 3F

9223372036854775807
0

brian

B0S306365
brian@wsa.train

CN=Person,CN=Schema,CN=Canfiguration,DC=wsa,DC=t. .,

brian@exchange, bravo,com
brian@exchange, bravo,com
Erian,Bravo@Bravo,COM
20081021221441,02
20090523001959,02

CN=Aggregate, CN=5chema, CM=Configuration,DC=wsa,D...

binar, ..
text ...
text ...
bext ...
text ...
text ..,
texk ...
text ..,
text ...
text ...
Oper...
oper...
Oper...

Based on the LDAP directory, what attribute names contain the value

brian©exchange.bravo.com? (Choose two.)

. mail

moow>

Answer: B,D

. SAMAcccountName
. mailRcuting Address
. userPrincipalName

mailLocalAddress
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Question No : 35

In a "one armed installation" using a single listener, how would the system differentiate
between incoming and outgoing email?

A. Malil flow direction is determined by using the source IP address.

B. Mail flow direction is determined by the type of listener, public verses private.

C. Mail flow direction is determined by the "Recipient to" field in the SMTP envelope.
D. Mail flow direction is determined by the "Mail From" field in the SMTP envelope.

Answer: A

Question No : 36 CORRECT TEXT

You are performing a test of the IronPort Anti-Spam engine. In order to trigger the anti-
spam engine for suspect spam, what is the value of the x-advertisement header needs to
be added to the message? Enter the string in lowercase

Answer: spam

Question No : 37

One of the items on the Pre-Install Worksheet is "Base DN". Which of the following
sections in the work sheet contains this item?

A. Network Settings
B. Firewall Rules
C. Mail Information
D. Authentication

Answer: D

Question No : 38

A new C-160 has been delivered and needs to be configured. What subnet and C-Series
interface does your laptop need to be configured on?
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A. Data 2 192.168.10.0/24
B. Data 1 192.168.42.0/24
C. Data 2 192168.42.0/24
D. Data 1 192.168.10.0/24

Answer: B

Question No : 39

Your customer has several DLP policies enabled such that policy order effects the
operation. In which menu is the order of the DLP policies changed?

A. Mail Policies > DLP Policy Manager, edit policy order
B. Security Settings > RSA DLP > edit policy order

C. Mail Policies > Outgoing Mail Policies > DLP, edit order
D. Mail Policies > Mailflow policies, edit policy order

Answer: A

Question No : 40

At what point in the SMTP conversation can the SMTP client send message headers?

A. Between MAIL FROM and RCPT TO

B. Between RCPT TO and DATA

C. Between DATA and a period "." on a single line
D. Between HELO and MAIL FROM

Answer: C

Question No : 41 DRAG DROP

Match only the following default sender groups with their default senderbase reputation
scores.
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Answer:

P seeat| | Xpesekect

|/ select| | X peselect

| P setect | | X peselect

| P setect| | X pesetect|

Outgoing mail No default SBRS range specified

Incoming mail No default SBRS range specified

(10..-3)

(-3..1)

¢1..10)

Outgoing mail N ReLAYLIST

| Incoming mail N WHITELIST

BLACKLIST

SUSPECTLIST

UMKOWMLIST

UNKOWMNLIST

WHITELIST

BLACKLIST

RELAYLIST

SUSPECTLIST

5 range specified

|

S range specified

|

UNKOWMNLIST

WHITELIST

BLACKLIST

RELAYLIST

SUSPECTLIST

Question No : 42
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In the default settings, which of the following sender groups will match on a reputation
score of +27?

A. SUSPECTLIST
B. BLACKLIST
C. RELAYUST
D. UNKNOWNUST
E. WHITEUST

Answer: D

Question No : 43

Which of the following types of DNS records deals with mail delivery for a specific domain?

A. TXT
B. MX

C. PTR
D.A

Answer: B

Question No : 44

By default, how do Outbreak filters avoid quarantining false positives?

A. All false positives must be quarantined until a Virus signature is received so that they
can be checked.

B. False positives are released as updates provide a better description of suspected
attachment.

C. Positive matches are not quarantined. They are dropped.

D. False positives do not occur as the Anti-Virus engine will check the signature against the
incoming mail. Only positive matches against the signature are quarantined for checking
later on.

Answer: B

Question No : 45
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How does a customer report spam that gets through the C-Series appliance? (Choose

two.)

A. Send the spam as an attachment in RFC 822 format to spam@access.ironport.com
B. Use the Submission plugin to submit this email back to IronPort.

C. Open a case for this problem and attach the spam to an RFC 822 format..

D. Send the spam as an attachment in RFC 822 format to ham@access.ironport.com

Answer: A,B

Question No : 46 DRAG DROP

Order the following (applicable) steps so that McAfee is enabled as the second of two anti-
virus engines. Assume that this follows the system setup wizard.

# Select

- sekect
/- Select

# Select

X Desetect
X Deseiect
X Deselect
x Deselect

x Deselect

Answer:

Step 1

Step 2

Step 3

Step 4

Step 5

|
|
|
|
|

click submit and commit changes

Select Mail Policies > Incoming Mail Policies > Anti-Virus. And enable AV for McAfee

Accept the license agreement

In McAfee Anti-Virus Overview, click Enalbe

Click on Security Services > McAfee
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Click on Security Services > McAfee

In McAfee Anti-Virus Overview, click Enalbe
!

Accept the license agreement

I

click submit and commit changes

I
Select Mail Policies > Incoming Mail Policies > Anti-Virus. And enable AV for McAfee

;\Select x D&l-eb:t . |=licl= submit and commit changes ‘

Select Mail Policies > Incoming Mail Policies > Anti-Virus, And enable AV for McAfee

/:\Seled i XDaeb‘:t lAr_cept the license agreement ‘

In McAfee Anti-Virus Overview, click Enalbe

Click on Security Services > McAfee

Question No : 47 DRAG DROP

The following ate steps for registering a Recipient with CRES. Place them in the correct
order.

]

BT

| Step 3 \

| Step 4 ‘

= ]
| sekent X peseiect | CRES sends the recipient an activaton notice.
r P - The recipient enters their password into the envelope window to open the encrypted HTML file.
| select | | X Dosoloct |
E__I ' Select xnmhﬂ _I A notification message with an encrypted HTML is received by the recipient,
}j Select x Deselect | The recipient registers their password with CRES,
I pe) Select | | XM The recipient confirms and activates their account.

Answer:
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A notification message with an encrypted HTML is received by the recipient.
I |

The recipient registers their password with CRES,
I 1

CRES sends the recipient an activaton notice.

The recipient confirms and activates their account,

] 1
The recipient enters their password into the envelope window to open the encrypted HTML file.

F select | | XX Deselect | CRES sends the recipient an activaton notice. |

; The recipient enters their password into the envelope window to open the encrypted HTML file,
/- Select | | X Dessiect

Fuamet] | 9% Desainct A notification message with an encrypted HTML is received by the recipient.

The recipient registers their password with CRES, |

# Select XDGQBRD{

/- seect | | X Desetect |1h= recipient confirms and activates their account, |

Question No : 48

During system setup, how are scheduled reports handled?

A. By default scheduled reports are sent to the alert recipient specified in the system setup.
B. Scheduled reports are only configured after system setup.

C. The recipient for scheduled reports can be different than the alert recipient and
scheduled reports can be configured during system setup or afterwards.

Answer: B

Question No : 49

Which of the following security features ate enabled for outgoing mail by default?

A. Sophos Anti-Virus

B. Outbreak filters

C. MCAfee Anti-Virus
D. bounce verification
E. IronPort Anti-Spam

Answer: A

Question No : 50 DRAG DROP
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Match each of the following SMTP server response codes with its definition.

select P Dessiect.

Answer:

select | X Dessiect.

| P seect | | X pesetect

Command is not accepted.

Command is not accepted Temporary error
condition, action may be requested again

Command was accepted, requested action is
held pendmg receipt of further information.

Requested action was completed and a new
request may be initiated.

5KK

4XX

3KX

Command is not accepted.

Command is not accepted Temporary error
condition, action may be requesied again

Command was accepted, requested action is
held pendmg receipt of further information.

Requested action was completed and a new
request may be initiated,

5XX

4K

3XX
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