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QUESTION 1

What are two solutions for Cisco Cloud Security? (Choose Two)
A. intrusion prevention

B. advanced network security

C. cloud security

D. cloud-delivered security

E. cloud data security

Correct Answer: DE

QUESTION 2

What is a key feature of Duo?

A. Provides SSL VPN

B. Authenticates user identity for remote access
C. Automates policy creation for IT staff

D. Supports pxGrid

Correct Answer: B

QUESTION 3

Which two products are involved in granting safe access to apps? (Choose Two)
A. TrustSec

B. ISE

C. SD-Access

D. Duo

E. ACI

Correct Answer: BD

QUESTION 4

Where do you start to achieve true network visibility?



A. Fabric Level

B.IT

C.OoT

D. Branches

Correct Answer: A

QUESTION 5

Which feature of ISE has the capability to encounter a device new on the market and correctly profile it to onboard it
quickly and easily?

A. Context-aware access

B. Centralized policy management
C. Platform exchange grid

D. Device profiling

Correct Answer: D

QUESTION 6

Which two security areas are part of Cisco\\'s endpoint solutions? (Choose two)
A. Identity and Access Control

B. URL Filtering

C. Remote VPN

D. Cloud App Security

E. Malware Protection

Correct Answer: AE

QUESTION 7

Which two features are part of Cisco Web security? (Choose Two)
A. user authentication

B. device profling and onboarding

C. intrusion prevention



D. user identity tracking
E. URL fiteinganddynamic content analysis

Correct Answer: CE

QUESTION 8

Which two Cisco products help manage data access policy consistently? (Choose Two)
A. Cloudlock

B. pxGrid

C. Steathwatch

D. Duo

E. AMP for Endpoints

Correct Answer:. AB

QUESTION 9

What are three key benefits of Cisco NGFW? (Choose Three)
A. Reduces complexity

B. Reduces throughput

C. Increases traffic latency

D. identifies anomalous traffic

E. Prepares defenses

F. Detects and remediates threats faster

Correct Answer: AEF

QUESTION 10

What are two capabilities of Cisco\\'s NGFW Identity Based Policy Control feature? (Choose Two)
A. access to multiple data layers

B. threats stopped from getting in and spreading

C. access to Trojan downloader

D. security enforced at the DNS layer



E. see and share malware details

Correct Answer: BE

QUESTION 11

What are three security blind spots that must be addressed? (Choose Three)
A. Data

B. Applications

C.IT

D. Networks

E. Workloads

F. Email

Correct Answer:. ABE

QUESTION 12

What are two features of Advanced Malware Protection AMP? (Choose Two)
A. Automated Policy Management

B. File Retrospection and Trajectory

C. Dynamic Malware Analysis

D. Automatic Behavioral Authorization

E. Local Threat intelligence

Correct Answer: BC
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