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QUESTION 1

An example of professional unethical behavior is: 

A. Sharing copyrighted material with other members of a professional organization where all members have legitimate
access to the material 

B. Copying documents from an employer\\'s server which you assert that you have an intellectual property claim to
possess, but the company disputes 

C. Storing client lists and other sensitive corporate internal documents on a removable thumb drive 

D. Gaining access to an affiliated employee\\'s work email account as part of an officially sanctioned internal
investigation 

Correct Answer: B 

 

QUESTION 2

Which of the following are the MOST important factors for proactively determining system vulnerabilities? 

A. Subscribe to vendor mailing lists and distribute notifications of system requirements 

B. Configure firewall, perimeter router and Intrusion Prevention System (IPS) 

C. Conduct security testing, vulnerability scanning, and penetration testing 

D. Deploy Intrusion Detection System (IDS) and install anti-virus on systems 

Correct Answer: C 

 

QUESTION 3

Which of the following functions implements and oversees the use of controls to reduce risk when creating an
information security program? 

A. Risk Assessment 

B. Risk Management 

C. Incident Response 

D. Network Security administration 

Correct Answer: B 

 

QUESTION 4

You currently cannot provide for 24/7 coverage of your security monitoring and incident response duties and your



company is resistant to the idea of adding more full-time employees to the payroll. 

Which combination of solutions would help to provide the coverage needed without the addition of more dedicated
staff? 

A. Employ an assumption of breach protocol and defend only essential information resources. 

B. Deploy a SEIM solution and have current staff review incidents first in the morning 

C. Configure your syslog to send SMS messages to current staff when target events are triggered. 

D. Contract with a managed security provider and have current staff on recall for incident response 

Correct Answer: D 

 

QUESTION 5

Which of the following intellectual Property components is focused on maintaining brand recognition? 

A. Trademark 

B. Research Logs 

C. Copyright 

D. Patent 

Correct Answer: A 

 

QUESTION 6

From an information security perspective, information that no longer supports the main purpose of the business should
be: 

A. protected under the information classification policy 

B. analyzed under the data ownership policy 

C. assessed by a business impact analysis. 

D. analyzed under the retention policy. 

Correct Answer: D 

 

QUESTION 7

A Chief Information Security Officer received a list of high, medium, and low impact audit findings. Which of the following
represents the BEST course of action? 

A. If the findings do not impact regulatory compliance, remediate only the high and medium risk findings. 



B. If the findings do not impact regulatory compliance, review current security controls. 

C. If the findings impact regulatory compliance, try to apply remediation that will address the most findings for the least
cost. 

D. if the findings impact regulatory compliance, remediate the high findings as quickly as possible. 

Correct Answer: D 

 

QUESTION 8

You are the CISO of a commercial social media organization. The leadership wants to rapidly create new methods of
sharing customer data through creative linkages with mobile devices. You have voiced concern about privacy
regulations but the velocity of the business is given priority. 

Which of the following BEST describes this organization? 

A. Risk conditional 

B. Risk minimal 

C. Risk tolerant 

D. Risk averse 

Correct Answer: C 

 

QUESTION 9

The process of identifying and classifying assets is typically included in the________________. 

A. Threat analysis process 

B. Business Impact Analysis 

C. Asset configuration management process 

D. Disaster Recovery plan 

Correct Answer: B 

 

QUESTION 10

When selecting a security solution with recurring maintenance costs after the first year, the CISO should: 

A. Defer selection until the market improves and cash flow is positive 

B. Implement the solution and ask for the increased operating cost budget when it is time 

C. Communicate future operating costs to the CIO/CFO and seek commitment from them to ensure the new solution\\'s
continued use 



D. Cut other essential programs to ensure the new solution\\'s continued use 

Correct Answer: C 

Reference: https://books.google.com/books?id=kiE_EAAAQBAJandpg=PT59andlpg=PT59anddq=Communicate
+future+operating+costs+to+the+CIO/CFO+and+seek+commitment+from+them+to+ensure+the+new
+solution%E2%80%99s +continued+useandsource=blandots=3MNR-uuPjRandsig=ACfU3U1ibTQwVjKcrliRd3DljpgY5X
lxwandhl=enandsa=Xandved=2ahUKEwiTjoDpuLv0AhU_SvEDHUvgCY4Q6AF6BAhAEAM#v=onepageand
q=Communicate%20future%20operating%20costs% 20to%20the%20CIO%2FCFO%20and%20seek%
20commitment%20from%20them%20to%20ensure%20the%20new%20solution%E2%80%99s%
20continued%20useandf=false 

 

QUESTION 11

The remediation of a specific audit finding is deemed too expensive and will not be implemented. Which of the following
is a TRUE statement? 

A. The audit findings is incorrect 

B. The asset is more expensive than the remediation 

C. The asset being protected is less valuable than the remediation costs 

D. The remediation costs are irrelevant; it must be implemented regardless of cost. 

Correct Answer: C 

 

QUESTION 12

Which of the following is MOST beneficial in determining an appropriate balance between uncontrolled innovation and
excessive caution in an organization? 

A. Collaborate security projects 

B. Review project charters 

C. Define the risk appetite 

D. Determine budget constraints 

Correct Answer: C 
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