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QUESTION 1
In order for an organization to have a successful cloud implementation, which of the following must be true?
A. The organization must perform and successfully complete a cloud readiness assessment.
B. The organization must have used virtualization technology in the past.
C. The organization must have an unlimited budget for allocation of cloud resources.
D. The organization must have an in-house IT department.
Correct Answer: A

QUESTION 2
A company Chief Information Officer (CIO) who wants to ensure rapid elasticity for the company\\'s cloud solution would
MOST likely choose which of the following types of cloud?
A. Public cloud
B. Private community cloud
C. Private cloud
D. Community cloud
Correct Answer: A
Reference: http://www.evolveip.net/cloud-elasticity-and-cloud-scalability-are-not-the-same-thing-2

QUESTION 3
Which of the following processes should be implemented to validate the application security of the cloud provider\\'s
SaaS application?
A. Periodic integrity testing
B. Periodic penetration testing
C. Review of operating system configuration
D. Application load testing
Correct Answer: B

QUESTION 4
A company has hired a third party vendor to provide email and spam/anti-malware filtering services. The type of cloud

service provided by the vendor is BEST described as which of the following?
A. SaaS
B. IaaS
C. CaaS
D. PaaS
Correct Answer: A

QUESTION 5
Which IT process is likely to take more effort with cloud computing?
A. Hardware maintenance
B. Installing operating system patches
C. Performance monitoring
D. Server maintenance
Correct Answer: C

QUESTION 6
Which of the following would represent a successful implementation of a cloud service strategy?
A. An organization has identified services, investments, partners, and delivery channels designed to meet
requirements.
B. An organization has identified patterns of business activities that use services and manage activities to influence
demand.
C. An organization has managed the investment portfolio for services available to users of the cloud services.
D. An organization has managed budgeting and accounting for cloud services needed for the organization.
Correct Answer: A

QUESTION 7
Which of the following is a limitation of owning servers?
A. Inability to deploy new services quickly
B. Inability to rapidly change to a different technology
C. Capital tied up in hardware that might become obsolete

D. Additional resources must be hired to maintain each server
Correct Answer: C

QUESTION 8
Since the implementation of a cloud infrastructure, a senior level network administrator\\'s job description has changed
from being responsible for maintaining the hardware of the network infrastructure to more of a management position,
ensuring the cloud vendor is providing the services specified in the contract with the company. Which of the following
has been impacted the MOST by the change in job responsibility?
A. Service Transition
B. Service Design
C. Service Operation
D. Service Strategy
Correct Answer: B

QUESTION 9
An external cloud service provider has been chosen by a financial company to deliver some capabilities that used to be
performed in-house. Which of the following would provide the BEST amount of coverage to the financial company
byway of continually asserting that there is an acceptable security posture being achieved by the service provider?
A. Define required security service levels, agree on security evaluation criteria, and perform regular compliance checks
based on the service levels and evaluation criteria.
B. Perform a penetration test every 6 to 12 months and mandate that any unacceptably high issues or risks are
mitigated.
C. Perform a risk assessment annually and mandate that any unacceptably high risks are mitigated.
D. Ensure that the service provider aligns to an industry standard, such as ISO 27000 series or another regulatory
compliance framework and request that they self-monitor annually.
Correct Answer: A

QUESTION 10
Which of the following BEST describes the properly of cloud computing that enables services to be readily on hand?
A. Integrity
B. Confidentiality
C. Availability
D. Scalability

Correct Answer: C

QUESTION 11
Which of the following does IT outsourcing and cloud computing typically have in common?
A. Pay as you go agreements
B. Short-term financial commitment
C. Tailor-made applications based on client needs
D. Vendor lock-in potential
Correct Answer: D

QUESTION 12
Which of the following is a difference between cloud computing and visualization when implementing IaaS?
A. All hardware is maintained on-site by current IT staff and managers
B. Both a cloud and a virtual solution will provide additional programmers for application development
C. Boxed, retail versions of office suite software must be used for consistent licensing
D. Cloud computing may use visualization, while visualization does not require cloud services
Correct Answer: D
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