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QUESTION 1
FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for assessing
the security of information systems. Which of the following FITSAF levels shows that the procedures and controls have
been implemented?
A. Level 2
B. Level 3
C. Level 5
D. Level 1
E. Level 4
Correct Answer: B
The following are the five levels of FITSAF based on SEI\\'s Capability Maturity Model (CMM):
Level 1: The first level reflects that an asset has documented a security policy. Level 2: The second level shows that the
asset has documented procedures and controls to implement the policy. Level 3: The third level indicates that these
procedures and controls have been implemented. Level 4: The fourth level shows that the procedures and controls are
tested and reviewed. Level 5: The fifth level is the final level and shows that the asset has procedures and controls fully
integrated into a comprehensive program.

QUESTION 2
John works as a security manager for SoftTech Inc. He is working with his team on the disaster recovery management
plan. One of his team members has a doubt related to the most cost effective DRP testing plan. According to you, which
of the following disaster recovery testing plans is the most cost-effective and efficient way to identify areas of overlap in
the plan before conducting more demanding training exercises?
A. Full-scale exercise
B. Walk-through drill
C. Structured walk-through test
D. Evacuation drill
Correct Answer: C
The structured walk-through test is also known as the table-top exercise. In structured walk-through test, the team
members walkthrough the plan to identify and correct weaknesses and how they will respond to the emergency
scenarios by stepping in the course of the plan. It is the most effective and competent way to identify the areas of
overlap in the plan before conducting more challenging training exercises. Answer: A is incorrect. In full-scale exercise,
the critical systems run at an alternate site. Answer: B is incorrect. The emergency management group and response
teams actually perform their emergency response functions by walking through the test, without actually initiating
recovery procedures. But it is not much cost effective. Answer: D is incorrect. It is a test performed when personnel
walks through the evacuation route to a designated area where procedures for accounting for the personnel are tested.

QUESTION 3
You work as a security engineer for BlueWell Inc. You want to use some techniques and procedures to verify the
effectiveness of security controls in Federal Information System. Which of the following NIST documents will guide
you?
A. NIST Special Publication 800-53
B. NIST Special Publication 800-59
C. NIST Special Publication 800-53A
D. NIST Special Publication 800-37
Correct Answer: C
NIST has developed a suite of documents for conducting Certification and Accreditation (CandA). These documents are
as follows: 1.NIST Special Publication 800-37: This document is a guide for the security certification and accreditation of
Federal Information Systems. 2.NIST Special Publication 800-53: This document provides a guideline for security
controls for Federal Information Systems. 3.NIST Special Publication 800-53A. This document consists of techniques
and procedures for verifying the effectiveness of security controls in Federal Information System. 4.NIST Special
Publication 800-59: This document provides a guideline for identifying an information system as a National Security
System. 5.NIST Special Publication 800
60: This document is a guide for mapping types of information and information systems to security objectives and risk
levels.

QUESTION 4
You have a storage media with some data and you make efforts to remove this data. After performing this, you analyze
that the data remains present on the media. Which of the following refers to the above mentioned condition?
A. Object reuse
B. Degaussing
C. Residual
D. Data remanence
Correct Answer: D
Data remanence refers to the data that remains even after the efforts have been made for removing or erasing the data.
This event occurs because of data being left intact by an insignificant file deletion operation, by storage media
reformatting, or through physical properties of the storage medium. Data remanence can make unintentional disclosure
of sensitive information possible. So, it is required that the storage media is released into an uncontrolled environment.
Answer: C and B are incorrect. These are the made-up disasters. Answer: A is incorrect. Object reuse refers to
reassigning some other object of a storage media that has one or more objects.

QUESTION 5

Which of the following elements of the BCP process emphasizes on creating the scope and the additional elements
required to define the parameters of the plan?
A. Business continuity plan development
B. Plan approval and implementation
C. Business impact analysis
D. Scope and plan initiation
Correct Answer: D
The scope and plan initiation process in BCP symbolizes the beginning of the BCP process. It emphasizes on creating
the scope and the additional elements required to define the parameters of the plan. The scope and plan initiation phase
embodies a check of the company\\'s operations and support services. The scope activities include creating a detailed
account of the work required, listing the resources to be used, and defining the management practices to be employed.
Answer: C is incorrect. The business impact assessment is a method used to facilitate business units to understand the
impact of a disruptive event. This phase includes the execution of a vulnerability assessment. This process makes out
the mission-critical areas and business processes that are important for the survival of business. It is similar to the risk
assessment process. The function of a business impact assessment process is to create a document, which is used to
help and understand what impact a disruptive event would have on the business. Answer: A is incorrect. The business
continuity plan development refers to the utilization of the information collected in the Business Impact Analysis (BIA) for
the creation of the recovery strategy plan to support the critical business functions. The information gathered from the
BIA is mapped out to make a strategy for creating a continuity plan. The business continuity plan development process
includes the areas of plan implementation, plan testing, and ongoing plan maintenance. This phase also consists of
defining and documenting the continuity strategy. Answer: B is incorrect. The plan approval and implementation process
involves creating enterprise-wide awareness of the plan, getting the final senior management signoff, and implementing
a maintenance procedure for updating the plan as required.

QUESTION 6
Frank is the project manager of the NHH Project. He is working with the project team to create a plan to document the
procedures to manage risks throughout the project. This document will define how risks will be identified and quantified.
It will also define how contingency plans will be implemented by the project team. What document is Frank and the NHH
Project team creating in this scenario?
A. Risk management plan
B. Project plan
C. Project management plan
D. Resource management plan
Correct Answer: A
The risk management plan, part of the comprehensive management plan, defines how risks will be identified, analyzed,
monitored and controlled, and even responded to. A Risk management plan is a document arranged by a project
manager to estimate the effectiveness, predict risks, and build response plans to mitigate them. It also consists of the
risk assessment matrix. Risks are built in with any project, and project managers evaluate risks repeatedly and build
plans to address them. The risk management plan consists of analysis of possible risks with both high and low impacts,
and the mitigation strategies to facilitate the project and avoid being derailed through which the common problems arise.
Risk management plans should be timely reviewed by the project team in order to avoid having the analysis become
stale and not reflective of actual potential project risks. Most critically, risk management plans include a risk strategy for

project execution. Answer: C is incorrect. The project management plan is a comprehensive plan that communicates the
intent of the project for all project management knowledge areas. Answer: B is incorrect. The project plan is not an
official PMBOK project management plan. Answer: D is incorrect. The resource management plan defines the
management of project resources, such as project team members, facilities, equipment, and contractors.

QUESTION 7
Which of the following are the principle duties performed by the BIOS during POST (power-on- self-test)? Each correct
answer represents a part of the solution. Choose all that apply.
A. It provides a user interface for system\\'s configuration.
B. It identifies, organizes, and selects boot devices.
C. It delegates control to other BIOS, if it is required.
D. It discovers size and verifies system memory.
E. It verifies the integrity of the BIOS code itself.
F. It interrupts the execution of all running programs.
Correct Answer: ABCDE
The principle duties performed by the BIOS during POST (power-on-self-test) are as follows: It verifies the integrity of
the BIOS code itself. It discovers size and verifies system memory. It discovers, initializes, and catalogs all system
hardware. It delegates control to other BIOS if it is required. It provides a user interface for system\\'s configuration. It
identifies, organizes, and selects boot devices. It executes the bootstrap program. Answer: F is incorrect. The BIOS
does not interrupt the execution of all running programs.

QUESTION 8
Joseph works as a Software Developer for WebTech Inc. He wants to protect the algorithms and the techniques of
programming that he uses in developing an application. Which of the following laws are used to protect a part of
software?
A. Code Security law
B. Patent laws
C. Trademark laws
D. Copyright laws
Correct Answer: B
Patent laws are used to protect the duplication of software. Software patents cover the algorithms and techniques that
are used in creating the software. It does not cover the entire program of the software. Patents give the author the right
to make and sell his product. The time of the patent of a product is limited though, i.e., the author of the product has the
right to use the patent for only a specific length of time. Answer: D is incorrect. Copyright laws protect original works or
creations of authorship including literary, dramatic, musical, artistic, and certain other intellectual works.

QUESTION 9
Which of the following methods is a means of ensuring that system changes are approved before being implemented,
only the proposed and approved changes are implemented, and the implementation is complete and accurate?
A. Configuration control
B. Documentation control
C. Configuration identification
D. Configuration auditing
Correct Answer: B
Documentation control is a method of ensuring that system changes should be agreed upon before being implemented,
only the proposed and approved changes are implemented, and the implementation is complete and accurate.
Documentation control is involved in the strict events for proposing, monitoring, and approving system changes and
their implementation. It helps the change process by supporting the person who synchronizes the analytical task,
approves system changes, reviews the implementation of changes, and oversees other tasks such as documenting the
controls. Answer: D is incorrect. Configuration auditing is the quality assurance element of configuration management. It
is occupied in the process of periodic checks to establish the consistency and completeness of accounting information
and to validate that all configuration management policies are being followed. Configuration audits are broken into
functional and physical configuration audits. They occur either at delivery or at the moment of effecting the change. A
functional configuration audit ensures that functional and performance attributes of a configuration item are achieved,
while a physical configuration audit ensures that a configuration item is installed in accordance with the requirements of
its detailed design documentation. Answer: A is incorrect. Configuration control is a procedure of the Configuration
management. Configuration control is a set of processes and approval stages required to change a configuration
item\\'s attributes and to re-baseline them. It supports the change of the functional and physical attributes of software at
various points in time, and performs systematic control of changes to the identified attributes. Answer: C is incorrect.
Configuration identification is the process of identifying the attributes that define every aspect of a configuration item. A
configuration item is a product (hardware and/or software) that has an end-user purpose. These attributes are recorded
in configuration documentation and baselined. Baselining an attribute forces formal configuration change control
processes to be effected in the event that these attributes are changed.

QUESTION 10
Which of the following are the responsibilities of the owner with regard to data in an information classification program?
Each correct answer represents a complete solution. Choose three.
A. Reviewing the classification assignments at regular time intervals and making changes as the business needs
change.
B. Running regular backups and routinely testing the validity of the backup data.
C. Delegating the responsibility of the data protection duties to a custodian.
D. Determining what level of classification the information requires.
Correct Answer: ACD
The following are the responsibilities of the owner with regard to data in an information classification program:
Determining what level of classification the information requires. Reviewing the classification assignments at regular
time intervals and making changes as the business needs change. Delegating the responsibility of the data protection
duties to a custodian. An information owner can be an executive or a manager of an organization. He will be responsible

for the asset of information that must be protected. Answer: B is incorrect. Running regular backups and routinely
testing the validity of the backup data is the responsibility of a custodian.

QUESTION 11
Which of the following are the basic characteristics of declarative security? Each correct answer represents a complete
solution. Choose all that apply.
A. It is a container-managed security.
B. It has a runtime environment.
C. All security constraints are stated in the configuration files.
D. The security policies are applied at the deployment time.
Correct Answer: ABC
The following are the basic characteristics of declarative security: In declarative security, programming is not required.
All security constraints are stated in the configuration files. It is a container-managed security. The application server
manages the enforcing process of security constraints. It has a runtime environment. The security policies for runtime
environment are represented by the deployment descriptor. It can support different environments, such as development,
testing, and production. Answer: D is incorrect. It is the characteristic of programmatic security.

QUESTION 12
Which of the following attacks causes software to fail and prevents the intended users from accessing software?
A. Enabling attack
B. Reconnaissance attack
C. Sabotage attack D. Disclosure attack
Correct Answer: C
A sabotage attack is an attack that causes software to fail. It also prevents the intended users from accessing software.
A sabotage attack is referred to as a denial of service (DoS) or compromise of availability. Answer: B is incorrect. The
reconnaissance attack enables an attacker to collect information about software and operating environment. Answer: D
is incorrect. The disclosure attack exposes the revealed data to an attacker. Answer: A is incorrect. The enabling attack
delivers an easy path for other attacks.
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