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QUESTION 1

Some security measures are optional. Other security measures must always be implemented. Which measure(s) must
always be implemented? 

A. Clear Desk Policy 

B. Physical security measures 

C. Logical access security measures 

D. Measures required by laws and regulations 

Correct Answer: D 

 

QUESTION 2

Your company has to ensure that it meets the requirements set down in personal data protection legislation. What is the
first thing you should do? 

A. Make the employees responsible for submitting their personal data. 

B. Translate the personal data protection legislation into a privacy policy that is geared to the company and the
contracts with the customers. 

C. Appoint a person responsible for supporting managers in adhering to the policy. 

D. Issue a ban on the provision of personal information. 

Correct Answer: B 

 

QUESTION 3

What is the relationship between data and information? 

A. Data is structured information. 

B. Information is the meaning and value assigned to a collection of data. 

Correct Answer: B 

 

QUESTION 4

You are the owner of the SpeeDelivery courier service. Last year you had a firewall installed. You now discover that no
maintenance has been performed since the installation. What is the biggest risk because of this? 

A. The risk that hackers can do as they wish on the network without detection 

B. The risk that fire may break out in the server room 



C. The risk of a virus outbreak 

D. The risk of undesired e-mails 

Correct Answer: A 

 

QUESTION 5

Some threats are caused directly by people, others have a natural cause. What is an example of an intentional human
threat? 

A. Lightning strike 

B. Arson 

C. Flood 

D. Loss of a USB stick 

Correct Answer: B 

 

QUESTION 6

You own a small company in a remote industrial areA. Lately, the alarm regularly goes off in the middle of the night. It
takes quite a bit of time to respond to it and it seems to be a false alarm every time. You decide to set up a hidden
camerA. What is such a measure called? 

A. Detective measure 

B. Preventive measure 

C. Repressive measure 

Correct Answer: A 

 

 

QUESTION 7

You are the owner of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. What is this risk
strategy called? 

A. Risk bearing 

B. Risk avoiding 

C. Risk neutral 

Correct Answer: C 



 

QUESTION 8

What is the best way to comply with legislation and regulations for personal data protection? 

A. Performing a threat analysis 

B. Maintaining an incident register 

C. Performing a vulnerability analysis 

D. Appointing the responsibility to someone 

Correct Answer: D 

 

QUESTION 9

What is the greatest risk for an organization if no information security policy has been defined? 

A. If everyone works with the same account, it is impossible to find out who worked on what. 

B. Information security activities are carried out by only a few people. 

C. Too many measures are implemented. 

D. It is not possible for an organization to implement information security in a consistent manner. 

Correct Answer: D 

 

QUESTION 10

We can acquire and supply information in various ways. The value of the information depends on whether it is reliable.
What are the reliability aspects of information? 

A. Availability, Information Value and Confidentiality 

B. Availability, Integrity and Confidentiality 

C. Availability, Integrity and Completeness 

D. Timeliness, Accuracy and Completeness 

Correct Answer: B 

 

QUESTION 11

You work in the IT department of a medium-sized company. Confidential information has got into the wrong hands
several times. This has hurt the image of the company. You have been asked to propose organizational security
measures for laptops at your company. What is the first step that you should take? 



A. Formulate a policy regarding mobile media (PDAs, laptops, smartphones, USB sticks) 

B. Appoint security personnel 

C. Encrypt the hard drives of laptops and USB sticks 

D. Set up an access control policy 

Correct Answer: A 

 

QUESTION 12

Which one of the threats listed below can occur as a result of the absence of a physical measure? 

A. A user can view the files belonging to another user. 

B. A server shuts off because of overheating. 

C. A confidential document is left in the printer. 

D. Hackers can freely enter the computer network. 

Correct Answer: B 
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