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QUESTION 1

A system administrator has noticed that users change their password many times to cycle back to the original password
when their passwords expire. Which of the following would BEST prevent this behavior? 

A. Assign users passwords based upon job role. 

B. Enforce a minimum password age policy. 

C. Prevent users from choosing their own passwords. 

D. Increase the password expiration time frame. 

Correct Answer: B 

 

A minimum password age policy defines the period that a password must be used for before it can be changed. 

Incorrect Answers: 

A: Assigning users passwords based upon job role is not a secure password solution. 

C: Preventing users from choosing their own passwords could make remembering passwords difficult. This could lead to
a user having to record a generated password somewhere that is not secure. 

D: This will cause a password to be retained for a longer period. 

References: 

https://technet.microsoft.com/en-us/library/cc779758(v=ws.10).aspx Stewart, James Michael, CompTIA Security+
Review Guide, Sybex, Indianapolis, 2014, pp 291- 293. 

 

QUESTION 2

Which of the following malware types may require user interaction, does not hide itself, and is commonly identified by
marketing pop-ups based on browsing habits? 

A. Botnet 

B. Rootkit 

C. Adware 

D. Virus 

Correct Answer: C 

Adware is free software that is supported by advertisements. Common adware programs are toolbars, games and
utilities. They are free to use, but require you to watch advertisements as long as the programs are open. Adware
typically requires an active Internet connection to run. 

Incorrect Answers: 



A: A botnet is a collection of Internet-connected programs communicating with other similar programs in order to
perform tasks. This can be as mundane as keeping control of an Internet Relay Chat (IRC) channel, or it could be used
to send 

spam email or participate in distributed denial-of-service attacks. A botnet does hide itself, but is not commonly identified
by marketing popups. Therefore, this answer is incorrect. 

B: A rootkit is a stealthy type of software, typically malicious, designed to hide the existence of certain processes or
programs from normal methods of detection and enable continued privileged access to a computer. A rootkit does hide
itself, 

but is not commonly identified by marketing popups. Therefore, this answer is incorrect. 

D: A computer virus is a program or piece of code that is loaded onto your computer without your knowledge and runs
against your wishes. Viruses can also replicate themselves. All computer viruses are man-made. A simple virus that
can 

make a copy of itself over and over again is relatively easy to produce. Even such a simple virus is dangerous because
it will quickly use all available memory and bring the system to a halt. An even more dangerous type of virus is one 

capable of transmitting itself across networks and bypassing security systems. A virus does hide itself, but is not
commonly identified by marketing popups. 

Therefore, this answer is incorrect. 

References: http://techterms.com/definition/adware http://en.wikipedia.org/wiki/Botnet
http://www.webopedia.com/TERM/V/virus.html 

 

QUESTION 3

Although a vulnerability scan report shows no vulnerabilities have been discovered, a subsequent penetration test
reveals vulnerabilities on the network. Which of the following has been reported by the vulnerability scan? 

A. Passive scan 

B. Active scan 

C. False positive 

D. False negative 

Correct Answer: D 

 

QUESTION 4

A database administrator receives a call on an outside telephone line from a person who states that they work for a well-
known database vendor. The caller states there have been problems applying the newly released vulnerability patch for 

their database system, and asks what version is being used so that they can assist. 

Which of the following is the BEST action for the administrator to take? 

A. Thank the caller, report the contact to the manager, and contact the vendor support line to verify any reported patch



issues. 

B. Obtain the vendor\\'s email and phone number and call them back after identifying the number of systems affected by
the patch. 

C. Give the caller the database version and patch level so that they can receive help applying the patch. 

D. Call the police to report the contact about the database systems, and then check system logs for attack attempts. 

Correct Answer: A 

Impersonation is where a person, computer, software application or service pretends to be someone or something it\\'s
not. Impersonation is commonly non- maliciously used in client/server applications. However, it can also be used as a
security threat. 

In this question, the person making the call may be impersonating someone who works for a well-known database
vendor. The actions described in this answer would mitigate the risk. By not divulging information about your database
system and contacting the vendor directly, you can be sure that you are talking to the right people. 

Incorrect Answers: 

B: Identifying the number of systems affected by the patch would involve divulging the version number to the caller
without being able to verify his identity. Therefore, this answer is incorrect. 

C: Giving the caller the database version and patch level so that they can receive help applying the patch would be
divulging potentially sensitive information to someone without being able to verify their identity. The version information
could then be used for malicious purposes later especially if that version of software has known vulnerabilities.
Therefore, this answer is incorrect. 

D: Calling the police to report the contact about the database systems, and then checking system logs for attack
attempts may be overkill. You don\\'t know that the caller is malicious. He may well be from the vendor company. You
just need a way to verify his identity. Therefore, this answer is incorrect. 

 

QUESTION 5

A security administrator wants to implement a solution which will allow some applications to run under the user\\'s home
directory and only have access to files stored within the same user\\'s folder, while other applications have access to
shared folders. Which of the following BEST addresses these requirements if the environment is concurrently shared by
multiple users? 

A. OS Virtualization 

B. Trusted OS 

C. Process sandboxing 

D. File permission 

Correct Answer: C 

 

QUESTION 6

A certificate used on an ecommerce web server is about to expire. Which of the following will occur if the certificate is



allowed to expire? 

A. The certificate will be added to the Certificate Revocation List (CRL). 

B. Clients will be notified that the certificate is invalid. 

C. The ecommerce site will not function until the certificate is renewed. 

D. The ecommerce site will no longer use encryption. 

Correct Answer: B 

A similar process to certificate revocation will occur when a certificate is allowed to expire. Notification will be sent out to
clients of the invalid certificate. The process of revoking a certificate begins when the CA is notified that a particular
certificate needs to be revoked. This must be done whenever the private key becomes known. The owner of a certificate
can request that it be revoked at any time, or the administrator can make the request. 

Incorrect Answers: 

A: Revocation occurs prior to expiration and not vice versa. 

C: Expired certificates are not the same as a site ceasing to function; it is access that is the issue. 

D: No longer using encryption would be impractical for an ecommerce webserver. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 285 

 

QUESTION 7

A system administrator is responding to a legal order to turn over all logs from all company servers. The system
administrator records the system time of all servers to ensure that: 

A. HDD hashes are accurate. 

B. the NTP server works properly. 

C. chain of custody is preserved. 

D. time offset can be calculated. 

Correct Answer: D 

It is quite common for workstation times to be off slightly from actual time, and that can happen with servers as well.
Since a forensic investigation is usually dependent on a step-by-step account of what has happened, being able to
follow events in the correct time sequence is critical. Because of this, it is imperative to record the time offset on each
affected machine during the investigation. One method of assisting with this is to add an entry to a log file and note the
time that this was done and the time associated with it on the system. 

Incorrect Answers: 

A: Recording the system time of all the servers is not hoe one checks whether hashes are accurate. 

B: Recording the system time of all the servers is not the way to check whether a server works properly. 



C: Chain of custody deals with how evidence is secured, where it is stored, and who has access to it. When you begin
to collect evidence, you must keep track of that evidence at all times and show who has it, who has seen it, and where it
has been. The evidence must always be within your custody, or you\\'re open to dispute about possible evidence
tampering. In this case the logs from all the company servers have to be turned over which means this is not a chain of
custody issue. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
453, 448 

 

QUESTION 8

Joe, the security administrator, has determined that one of his web servers is under attack. Which of the following can
help determine where the attack originated from? 

A. Capture system image 

B. Record time offset 

C. Screenshots 

D. Network sniffing 

Correct Answer: D 

Network sniffing is the process of capturing and analyzing the packets sent between systems on the network. A network
sniffer is also known as a Protocol Analyzer. A Protocol Analyzer is a hardware device or more commonly a software
program used to capture network data communications sent between devices on a network. Capturing and analyzing
the packets sent to the web server will help determine the source IP address of the system sending the packets. Well
known software protocol analyzers include Message Analyzer (formerly Network Monitor) from Microsoft and Wireshark
(formerly Ethereal). 

Incorrect Answers: 

A: Capturing an image of the system is the process of making an exact copy of the contents of the hard drive in the
system. This would not help in determining the source of an attack on the system. Therefore, this answer is incorrect. 

B: Recording the time offset of the system will determine the difference between the time on the system compared to
the actual current time. This would not help in determining the source of an attack on the system. Therefore, this answer
is incorrect. 

C: Taking screenshots of the system will not help in determining the source of an attack on the system. A screenshot is
a copy of what is displayed on the computer screen at the time of the screenshot. Therefore, this answer is incorrect. 

References: http://en.wikipedia.org/wiki/Wireshark 

 

QUESTION 9

A security administrator wants to deploy security controls to mitigate the threat of company employees\\' personal
information being captured online. Which of the following would BEST serve this purpose? 

A. Anti-spyware 



B. Antivirus 

C. Host-based firewall 

D. Web content filter 

Correct Answer: A 

Spyware monitors a user\\'s activity and uses network protocols to reports it to a third party without the user\\'s
knowledge. This is usually accomplished using a tracking cookie. 

Incorrect Answers: 

B: Antivirus software is used to protect systems against viruses, which are a form of malicious code designed to spread
from one system to another, consuming network resources. Computer viruses do not capture user information. 

C: A host-based firewall is installed on a client system and is used to protect the client system from the activities of the
user as well as from communication from the network or Internet. 

D: Web content filtering is a form of content inspection in which the content of a web page is inspected against a
blacklist of unwanted terms. This would not prevent user information being captured online. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
161-162, 300 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 19, 

 

QUESTION 10

The finance department works with a bank which has recently had a number of cyber attacks. The finance department is
concerned that the banking website certificates have been compromised. Which of the following can the finance
department check to see if any of the bank\\'s certificates are still valid? 

A. Bank\\'s CRL 

B. Bank\\'s private key 

C. Bank\\'s key escrow 

D. Bank\\'s recovery agent 

Correct Answer: A 

The finance department can check if any of the bank\\'s certificates are in the CRL or not. If a certificate is not in the
CRL then it is still valid. The CRL (Certificate revocation list) is exactly what its name implies: a list of subscribers paired
with digital certificate status. The list enumerates revoked certificates along with the reason(s) for revocation. The dates
of certificate issue, and the entities that issued them, are also included. In addition, each list contains a proposed date
for the next release. 

Incorrect Answers: 

B: Within PKI there are only two methods to verify certificates or keys still are valid. One is using a CRL and the other is
using the OCSP protocol. Private key verification cannot be used to a comprised CA. 

C: Key escrow cannot be used to check if a certification is revoked or not. Key escrow addresses the possibility that a



third party may need to access keys. Under the conditions of key escrow, the keys needed to encrypt/decrypt data are
held in an escrow account (think of the term as it relates to home mortgages) and made available if that third party
requests them. The third party in question is generally the government, but it could also be an employer if an
employee\\'s private messages have been called into question. 

D: A recovery agent cannot be used to check if certificates are still valid. A key recovery agent is an entity that has the
ability to recover a key, key components, or plaintext messages as needed. 

References: 

Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
262, 279-285, 285 

 

QUESTION 11

Mike, a network administrator, has been asked to passively monitor network traffic to the company\\'s sales websites.
Which of the following would be BEST suited for this task? 

A. HIDS 

B. Firewall 

C. NIPS 

D. Spam filter 

Correct Answer: C 

Network-based intrusion prevention system (NIPS) monitors the entire network for suspicious traffic by analyzing
protocol activity. 

Incorrect Answers: 

A: A host-based IDS (HIDS) watches the audit trails and log fi les of a host system. It\\'s reliable for detecting attacks
directed against a host, whether they originate from an external source or are being perpetrated by a user locally logged
in to the host. 

B: Firewalls provide protection by controlling traffic entering and leaving a network. 

D: A spam filter is a software or hardware tool whose primary purpose is to identify and block/filter/remove unwanted
messages (that is, spam). Spam is most commonly associated with email, but spam also exists in instant messaging
(IM), short message service (SMS), Usenet, and web discussions/forums/comments/ blogs. 

References: 

http://en.wikipedia.org/wiki/Intrusion_prevention_system Stewart, James Michael, CompTIA Security+ Review Guide,
Sybex, Indianapolis, 2014, pp 42, 47. 

 

QUESTION 12

Which of the following is the MOST secure protocol to transfer files? 

A. FTP 



B. FTPS 

C. SSH 

D. TELNET 

Correct Answer: B 

FTPS refers to FTP Secure, or FTP SSL. It is a secure variation of File Transfer Protocol (FTP). 

Incorrect Answers: 

A: FTP traffic is vulnerable to packet sniffing and other forms of eavesdropping. It is, therefore, not secure. 

C: SSH allows a user to run commands on a machine\\'s command prompt without being near the machine physically. 

D: TELNET, by default, does not encrypt any data sent over the connection, and so it is often practical to eavesdrop on
the communications and use the password later for malicious purposes. It is, therefore, not secure. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 42, 46, 49, 51. 
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