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QUESTION 1

What is the function of an IP action? 

A. modifies the IP Header to prevent the attack 

B. modifies the IP Header to redirect the attack 

C. permits or denies the traffic, based on the IP Header 

D. blocks subsequent connections from specific IP addresses 

Correct Answer: D 

 

QUESTION 2

What are the limitations of using TCP Reset to block connections in an IDS? (Choose three.) 

A. only works on TCP traffic 

B. must know the correct packet size to successfully reset a connection 

C. does not reset the connection until the attack has already taken place 

D. resets all connections from a certain source-IP, which could lead to denial-of-service 

Correct Answer: ACD 

 

QUESTION 3

Exhibit: 

You work as an administrator at Certkiller .com. Study the exhibit carefully. In the exhibit, which SYN protector mode is
the IDP using? 

A. protective 

B. passive 



C. handshake 

D. relay 

Correct Answer: B 

 

QUESTION 4

What are two drawbacks of an IDS system blocking an IP address? (Choose two.) 

A. might lead to denial-of-service situation where attacker can intentionally block valid users from accessing a network 

B. works only on TCP traffic 

C. might not block the attacker until the attack has already taken place 

D. need to know the sequence number of the attacker\\'s IP Header to successfully block the IP address 

Correct Answer: AC 

 

QUESTION 5

Which three actions must be taken prior to deploying an IDP sensor (in transparent mode) in a network? 

A. Assign an IP to the management interface IP. 

B. Establish communication between Security manager and the sensor. 

C. Assign an IP to all forwarding interfaces. 

D. Configure the sensor mode. 

Correct Answer: ABD 

 

QUESTION 6

What is "a signature or protocol anomaly combined with context information"? 

A. attack object 

B. context 

C. attack signature 

D. protocol anomaly 

Correct Answer: A 

 

QUESTION 7



Which sensor utility is used to decode the contexts of a sequence of packets? 

A. scio pcap 

B. scio ccap 

C. netstat 

D. tcpreplay 

Correct Answer: B 

 

QUESTION 8

Exhibit: 

You work as an administrator at Certkiller .com. Study the exhibit carefully. In the exhibit, which sensor command would
have produced this display? 

A. scio subs qmodules s0 

B. sctop "t" option 

C. sctop "s" option 

D. scio policy list s0 

Correct Answer: B 

 

QUESTION 9

How can you create a quick report? 

A. right-click on an entry in the Log Investigator 

B. right-click on a predefined report 

C. right-click on an entry in the Log Viewer 

D. Quick reports are available in the Dashboard only. 

Correct Answer: C 

 

QUESTION 10



Which interface does IDP use to communicate with Security Manager? 

A. eth0 

B. console port 

C. eth1 

D. HA port 

Correct Answer: A 

 

QUESTION 11

Which three statements are true as they relate to a transparent mode IDP deployment? (Choose three.) 

A. Can actively prevent attacks on all traffic. 

B. Can be installed in the network without changing IP addresses or routes. 

C. Uses paired ports, such that packets arriving on one port go out the other associated port. 

D. An IP address must be defined on each forwarding interface. 

Correct Answer: ABC 

 

QUESTION 12

On a newly re-imaged sensor, which three TCP ports are open on its eth0 interface? (Choose three.) 

A. 7801 

B. 7803 

C. 22 

D. 443 

E. 80 

Correct Answer: BCD 
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