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QUESTION 1

An application is installed through the enterprise MDM application store. An upgrade is issued and a single device does
not receive the upgrade as expected. Which of the following is the MOST likely cause? 

A. The user does not have a certificate installed. 

B. The user is assigned to the incorrect directory services group. 

C. The application store is unavailable or has experienced a temporary outage. 

D. The application was not signed. 

Correct Answer: B 

 

QUESTION 2

Which of the following technologies isolates the internal network from the outside world? 

A. Email server 

B. Rogue access point 

C. DNS server 

D. DMZ 

Correct Answer: D 

 

QUESTION 3

If an application stores data on corporate servers, which of the following is a technique to ensure that data is available
even if someone accidentally deletes it? 

A. Ensure that each server uses RAID 5 

B. Perform regular backups of the servers 

C. Install load balancers in front of multiple servers 

D. Require VPN to access the corporate servers 

Correct Answer: B 

 

QUESTION 4

Which of the following is a BEST practice when selecting corporate cellular hardware devices? 

A. Choose based on frequency hopping capabilities 



B. Choose the AP from one vendor and terminals from others 

C. Choose devices from the same wireless carrier 

D. Choose devices based on user preference 

Correct Answer: C 

 

QUESTION 5

An access point that is on a network without authorization would be defined as a(n): 

A. Lightweight access point. 

B. Rogue access point. 

C. Wireless access point. 

D. Autonomous access point. 

Correct Answer: B 

 

QUESTION 6

Which of the following is often used when minimal data degradation does NOT impact the overall quality at the
receiver\\'s end? 

A. TCP 

B. IPv6 

C. UDP D. NAT 

Correct Answer: C 

 

QUESTION 7

Which of the following is considered best practice for secure backup of enterprise data? 

A. Use full-disk encryption 

B. Use encrypted SD cards 

C. Use encrypted home network storage 

D. Use encrypted corporate servers 

Correct Answer: D 

 



QUESTION 8

Which of the following protocols is primarily used for transporting email? 

A. DNS 

B. POP 

C. SMTP 

D. FTP 

Correct Answer: C 

 

QUESTION 9

Which of the following changes with the increase in frequency? 

A. Wavelength 

B. Amplitude 

C. Bandwidth 

D. Throughput 

Correct Answer: A 

 

QUESTION 10

An antenna that propagates its signal in 360 degrees is called which of the following? 

A. Semi-directional 

B. Parabolic 

C. Directional 

D. Omni-directional 

Correct Answer: D 

 

QUESTION 11

Which of the following is a best practice for protecting mobile devices that use RDP to access highly sensitive
information? (Select TWO). 

A. Block network connectivity 

B. Block internal storage 



C. Block personal backup 

D. Block firewall traffic 

E. Block SD storage 

Correct Answer: BE 

 

QUESTION 12

Which of the following is considered a best practice when maintaining awareness of new technologies? 

A. Applying all firmware patches released by vendors 

B. Continually testing the effects of all new risks and threats 

C. Subscribing to operating system vendor sources only 

D. Subscribing to multiple sources related to the technology in question 

Correct Answer: D 
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