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QUESTION 1

An administrator has added QoS settings to the LAN switches prioritizing RTP. 

Which of the following systems is the Administrator MOST concerned with in this scenario? 

A. Phone communications 

B. Web site downloads 

C. Streaming video clients 

D. Client bittorrent abilities 

Correct Answer: A 

 

 

QUESTION 2

A company needs to implement a secure wireless system that would require employees to authenticate to the wireless
network with their domain username and password. Which of the following would a network administrator deploy to
implement these requirements? (Select TWO). 

A. 802.1q 

B. MAC address filtering 

C. WPA2 Personal 

D. WPA Enterprise 

E. 802.1x 

Correct Answer: DE 

 

 

QUESTION 3

A network administrator wants to see what ports are open on a server. Which of the following commands will show open
ports? 

A. netstat 

B. tracert 

C. nbtstat 

D. nslookup 



Correct Answer: A 

Netstat command displays various network related information such as network connections, routing tables, interface
statistics, masquerade connections, multicast memberships etc. 

 

QUESTION 4

SIMULATION 

Wireless network users recently began experiencing speed and performance issues after access point 2 (AP2) was
replaced due to faulty hardware. The original network was installed according to a consultant\\'s specifications and has
always worked without a problem. You a network technician, have been tasked with evaluating the situation and
resolving the issues to improve both performance and connectivity. Refer to the following diagram and perform any
Necessary changes to the wireless and wired infrastructure by adjusting devices. 

NotE. Adjust the LEAST number of devices needed to fix the issue all blue icons in the image are clickable. 





Correct Answer: Check the answer in explanation. 

Answer: AP2 configuration is not correct. The wireless mode should be `G\\' and channel should be `11\\'. For the wired
interface, the speed should be set to 100 and duplex to `Full\\'. Click `Submit\\'. 



 

QUESTION 5

A network has a large number of users who connect for short periods of time and the network needs to maximize the
number of devices that can be configured using DHCP. 

Which of the following should be configured to solve this issue? 

A. Increase the number of reservations 

B. Increase exclude list 

C. Decrease lease times 

D. Decrease the scope 

Correct Answer: C 

 

 

QUESTION 6

A technician has been tasked with planning and implementing a new wired-only network for a small office. A hardware
list has been compiled, but the technician is unsure about the final necessary item. Which of the following will BEST
complete the small wired network setup? (1) 1000 foot CAT6 spool 

(1)

 crimper 

(1)

 16 port gigabit switch 

(20)

 RJ-45 connectors 

(12)

 RJ-45 wall jacks 

(1)

 ____________ 

A. 

Compression tool 

B. 

Punch down tool 



C. 

Network map 

D. 

Multimeter 

Correct Answer: B 

 

 

QUESTION 7

A network technician has a RADIUS server IP address that must be included as part of the security settings for a WAP.
Which of the following encryption types should the technician select? 

A. WPA enterprise 

B. TKIP 

C. WPA2 CCMP 

D. WEP 128-bit 

Correct Answer: A 

 

 

QUESTION 8

A technician is developing a shortcut sheet for the network to be able to assist in future troubleshooting scenarios.
Which of the following should the network devices have to ease manageability efforts? 

A. MAC spoofing 

B. Dynamic IPs 

C. MAC filtering 

D. Static IPs 

Correct Answer: D 

To give every user same ip every time because we have to document that ip slot we use static ip configuration. 

 

QUESTION 9

Which of the following connectors are MOST commonly used on a POTS line? 

A. RJ-45 



B. MTRJ 

C. DB-9 

D. RJ-11 

Correct Answer: D 

The six-position plug and jack commonly used for telephone line connections may be used for RJ11, RJ14 or even
RJ25, all of which are actually names of interface standards that use this physical connector. The RJ11 standard
dictates a 2wire connection, while RJ14 uses a 4-wire configuration, and RJ25 uses all six wires. The RJ abbreviations,
though, only pertain to the wiring of the jack (hence the name "registered jack"); it is commonplace but not strictly
correct to refer to an unwired plug connector by any of these names. Typically you\\'ll find the RJ-11 and RJ-14 on your
Plain Old Telephone Service (POTS) 

 

QUESTION 10

A network technician is setting up a wireless access point that would only allow a certain laptop to be able to access the
WAP. By using ACL, which of the following would be filtered to ensure only the authorized laptop can access the WAP? 

A. NetBIOS name filtering 

B. IP address filtering 

C. MAC address filtering 

D. Computer name filtering 

Correct Answer: C 

MAC Filtering (or EUI filtering, or layer 2 address filtering) refers to a security access control method whereby the 48-bit
address assigned to each network card is used to determine access to the network. 

MAC addresses are uniquely assigned to each card, so using MAC filtering on a network permits and denies network
access to specific devices through the use of blacklists and whitelists. While the restriction of network access through
the use of lists is straightforward, an individual person is not identified by a MAC address, rather a device only, so an
authorized person will need to have a whitelist entry for each device that he or she would use to access the network. 

 

QUESTION 11

A technician notices a newly installed CAT5 cable is longer than the standard maximum length. Which of the following
problems would this MOST likely cause? 

A. Split cable 

B. EMI 

C. DB loss 

D. Crosstalk 

Correct Answer: C 



The maximum length for a cable segment is 100 m per TIA/EIA 568-5-A. If longer runs are required, the use of active
hardware such as a repeater or switch is necessary. The specifications for 10BASE-T networking specify a 100metre
length between active devices. This allows for 90metres of solid-core permanent wiring, two connectors and two
stranded patch cables of 5metres, one at each end. 

 

QUESTION 12

A company has installed a wireless network for visitors to use. They wish to give the visitors easy access to that
network. Based on the configurations below, which of the following should the administrator change? 

Access Point 1 Access Point 2 802.11g 802.11b Encryption: WPA2 Encryption: WEP Channel: 1 Channel: 7 SSID.
CompanyWiFi SSID. Visitor 

A. Change the SSID on Access Point 2 to OPEN. 

B. Disable SSID broadcasting on Access Point 1. 

C. Change the encryption on Access Point 2 to WPA2. 

D. Remove the WEP encryption from Access Point 2. 

Correct Answer: D 
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