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QUESTION 1

Knowledge-based Intrusion Detection Systems (IDS) are more common than: 

A. Network-based IDS 

B. Host-based IDS 

C. Behavior-based IDS 

D. Application-Based IDS 

Correct Answer: C 

Knowledge-based IDS are more common than behavior-based ID systems. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 63. 

Application-Based IDS - "a subset of HIDS that analyze what\\'s going on in an application using the transaction log files
of the application." Source: Official ISC2 CISSP CBK Review Seminar Student Manual Version 7.0 p. 87 

Host-Based IDS - "an implementation of IDS capabilities at the host level. Its most significant difference from NIDS is
intrusion detection analysis, and related processes are limited to the boundaries of the host." Source: Official ISC2
Guide to the CISSP CBK - p. 197 

Network-Based IDS - "a network device, or dedicated system attached to the network, that monitors traffic traversing the
network segment for which it is integrated." Source: Official ISC2 Guide to the CISSP CBK 

p. 196 

CISSP for dummies a book that we recommend for a quick overview of the 10 domains has nice and concise coverage
of the subject: 

Intrusion detection is defined as real-time monitoring and analysis of network activity and data for potential
vulnerabilities and attacks in progress. One major limitation of current intrusion detection system (IDS) technologies is
the requirement to filter false alarms lest the operator (system or security administrator) be overwhelmed with data.
IDSes are classified in many different ways, including active and passive, network-based and host-based, and
knowledge- based and behavior-based: 

Active and passive IDS 

An active IDS (now more commonly known as an intrusion prevention system -- IPS) is a system that\\'s configured to
automatically block suspected attacks in progress without any intervention required by an operator. IPS has the
advantage of providing real-time corrective action in response to an attack but has many disadvantages as well. An IPS
must be placed in- line along a network boundary; thus, the IPS itself is susceptible to attack. Also, if false alarms and
legitimate traffic haven\\'t been properly identified and filtered, authorized users and applications may be improperly
denied access. Finally, the IPS itself may be used to effect a Denial of Service (DoS) attack by intentionally flooding the
system with alarms that cause it to block connections until no connections or bandwidth are available. 

A passive IDS is a system that\\'s configured only to monitor and analyze network traffic activity and alert an operator to
potential vulnerabilities and attacks. It isn\\'t capable of performing any protective or corrective functions on its own. The
major advantages of passive IDSes are that these systems can be easily and rapidly deployed and are not normally
susceptible to attack themselves. 



Network-based and host-based IDS 

A network-based IDS usually consists of a network appliance (or sensor) with a Network Interface Card (NIC) operating
in promiscuous mode and a separate management interface. The IDS is placed along a network segment or boundary
and monitors all traffic on that segment. 

A host-based IDS requires small programs (or agents) to be installed on individual systems to be monitored. The agents
monitor the operating system and write data to log files and/or trigger alarms. A host-based IDS can only monitor the
individual host systems on which the agents are installed; it doesn\\'t monitor the entire network. 

Knowledge-based and behavior-based IDS A knowledge-based (or signature-based) IDS references a database of
previous attack profiles and known system vulnerabilities to identify active intrusion attempts. Knowledge-based IDS is
currently more common than behavior-based IDS. 

Advantages of knowledge-based systems include the following: 

It has lower false alarm rates than behavior-based IDS. 

Alarms are more standardized and more easily understood than behavior-based IDS. 

Disadvantages of knowledge-based systems include these: 

Signature database must be continually updated and maintained. 

New, unique, or original attacks may not be detected or may be improperly classified. 

A behavior-based (or statistical anomalybased) IDS references a baseline or learned pattern of normal 

system activity to identify active intrusion attempts. Deviations from this baseline or pattern cause an alarm 

to be triggered. 

Advantages of behavior-based systems include that they 

Dynamically adapt to new, unique, or original attacks. 

Are less dependent on identifying specific operating system vulnerabilities. 

Disadvantages of behavior-based systems include 

Higher false alarm rates than knowledge-based IDSes. 

Usage patterns that may change often and may not be static enough to implement an effective behavior-

based IDS. 

 

QUESTION 2

Buffer overflow and boundary condition errors are subsets of which of the following? 

A. Race condition errors. 

B. Access validation errors. 

C. Exceptional condition handling errors. 



D. Input validation errors. 

Correct Answer: D 

In an input validation error, the input received by a system is not properly checked, resulting in a vulnerability that can
be exploited by sending a certain input sequence. There are two important types of input validation errors: buffer
overflows (input received is longer than expected input length) and boundary condition error (where an input received
causes the system to exceed an assumed boundary). A race condition occurs when there is a delay between the time
when a system checks to see if an operation is allowed by the security model and the time when the system actually
performs the operation. In an access validation error, the system is vulnerable because the access control mechanism
is faulty. In an exceptional condition handling error, the system somehow becomes vulnerable due to an exceptional
condition that has arisen. 

Source: DUPUIS, Clement, Access Control Systems and Methodology CISSP Open Study Guide, version 1.0, march
2002 (page 105). 

 

QUESTION 3

Which of the following statements pertaining to ethical hacking is incorrect? 

A. An organization should use ethical hackers who do not sell auditing, hardware, software, firewall, hosting, and/or
networking services. 

B. Testing should be done remotely to simulate external threats. 

C. Ethical hacking should not involve writing to or modifying the target systems negatively. 

D. Ethical hackers never use tools that have the potential of affecting servers or services. 

Correct Answer: D 

This means that many of the tools used for ethical hacking have the potential of exploiting vulnerabilities 

and causing disruption to IT system. It is up to the individuals performing the tests to be familiar with their 

use and to make sure that no such disruption can happen or at least shoudl be avoided. 

The first step before sending even one single packet to the target would be to have a signed agreement 

with clear rules of engagement and a signed contract. The signed contract explains to the client the 

associated risks and the client must agree to them before you even send one packet to the target range. 

This way the client understand that some of the test could lead to interruption of service or even crash a 

server. The client signs that he is aware of such risks and willing to accept them. 

The following are incorrect answers: 

An organization should use ethical hackers who do not sell auditing, hardware, software, firewall, hosting, 

and/or networking services. An ethical hacking firm\\'s independence can be questioned if they sell security 

solutions at the same time as doing testing for the same client. There has to be independance between the 



judge (the tester) and the accuse (the client). 

Testing should be done remotely to simulate external threats Testing simulating a cracker from the Internet 

is often time one of the first test being done, this is to validate perimeter security. By performing tests 

remotely, the ethical hacking firm emulates the hacker\\'s approach more realistically. 

Ethical hacking should not involve writing to or modifying the target systems negatively. Even though 

ethical hacking should not involve negligence in writing to or modifying the target systems or reducing its 

response time, comprehensive penetration testing has to be performed using the most complete tools 

available just like a real cracker would. 

Reference(s) used for this question: 

KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer 

Security, John Wiley and Sons, 2001, Appendix F: The Case for Ethical Hacking (page 520). 

 

QUESTION 4

Which of the following rules pertaining to a Business Continuity Plan/Disaster Recovery Plan is incorrect? 

A. In order to facilitate recovery, a single plan should cover all locations. 

B. There should be requirements to form a committee to decide a course of action. These decisions should be made
ahead of time and incorporated into the plan. 

C. In its procedures and tasks, the plan should refer to functions, not specific individuals. 

D. Critical vendors should be contacted ahead of time to validate equipment can be obtained in a timely manner. 

Correct Answer: A 

The first documentation rule when it comes to a BCP/DRP is "one plan, one building". Much of the plan revolves around
reconstructing a facility and replenishing it with production contents. If more than one facility is involved, then the reader
of the plan will find it difficult to identify quantities and specifications of replacement resource items. It is possible to have
multiple plans for a single building, but those plans must be linked so that the identification and ordering of resource
items is centralized. All other statements are correct. 

Source: BARNES, James C. and ROTHSTEIN, Philip J., A Guide to Business Continuity Planning, John Wiley and
Sons, 2001 (page 162). 

 

QUESTION 5

What is the proper term to refer to a single unit of Ethernet data at the link layer of the DoD TCP model ? 

A. Ethernet Segment. 

B. Ethernet Datagram. 



C. Ethernet Frame. 

D. Ethernet Packet. 

Correct Answer: C 

Ethernet is frame based network technology. 

See below a few definitions from RFC 1122: 

SEGMENT 

A segment is the unit of end-to-end transmission in the TCP protocol. A segment consists of a TCP header 

followed by application data. A segment is transmitted by encapsulation inside an IP datagram. 

PACKET 

A packet is the unit of data passed across the interface between the internet layer and the link layer. It 

includes an IP header and data. A packet may be a complete IP datagram or a fragment of an IP datagram. 

FRAME A frame is the unit of transmission in a link layer protocol, and consists of a link-layer header followed by a
packet. 

The following answers are incorrect: 

Ethernet segment. Is incorrect because Ethernet segment is a distractor, TCP segment would be the 

correct terminology. Ethernet is a frame based network technology, 

Ethernet datagram. Is incorrect because Ethernet datagram is a distractor, IP datagram would be the 

correct terminology. Ethernet is a frame based network technology Ethernet packet. Is incorrect because Ethernet
packet is a distractor, a Packet is a group of information so would not be a "single unit". Ethernet is a frame based
network technology. 

Look at the diagrams below that were extracted from my Security+ Computer Based Tutorial. TCP/IP Data Structures 



IMPORTANT NOTE: 

The names used on the diagram above are from RFC 1122 which describe the DOD Model. 

Vendors and Books may use slightly different names or even number of layers. 



TCP/IP Data Structure 

The following Reference(s) were used for this question: 

Wikipedia http://en.wikipedia.org/wiki/Ethernet 

 

QUESTION 6

The deliberate planting of apparent flaws in a system for the purpose of detecting attempted penetrations or confusing
an intruder about which flaws to exploit is called: 

A. alteration 

B. investigation 

C. entrapment 

D. enticement. 

Correct Answer: D 

Enticement deals with someone that is breaking the law. Entrapment encourages someone to commit a crime that the
individual may or many have had no intention of committing. Enticement is not necessarily illegal but does raise ethical
arguments and may not be admissible in court. Enticement lures someone toward some evidence (a honeypot would be
a great example) after that individual has already committed a crime. 

Entrapment is when you persuade someone to commit a crime when the person otherwise had no intention to commit a



crime. Entrapment is committed by a law enforcement player where you get tricked into committing a crime for which
you woud later on get arrested without knowing you rare committing such a scrime. It is illegal and unethical as well. 

All other choices were not applicable and only detractors. 

References: 

TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation. 

and 

CISSP Study Guide (Conrad, Misenar, Feldman). Elsevier. 2010. p. 428 

and http://www.dummies.com/how-to/content/security-certification-computer-forensics-and- inci.html 

 

QUESTION 7

Which of the following usually provides reliable, real-time information without consuming network or host resources? 

A. network-based IDS 

B. host-based IDS 

C. application-based IDS 

D. firewall-based IDS 

Correct Answer: A 

A network-based IDS usually provides reliable, real-time information without consuming network or host 

resources. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of 

Computer Security, 2001, John Wiley and Sons, Page 48. 

 

QUESTION 8

Which of the following should NOT be performed by an operator? 

A. Implementing the initial program load 

B. Monitoring execution of the system 

C. Data entry 

D. Controlling job flow 

Correct Answer: C 

Under the principle of separation of duties, an operator should not be performing data entry. This should be 



left to data entry personnel. 

System operators represent a class of users typically found in data center environments where mainframe 

systems are used. They provide day-to-day operations of the mainframe environment, ensuring that 

scheduled jobs are running effectively and troubleshooting problems that may arise. They also act as the 

arms and legs of the mainframe environment, load and unloading tape and results of job print runs. 

Operators have elevated privileges, but less than those of system administrators. If misused, these 

privileges may be used to circumvent the system\\'s security policy. As such, use of these privileges should 

be monitored through audit logs. 

Some of the privileges and responsibilities assigned to operators include: 

Implementing the initial program load: This is used to start the operating system. The boot process or initial 

program load of a system is a critical time for ensuring system security. Interruptions to this process may 

reduce the integrity of the system or cause the system to crash, precluding its availability. 

Monitoring execution of the system: Operators respond to various events, to include errors, interruptions, 

and job completion messages. 

Volume mounting: This allows the desired application access to the system and its data. 

Controlling job flow: Operators can initiate, pause, or terminate programs. This may allow an operator to 

affect the scheduling of jobs. Controlling job flow involves the manipulation of configuration information 

needed by the system. Operators with the ability to control a job or application can cause output to be 

altered or diverted, which can threaten the confidentiality. 

Bypass label processing: This allows the operator to bypass security label information to run foreign tapes 

(foreign tapes are those from a different data center that would not be using the same label format that the 

system could run). This privilege should be strictly controlled to prevent unauthorized access. 

Renaming and relabeling resources: This is sometimes necessary in the mainframe environment to allow 

programs to properly execute. Use of this privilege should be monitored, as it can allow the unauthorized 

viewing of sensitive information. 

Reassignment of ports and lines: Operators are allowed to reassign ports or lines. If misused, 

reassignment can cause program errors, such as sending sensitive output to an unsecured location. 

Furthermore, an incidental port may be opened, subjecting the system to an attack through the creation of 

a new entry point into the system. 



Reference(s) used for this question: 

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition ((ISC)2 

Press) (Kindle Locations 19367-19395). Auerbach Publications. Kindle Edition. Which of the following 

should be performed by an operator? 

A. Changing profiles 

B. Approving changes 

C. Adding and removal of users 

D. Installing system software 

Answer: D 

Of the listed tasks, installing system software is the only task that should normally be performed by an operator in a
properly segregated environment. 

Source: MOSHER, Richard and ROTHKE, Ben, CISSP CBK Review presentation on domain 7. 

 

QUESTION 9

What is called the probability that a threat to an information system will materialize? 

A. Threat 

B. Risk 

C. Vulnerability 

D. Hole 

Correct Answer: B 

The Answer: Risk: The potential for harm or loss to an information system or network; the probability that a threat will
materialize. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Pages 16, 32. 

 

QUESTION 10

SMTP can best be described as: 

A. a host-to-host email protocol. 

B. an email retrieval protocol. 

C. a web-based e-mail reading protocol. 



D. a standard defining the format of e-mail messages. 

Correct Answer: A 

Simple Mail Transfer Protocol (SMTP) is a host-to-host email protocol. An SMTP server accepts email messages from
other systems and stores them for the addressees. Stored email can be read in various ways. Users with interactive
accounts on the email server machine can read the email using local email applications. Users on other systems can
download their email via email clients using POP or IMAP email retrieval protocols. Sometimes mail can also be read
through a webbased interface (using HTTP or HTTPS). MIME is a standard defining the format of e-mail messages, as
stated in RFC2045. Source: GUTTMAN, Barbara and BAGWILL, Robert, NIST Special Publication 800-xx, Internet
Security Policy: A Technical Guide, Draft Version, May 25, 2000 (pages 91-92). 

 

QUESTION 11

Which of the following is the most reliable authentication method for remote access? 

A. Variable callback system 

B. Synchronous token 

C. Fixed callback system 

D. Combination of callback and caller ID 

Correct Answer: B 

A Synchronous token generates a one-time password that is only valid for a short period of time. Once the 

password is used it is no longer valid, and it expires if not entered in the acceptable time frame. 

The following answers are incorrect: 

Variable callback system. Although variable callback systems are more flexible than fixed callback 

systems, the system assumes the identity of the individual unless two-factor authentication is also 

implemented. By itself, this method might allow an attacker access as a trusted user. 

Fixed callback system. Authentication provides assurance that someone or something is who or what he/it 

is supposed to be. Callback systems authenticate a person, but anyone can pretend to be that person. 

They are tied to a specific place and phone number, which can be spoofed by implementing call-

forwarding. 

Combination of callback and Caller ID. The caller ID and callback functionality provides greater confidence 

and auditability of the caller\\'s identity. By disconnecting and calling back only authorized phone numbers, 

the system has a greater confidence in the location of the call. However, unless combined with strong 

authentication, any individual at the location could obtain access. 

The following reference(s) were/was used to create this question: 



Shon Harris AIO v3 p. 140, 548 

ISC2 OIG 2007 p. 152-153, 126-127 

 

QUESTION 12

Which of the following devices enables more than one signal to be sent out simultaneously over one physical circuit? 

A. Router 

B. Multiplexer 

C. Channel service unit/Data service unit (CSU/DSU) 

D. Wan switch 

Correct Answer: B 

Multiplexers are devices that enable enables more than one signal to be sent out simultaneously over one physical
circuit. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, John Wiley and Sons, 2001, Chapter 3: Telecommunications and Network Security (page 118). 



To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success

100% Money Back Guarantee

365 Days Free Update

Instant Download After Purchase

24x7 Customer Support

Average 99.9% Success Rate

More than 800,000 Satisfied Customers Worldwide

Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Powered by TCPDF (www.tcpdf.org)

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org

