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QUESTION 1

When a Layer-4 forwarding rule is configured with multiple origin site IP addresses, Alibaba Cloud Anti-ODoS Premium
Service will perform load balancing for Layer-4 requests using balancing algorithm. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 2

Alibaba Cloud WAF currently supports web security protection for HTTP and HTTPS. Which of the following ports are
usually used for HTTP and HTTPS protocols? (Number of correct answers: 2) 

A. 80 

B. 443 

C. 22 

D. 21 

Correct Answer: AB 

 

QUESTION 3

Among various types of network attacks, "phishing" is one of the most common attacks. A phishing website looks
exactly the same as the real website It asks visitors to login with their accounts and passwords; at the same time, record
these privacy information for illegal purpose. Which of the following statements about how phishing websites are spread
is FALSE? 

A. Banks publish phishing website links in prominent positions on their official websites 

B. Phishing website links are sent through Facebook. Twitter and other IM(instant Messenger) applications. 

C. Advertisements are pushed to search engines and small and medium websites, attracting users to click the phishing
website links. 

D. Phishing website links are published in batches through emails forums, blogs, and SNS(Social Network Sites). 

Correct Answer: A 

 

QUESTION 4

Various profit-oriented hacker groups exist on the Internet. They control a large number of server resources and can
launch network attacks against a target server at any time Among those, one type of attack is common and destructive,
which completely consumes resources of the target server so that normal customers cannot connect to the server.



Which of the following belongs to this type of attack? 

A. XSS attack 

B. Webshell attack 

C. DDoS attack 

D. SQL injection 

Correct Answer: C 

 

QUESTION 5

Your applications are deployed on Alibaba Cloud ECS instances. You want to collect indicators by yourself for
application layer monitoring. Which of the following functions provided by Alibaba Cloud CloudMonitor can be used for
indicator collection, aggregation, and alerting? 

A. CloudMonitor cannot meet these requirements 

B. Cloud service monitoring 

C. Site monitoring 

D. Custom monitoring 

Correct Answer: D 

 

QUESTION 6

Users can detach the Security Center client on Alibaba Cloud ECS instances, and reinstall it later when necessary. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 7

Cross Site Script (XSS) attacks refer to a kind of attack by tampering the webpage using HTML injection to insert
malicious scripts so as to control the user\\'s browser when the user browses the webpage XSS vulnerabilities may be
used for user identity stealing (particularly the administrator identity), behavior hijacking, Trojan insertion and worm
spreading, and also phishing 

A. True 

B. False 

Correct Answer: A 



 

QUESTION 8

Alibaba Cloud CloudMonitor is a service that monitors Alibaba Cloud resources and Internet applications. Which of the
following statements about CloudMonitor is accurate\\'? 

A. CloudMonitor cannot be used through the Alibaba Cloud console 

B. CloudMonitor must be independently bought and paid for activation 

C. CloudMonitor can monitor websites that are not deployed in Alibaba Cloud products. 

D. To use CloudMonitor for ECS monitoring, there no agent needs to be installed in ECS. 

Correct Answer: C 

 

QUESTION 9

Which of the following permissions is required to manually install the Alibaba Cloud Security center agent on the
server? 

A. System administrator privilege 

B. FTP service permission 

C. Common user permission 

D. Database permission 

Correct Answer: A 

 

QUESTION 10

Alibaba Cloud\\'s Content Moderation service cannot detect advertising or spam content. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 11

Alibaba Cloud Anti-DDoS Premium Service can be used to protect against DDoS attacks larger than 100 Gbps. It can
be used to protect both Alibaba Cloud hosts and non-Alibaba Cloud hosts. 

A. True 

B. False 



Correct Answer: A 

 

QUESTION 12

Alibaba Cloud ECS instances are common targets of hacker attacks. There are many types of attacks against ECS
instances. Which of the following attacks specifically target the operating system of an ECS instance? (Number of
correct answers: 3) 

A. SQL injection 

B. Trojan or Webshell installation 

C. Brute force RDP password cracking 

D. Brute force SSH password cracking 

Correct Answer: BCD 
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