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QUESTION 1

You have an Azure subscription. 

You create a new virtual network named VNet1. 

You plan to deploy an Azure web app named App1 that will use VNet1 and will be reachable by using private IP
addresses. The solution must support inbound and outbound network traffic. 

What should you do? 

A. Create an Azure App Service Hybrid Connection. 

B. Configure regional virtual network integration. 

C. Create an App Service Environment 

D. Create an Azure application gateway. 

Correct Answer: B 

 

QUESTION 2

You have an Azure subscription that contains a 

You need to grant user1 access to blob1. The solution must ensure that the access expires after six days. 

What should you use? 

A. a shared access policy 

B. a shared access signature (SAS) 

C. role-based access control (RBAC) 

D. a managed identity 

Correct Answer: C 

Depending on how you want to authorize access to blob data in the Azure portal, you\\'ll need specific permissions. In
most cases, these permissions are provided via Azure role- based access control (Azure RBAC). For more information
about Azure RBAC, see What is Azure role-based access control (Azure RBAC)?. 

https://learn.microsoft.com/en-us/azure/storage/blobs/authorize-data-operations-portal 

 

QUESTION 3

You have an Azure subscription that uses Microsoft Sentinel. 

You need to create a Microsoft Sentinel notebook that will use the Guided Investigation - Anomaly Lookup template. 



What should you create first? 

A. an analytics rule 

B. a Log Analytics workspace 

C. an Azure Machine Learning workspace 

D. a hunting query 

Correct Answer: A 

 

QUESTION 4

References: https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-roles 

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016. 

You need to implement a policy to ensure that each virtual machine has a custom antimalware virtual machine
extension installed. 

How should you complete the policy? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 



Box 1: DeployIfNotExists 

DeployIfNotExists executes a template deployment when the condition is met. 

Box 2: Template 

The details property of the DeployIfNotExists effects has all the subproperties that define the related resources to match
and the template deployment to execute. 

Deployment [required] 

This property should include the full template deployment as it would be passed to the Microsoft.Resources/deployment 

References: 

https://docs.microsoft.com/en-us/azure/governance/policy/concepts/effects 

 

QUESTION 5

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 



Your company\\'s Azure subscription is linked to their Azure Active Directory (Azure AD) tenant. 

After an internally developed application is registered in Azure AD, you are tasked with making sure that the application
has the ability to access Azure Key Vault secrets on application the users’ behalf. 

Solution: You configure a delegated permission with no admin consent. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access
limited by the selected permission. This type of permission can be granted by a user unless the permission requires
administrator consent. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis 

 

QUESTION 6

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

You are in the process of creating an Azure Kubernetes Service (AKS) cluster. The Azure Kubernetes Service (AKS)
cluster must be able to connect to an Azure Container Registry. 

You want to make sure that Azure Kubernetes Service (AKS) cluster authenticates to the Azure Container Registry by
making use of the auto-generated service principal. 

Solution: You create an Azure Active Directory (Azure AD) role assignment. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

When you create an AKS cluster, Azure also creates a service principal to support cluster operability with other Azure
resources. You can use this auto-generated service principal for authentication with an ACR registry. To do so, you
need to create an Azure AD role assignment that grants the cluster\\'s service principal access to the container registry. 

Reference: https://docs.microsoft.com/bs-latn-ba/azure/container-registry/container-registry-auth-aks 

 

QUESTION 7

You have been tasked with applying conditional access policies for your company\\'s current Azure Active Directory
(Azure AD). 



The process involves assessing the risk events and risk levels. 

Which of the following is the risk level that should be configured for sign ins that originate from IP addresses with
dubious activity? 

A. None 

B. Low 

C. Medium 

D. High 

Correct Answer: C 

Reference: http://www.rebeladmin.com/2018/09/step-step-guide-configure-risk-based-azure-conditional-access-
policies/ 

 

QUESTION 8

You have an Azure Sentinel deployment. 

You need to create a scheduled query rule named Rule1. 

What should you use to define the query rule logic for Rule1? 

A. a Transact-SQL statement 

B. a JSON definition 

C. GraphQL 

D. a Kusto query 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom 

 

QUESTION 9

HOTSPOT 

You are configuring just in time (JIT) VM access to a set of Azure virtual machines. 

You need to grant users PowerShell access to the virtual machine by using JIT VM access. 

What should you configure? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

https://docs.microsoft.com/en-us/azure/security-center/just-in-time-explained#what-permissions-are-needed-to-
configure-and-use-jit 

 

QUESTION 10

You plan to create an Azure Kubernetes Service (AKS) cluster in an Azure subscription. The manifest of the registered
server application is shown in the following exhibit. 



You need to ensure that the AKS cluster and Azure Active Directory (Azure AD) are integrated. Which property should
you modify in the manifest? 

A. accessTokenAcceptedVersion 

B. keyCredentials 

C. groupMembershipClaims 

D. acceptMappedClaims 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/aks/azure-ad-integration-cli
https://www.codeproject.com/Articles/3211864/Operation-and-Maintenance-of-AKS-Applications 

 

QUESTION 11



You have an Azure environment. 

You need to identify any Azure configurations and workloads that are non-compliant with ISO 27001 standards. 

What should you use? 

A. Azure Sentinel 

B. Azure Active Directory (Azure AD) Identity Protection 

C. Azure Security Center 

D. Azure Advanced Threat Protection (ATP) 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard 

 

QUESTION 12

Your network contains an on-premises Active Directory domain named adatum.com that syncs to Azure Active Directory
(Azure AD). Azure AD Connect is installed on a domain member server named Server1. 

You need to ensure that a domain administrator for the adatum.com domain can modify the synchronization options.
The solution must use the principle of least privilege. 

Which Azure AD role should you assign to the domain administrator? 

A. Security administrator 

B. Global administrator 

C. User administrator 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/reference-connect-accounts-permissions 
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