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QUESTION 1

An administrator sees that an environment has a long startup time and wants to remedy the issue. 

Which solution should be used? 

A. Set load balancing to cluster compatible. 

B. Check the Fast Startup option under IBM Cognos Configuration. 

C. Increase the size of the JVM heap by selecting Large configuration. 

D. Reduce the size of the Content Store through archiving and removal. 

Correct Answer: A 

If your IBM Cognos servers operate within a load balancing infrastructure, you can turn off the weighted round robin
format of load balancing for the dispatcher. Otherwise, load balancing may be duplicated by the cluster and by IBM
Cognos software, which can degrade performance. You can set the dispatcher property named loadBalancingMode
either to weightedRoundRobin or clusterCompatible. References: IBM Cognos Administration Version 10.1.0,
Administration and Security Guide, page 163 

 

QUESTION 2

An administrator wants to control server workload by putting routing rules in place. 

Which components can be used? 

A. a package and/or group or role 

B. a package and/or a server group 

C. a group or role and/or a server group 

D. a package and/or group or role and/or a server group 

Correct Answer: D 

A routing rule determines, based on user, group, or package, which server group you wish to handle a user request. 

There are four routing set rules in Cognos Business Intelligence. Routing Keywords for Packages Routing Keywords for
User Roles or Groups Server Group Names for Advanced Dispatcher Routing Routing Keywords for Server Groups 

References: http://www-01.ibm.com/support/docview.wss?uid=swg21427147 

 

QUESTION 3

To monitor performance, an administrator has set thresholds on a system metric and notices that over time, the metric
score has changed from green, to yellow, to red, and then back to yellow. Which system metric is the administrator
monitoring? 



A. Dispatcher: JVM: Current heap size 

B. ContentManageService: Request: Number of failed requests 

C. ReportService: Process: Number of processes high watermark 

D. BatchReportService: Request: Percentage of successful requests 

Correct Answer: B 

Figure: A detailed view showing the status of individual system metrics for a service 

References: https://www.ibm.com/developerworks/data/library/cognos/infrastructure/cognos_specific/ 

page589.html 

 

QUESTION 4

An administrator is evaluating system status using the Scorecard pane on the Status > System page in the 

IBM Cognos Administration console. 

Which statement is true? 

A. If a service is disabled in IBM Cognos Configuration, it is listed in the Scorecard pane. 

B. The status that is displayed for each entry reflects the lowest status for all child entries. 

C. A status of Available is displayed when at least 80% of the child entries have a status of Available. 

D. A status of Unavailable is displayed when at least 80% of the child entries have a status of Unavailable. 

Correct Answer: B 

The metric score for each entry is based on the performance of individual child entries. The status that is displayed for
each entry is the lowest status of the child entries. For example, if all the metrics for a dispatcher are good, but one
service on that dispatcher has a poor metric, the metric score shown for the dispatcher is poor. 



Status is one of the following: Available if all components are available Partially available if at least one component is
available and at least one component is unavailable or partially unavailable. Unavailable if all components are
unavailable 

References: https://www.ibm.com/support/knowledgecenter/SSEP7J_11.0.0/
com.ibm.swg.ba.cognos.ug_cra.doc/c_panes_system_status_page.html 

 

QUESTION 5

An administrator needs to setup security for a newly installed environment. Which of the following is a valid step? 

A. Remove the default authentication provider. 

B. Enable anonymous access for selected users, groups, or roles. 

C. Delete the Everyone group to limit access to the environment for selected users, groups, and roles. 

D. Add trusted users, groups, or roles to the System Administrators role, and then remove the Everyone group from the
role. 

Correct Answer: D 

You may not want all users that exist in an authentication source to have access to IBM Cognos software. To secure
IBM Cognos software, configure the product so that only users who belong to a specific group 

or role in your authentication source, or in the Cognos namespace, are allowed access. 

We recommend using the Cognos namespace because it contains preconfigured groups and roles that 

help you to secure IBM Cognos software quickly. One of the preconfigured groups is Everyone. 

By default, the group Everyone belongs to several built-in groups and roles in the Cognos namespace. 

If you decide to use the Cognos namespace, you must remove the Everyone group from all built-in groups 

and roles and replace it with groups, roles, or users authorized to access IBM Cognos software. 

References: IBM Cognos Administration Version 10.1.0, Administration and Security Guide, page 64 

 

QUESTION 6

All users have unrestricted access in a secured environment. What must be modified to control this access? 

A. Delete the "All Authenticated Users" group. 

B. Disable anonymous access using IBM Cognos Configuration. 

C. Modify the advanced properties of the authorization namespace. 

D. Remove the "Everyone" group from the "System Administrators" role. 

Correct Answer: B 



You can disable the Anonymous user account by changing the configuration parameters in the configuration tool. This
entry represents a user account shared by members of the general public who can access IBM Cognos software without
being prompted for authentication. For example, this type of access is useful when distributing an online catalog.
Anonymous users can see only those entries for which access permissions are not set, or are set specifically for this
account or for the Everyone group. 

Incorrect Answers: 

A: The built-in entries include the Anonymous user account, the groups All Authenticated Users and Everyone, and the
role System Administrators. You cannot delete the built-in entries. They appear in both secured and non-secured
environments. 

References: IBM Cognos Administration Version 10.1.0, Administration and Security Guide, page 297 

 

QUESTION 7

The folder "AP" has reports that can retain output for 12 months. The administrator needs to remove report 

output that is at least 30 days old from the Content Store, and archive it to an external repository while 

keeping up to 12 months of run history. 

How can this be accomplished without losing any output or run history? 

A. Create and run a Content Removal task and set the options of Run history to 12 Months and Output versions to 30
days. Create a Content Archival task for the folder "AP". 

B. Create and run a Retention Rule task and set the options of Run history to 12 Months and Output 

versions to 30 days. Create and run a Content Archival task for the folder "AP". 

C. Create and run a Content Archival task for the folder "AP". Create and run a Content Removal task and set the
options of Run history to 12 Months and Output versions to 30 days. 

D. Create and run a Retention Rule task and set the options of Run history to 12 Months and Output versions to 30
days. Create and run a Content Archival task for the folder "AP" and choose the Archival settings of Copy then remove. 

Correct Answer: C 

Administrators use the retention rule update task to specify the number of reports, queries, analyses, and 

document objects to keep in the content store. You can specify how long to keep the history and output 

versions in the content store. 

Anything that is older than the date you specify is deleted from the content store. 

Run this task only after creating and running the content archival task. If you run it before, content that was 

not marked for archival is permanently deleted from the content store. 

References: https://www.ibm.com/support/knowledgecenter/en/SSEP7J_10.2.1/ 

com.ibm.swg.ba.cognos.ug_cra.10.2.1.doc/t_creat_retent_rl.html 



 

QUESTION 8

Where can a report or dashboard be saved? 

A. folder, package, My content 

B. data module, package, folder 

C. hidden folder, My content, data module 

D. Top Level of Team content, folder, package 

Correct Answer: A 

While you are working on your custom dashboard, save it locally in the My content folder. When you finish creating your
dashboard, you can make it available to users with the WCM Report User role by copying it to your custom dashboard
folder in Team Content. When you finish creating your dashboard, you can make it available to users with the WCM
Report User role by copying it to your custom dashboard folder in Team Content. 

References: https://www.ibm.com/support/knowledgecenter/en/SSRMV7/com.ibm.iwcm.doc/care/
t_reporting_create_dashboards.html 

 

QUESTION 9

A user has been given administration capabilities to manage tasks without going into the IBM 

Administration console. 

Which of the following options can be performed? (Choose two.) 

A. Importing and exporting specific folder content. 

B. Creating or modifying a Datasource Connection. 

C. Adding new groups and folder to the Cognos namespace. 

D. Adding a new contact and distribution list to the Cognos namespace. 

E. Viewing past and upcoming scheduled jobs and reports and what is currently running. 

Correct Answer: AE 

 

QUESTION 10

An administrator has configured authentication. 

Which statement is true for users logging on to the application? 

A. When anonymous access is enabled users cannot log on to a 3rd party authentication provider namespace. 

B. Users will be automatically logged off after a defined inactivity timeout period that is set in IBM Cognos



Configuration. 

C. Although multiple 3rd party authentication provider namespaces are configured, a user can only be logged on to one
namespace at a time. 

D. After a defined number of failed log on attempts a user will be locked out of their account, which will require
intervention through the IBM Administration console. 

Correct Answer: B 

How to adjust the session timeout in Cognos Analytics 

1. 

Launch Cognos Configuration and navigate to "Local configuration -> Security -> Authentication" 

2. 

Modify the "Inactivity timeout in seconds" from the default 3600 to your desired time (for example 7200 = 2 hours"). 

3. 

Save the configuration and restart the Cognos service for the changes to take effect 

References: http://www-01.ibm.com/support/docview.wss?uid=swg21998445 

 

QUESTION 11

An administrator would like to log the activity for a single user. 

Which action is required? 

A. Set the Report service logging to Trace. 

B. Modify the ipfcogconfig.xml file in the bin64 directory. 

C. Use the Remote Process service for Java Management Extensions (JMX). 

D. Set the advanced parameter RSVP.REPORTUSER.LOG for the Report service. 

Correct Answer: C 

You can use logs to diagnose a problem that is occurring for one or more specific users. You enable and disable logging
for specific users by using the Remote Process service for Java Management Extensions (JMX), a technology that
supplies tools to manage and monitor applications and service-oriented networks. You connect to the JMX Remote
Process service using the jconsole executable that is provided with the Java JDK. References:
https://www.ibm.com/support/knowledgecenter/en/SSEP7J_11.0.0/
com.ibm.swg.ba.cognos.ug_cra.doc/t_disableipfuser.html 

 

QUESTION 12

An administrator is implementing security by modifying access to the secured functions and secured 



features. 

Which statement is true? 

A. A hyperlink on the Capabilities page represents a secures function that contains secured features. 

B. Granting execute permission on a secured function automatically grants execute permission to all secured features. 

C. As part of the initial security implementation, an administrator must grant access to secured functions and features to
the predefined roles. 

D. To view a list of the second functions and features available to them, a user must contact their administrator because
only the administrator can perform this function. 

Correct Answer: B 

You set access to the secured functions and features by granting execute permissions for them to specified
namespaces, users, groups, or roles. 

Incorrect Answers: 

C: When a content store is initialized, the initial permissions for the secured functions and features are created. The
permissions define which of the predefined and built-in Cognos groups and roles have access to which secured
functions and features, and the type of access. The initial permissions grant unrestricted access to IBM Cognos
software because the built-in role System Administrators includes the group Everyone in its membership. 

References: IBM Cognos Administration Version 10.1.0, Administration and Security Guide 
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