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QUESTION 1

To help review or design security controls, they can be classified by several criteria. One of these criteria is based on
time. According to this criteria, which of the following controls are intended to prevent an incident from occurring? 

A. Adaptive controls 

B. Preventive controls 

C. Detective controls 

D. Corrective controls 

Correct Answer: B 

 

QUESTION 2

Which one of the following is the only output for the qualitative risk analysis process? 

A. Enterprise environmental factors 

B. Project management plan 

C. Risk register updates 

D. Organizational process assets 

Correct Answer: C 

 

QUESTION 3

The Phase 3 of DITSCAP CandA is known as Validation. The goal of Phase 3 is to validate that the 

preceding work has produced an IS that operates in a specified computing environment. What are the 

process activities of this phase? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Perform certification evaluation of the integrated system 

B. System development 

C. Certification and accreditation decision 

D. Develop recommendation to the DAA 

E. Continue to review and refine the SSAA 

Correct Answer: ACDE 



 

QUESTION 4

In which of the following testing methodologies do assessors use all available documentation and work under no
constraints, and attempt to circumvent the security features of an information system? 

A. Full operational test 

B. Penetration test 

C. Paper test 

D. Walk-through test 

Correct Answer: B 

 

QUESTION 5

What are the responsibilities of a system owner? 

Each correct answer represents a complete solution. Choose all that apply. 

A. Integrates security considerations into application and system purchasing decisions and development projects. 

B. Ensures that the systems are properly assessed for vulnerabilities and must report any to the incident response team
and data owner. 

C. Ensures that adequate security is being provided by the necessary controls, password management, remoteaccess
controls, operating system configurations, and so on. 

D. Ensures that the necessary security controls are in place. 

Correct Answer: ABC 

 

QUESTION 6

Harry is the project manager of the MMQ Construction Project. In this project Harry has identified a supplier who can
create stained glass windows for 1,000 window units in the construction project. The supplier is an artist who works by
himself, but creates windows for several companies throughout the United States. Management reviews the proposal to
use this supplier and while they agree that the supplier is talented, they do not think the artist can fulfill the 1,000
window units in time for the project\\'s deadline. Management asked Harry to find a supplier who will guarantee the
completion of the windows by the needed date in the schedule. What risk response has management asked Harry to
implement? 

A. Acceptance 

B. Mitigation 

C. Avoidance 

D. Transference 



Correct Answer: B 

 

QUESTION 7

Eric is the project manager of the NQQ Project and has hired the ZAS Corporation to complete part of the project work
for Eric\\'s organization. Due to a change request the ZAS Corporation is no longer needed on the project even though
they have completed nearly all of the project work. Is Eric\\'s organization liable to pay the ZAS Corporation for the work
they have completed so far on the project? 

A. No, the ZAS Corporation did not complete all of the work. 

B. Yes, the ZAS Corporation did not choose to terminate the contract work. 

C. It depends on what the outcome of a lawsuit will determine. 

D. It depends on what the terminationclause of the contract stipulates 

Correct Answer: D 

 

QUESTION 8

In which of the following phases do the system security plan update and the Plan of Action and Milestones (POAM)
update take place? 

A. Continuous Monitoring Phase 

B. Accreditation Phase 

C. Preparation Phase 

D. DITSCAP Phase 

Correct Answer: A 

 

QUESTION 9

FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for assessing
the security of information systems. Which of the following FITSAF levels shows that the procedures and controls have
been implemented? 

A. Level 2 

B. Level 3 

C. Level 5 

D. Level 4 

E. Level 1 

Correct Answer: B 



 

QUESTION 10

A security policy is an overall general statement produced by senior management that dictates what role security plays
within the organization. What are the different types of policies? Each correct answer represents a complete solution.
Choose all that apply. 

A. Systematic 

B. Regulatory 

C. Advisory 

D. Informative 

Correct Answer: BCD 

 

QUESTION 11

Which of the following methods of authentication uses finger prints to identify users? 

A. PKI 

B. Mutual authentication 

C. Biometrics 

D. Kerberos 

Correct Answer: C 

 

QUESTION 12

You are the project manager of the GHY Project for your company. You have completed the risk response planning with
your project team. You now need to update the WBS. Why would the project manager need to update the WBS after the
risk response planning process? Choose the best answer. 

A. Because of risks associated with work packages 

B. Because of work that was omitted during the WBS creation 

C. Because of risk responses that are now activities 

D. Because of new work generated by the risk responses 

Correct Answer: D 
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