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QUESTION 1

An organization\\'s existing infrastructure includes site-to-site VPNs between datacenters. In the past year, a
sophisticated attacker exploited a zero-day vulnerability on the VPN concentrator. Consequently, the Chief Information
Security Officer (CISO) is making infrastructure changes to mitigate the risk of service loss should another zero-day
exploit be used against the VPN solution. 

Which of the following designs would be BEST for the CISO to use? 

A. Adding a second redundant layer of alternate vendor VPN concentrators 

B. Using Base64 encoding within the existing site-to-site VPN connections 

C. Distributing security resources across VPN sites 

D. Implementing IDS services with each VPN concentrator 

E. Transitioning to a container-based architecture for site-based services 

Correct Answer: A 

If on VPN concentrator goes down due to a zero day threat, having a redundant VPN concentrator of a different vendor
should keep you going. 

 

QUESTION 2

A bank is working with a security architect to find the BEST solution to detect database management system
compromises. The solution should meet the following requirements: 

1.

 Work at the application layer 

2.

 Send alerts on attacks from both privileged and malicious users 

3.

 Have a very low false positive 

Which of the following should the architect recommend? 

A. FIM 

B. WAF 

C. NIPS 

D. DAM 

E. UTM 



Correct Answer: D 

 

QUESTION 3

During a remodel, a company\\'s computer equipment was moved to a secure storage room with cameras positioned on
both sides of the door. The door is locked using a card reader issued by the security team, and only the security team
and department managers have access to the room. The company wants to be able to identify any unauthorized
individuals who enter the storage room by following an authorized employee. 

Which of the following processes would BEST satisfy this requirement? 

A. Monitor camera footage corresponding to a valid access request. 

B. Require both security and management to open the door. 

C. Require department managers to review denied-access requests. 

D. Issue new entry badges on a weekly basis. 

Correct Answer: B 

Reference: https://www.getkisi.com/access-control 

 

QUESTION 4

SIMULATION 

As a security administrator, you are asked to harden a server running Red Hat Enterprise Server 5.5 64-bit. 

This server is being used as a DNS and time server. It is not used as a database, web server, or print server. There are
no wireless connections to the server, and it does not need to print. 

The command window will be provided along with root access. You are connected via a secure shell with root access. 

You may query help for a list of commands. 

Instructions: 

You need to disable and turn off unrelated services and processes. 

It is possible to simulate a crash of your server session. The simulation can be reset, but the server cannot be rebooted.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 



Correct Answer: Check the answer in explanation. 

See the explanation below In Order to deactivate web services, database services and print service, we can do
following things 1) deactivate its services /etc/init.d/apache2 stop /etc/init.d/mysqld stop 2) close ports for these services
Web Server 



iptables -I INPUT -p tcp -m tcp --dport 443 -j REJECTservice iptables save Print Server iptables -I INPUT -p tcp -m tcp
--dport 631 -j REJECTservice iptables save 

Database Server iptables -I INPUT -p tcp -m tcp --dport -j REJECTservice iptables save 3) Kill the process any running
for the same ps -aef|grep mysql kill -9  

 

QUESTION 5

A threat analyst notices the following URL while going through the HTTP logs. 

Which of the following attack types is the threat analyst seeing? 

A. SQL injection 

B. CSRF 

C. Session hijacking 

D. XSS 

Correct Answer: D 

 

QUESTION 6

An organization is developing a disaster recovery plan that requires data to be backed up and available at a moment\\'s
notice. Which of the following should the organization consider FIRST to address this requirement? 

A. Implement a change management plan to ensure systems are using the appropriate versions. 

B. Hire additional on-call staff to be deployed if an event occurs. 

C. Design an appropriate warm site for business continuity. 

D. Identify critical business processes and determine associated software and hardware requirements. 

Correct Answer: C 

Reference: https://searchdisasterrecovery.techtarget.com/definition/warm-site 

 

QUESTION 7

A security analyst receives an alert from the SIEM regarding unusual activity on an authorized public SSH jump server.
To further investigate, the analyst pulls the event logs directly from /var/log/auth.log: graphic.ssh_auth_log. Which of the
following actions would BEST address the potential risks by the activity in the logs? 

A. Alerting the misconfigured service account password 

B. Modifying the AllowUsers configuration directive 



C. Restricting external port 22 access 

D. Implementing host-key preferences 

Correct Answer: B 

Reference: https://www.rapid7.com/blog/post/2017/10/04/how-to-secure-ssh-server-using- port-knocking-on-ubuntu-
linux/ 

 

QUESTION 8

Which of the following is required for an organization to meet the ISO 27018 standard? 

A. All Pll must be encrypted. 

B. All network traffic must be inspected. 

C. GDPR equivalent standards must be met 

D. COBIT equivalent standards must be met 

Correct Answer: A 

 

QUESTION 9

A developer wants to develop a secure external-facing web application. The developer is looking for an online
community that produces tools, methodologies, articles, and documentation in the field of web-application security 

Which of the following is the BEST option? 

A. ICANN 

B. PCI DSS 

C. OWASP 

D. CSA 

E. NIST 

Correct Answer: C 

 

QUESTION 10

An energy company is required to report the average pressure of natural gas used over the past quarter. A PLC sends
data to a historian server that creates the required reports. Which of the following historian server locations will allow the
business to get the required reports in an ?? and IT environment? 

A. In the ?? environment, use a VPN from the IT environment into the ?? environment. 

B. In the ?? environment, allow IT traffic into the ?? environment. 



C. In the IT environment, allow PLCs to send data from the ?? environment to the IT environment. 

D. Use a screened subnet between the ?? and IT environments. 

Correct Answer: C 

 

 

QUESTION 11

A security analyst discovered that a database administrator\\'s workstation was compromised by malware. After
examining the Jogs. the compromised workstation was observed connecting to multiple databases through ODBC. The
following query behavior was captured: 

Assuming this query was used to acquire and exfiltrate data, which of the following types of data was compromised, and
what steps should the incident response plan contain? 

A. Personal health information: Inform the human resources department of the breach and review the DLP logs. 

B. Account history; Inform the relationship managers of the breach and create new accounts for the affected users. 

C. Customer IDs: Inform the customer service department of the breach and work to change the account numbers. 

D. PAN: Inform the legal department of the breach and look for this data in dark web monitoring. 

Correct Answer: D 

 

QUESTION 12

An administrator at a software development company would like to protect the integrity Of the company\\'s applications
with digital signatures. The developers report that the signing process keeps failing on all applications. The same key
pair used for signing, however, is working properly on the website, is valid, and is issued by a trusted CA. Which of the
following is MOST likely the cause of the signature failing? 

A. The NTP server is set incorrectly for the developers. 

B. The CA has included the certificate in its CRL_ 

C. The certificate is set for the wrong key usage. 

D. Each application is missing a SAN or wildcard entry on the certificate. 

Correct Answer: C 
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