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QUESTION 1

Named expressions enable you to: 

A. Examine core components. 

B. Define reusable expressions. 

C. Define the permissions on reports 

D. Define ODBC user directory attributes. 

Correct Answer: B 

 

QUESTION 2

You need to test and demonstrate the use of IP checking to show how you can prevent someone from stealing a cookie
and using that cookie to access a system. You have chosen not to enable PersistentCookies. Which parameter shouID
you set to Yes? 

A. TransientIPCheck 

B. PersistentIPCheck 

C. SMIdentityIPCheck 

D. SMSessionIPCheck 

Correct Answer: A 

 

QUESTION 3

Which feature characterizes Policy Server clusters? 

A. They have a default failover threshoIDof 50%. 

B. They are defined as part of a Host Configuration Object (HCO). 

C. They include a secure network channel between all Policy Servers and the Monitor processes. 

D. For distributed monitoring, each Policy Server monitors all the other Policy Servers in the cluster. 

Correct Answer: B 

 

QUESTION 4

The SMAUTHREASON parameter hoIDs the reason code associated with a login failure. What does
SMAUTHREASON=7 signify? 



A. User disabled 

B. Unknown user 

C. Password Expired 

D. Password must change 

Correct Answer: A 

 

 

QUESTION 5

When you set the RequireCookies parameter, which cookie does the Web Agent set during basic authentication? 

A. SMDATA 

B. SMSESSION 

C. SMIDENTTTY 

D. SMCHALLENGE 

Correct Answer: D 

 

QUESTION 6

What is the purpose of IP checking? 

A. It enables you to use persistent cookies. 

B. It prevents unauthorized IP addresses from gaining access. 

C. It enables you to use single sign-on (SSO) for multiple browser settings. 

D. It enables you to start a new browser setting and still have the SSO capability. 

Correct Answer: B 

 

QUESTION 7

Which log file hoIDs log records for the CA SiteMinder user interface (UI)? 

A. SiteMinder trace log 

B. Application Server log 

C. SiteMinder web agent log 

D. SiteMinder Policy Server log 



Correct Answer: B 

 

QUESTION 8

To fully utilize CA SiteMinder password services, what do you need to utilize in the user directory store? 

A. Replication 

B. A read only account 

C. Access Control Lists (ACLs) 

D. An administrator account with read/write capabilities 

Correct Answer: D 

 

QUESTION 9

Two features of global policies are: 

A. they are different for each domain and apply to users in all user directories. 

B. they are different for each domain and apply only to a single user directory. 

C. they belong to a generic global domain and apply to users in all user directories. 

D. they belong to a generic global domain and apply only to a single user directory. 

Correct Answer: C 

 

 

QUESTION 10

The Active Directory Global Catalog feature is useful in a multi-domain forest where it provides a central repository of
domain information for the forest by storing partial replicas of all domain directory partitions. When integrating Active
Directory with CA SiteMinder, which Global Catalog- related limitation do you need to consider? 

A. Load balancing and failover are not supported when you use Global Catalog. 

B. Password Services is not supported because Global Catalog does not support writes. 

C. A Policy Server cannot communicate with an Active Directory Global Catalog User Store. 

D. A Policy Server can communicate with an Active Directory Global Catalog User Store but cannot operate in Federal
Information Processing Standards (FTPS) mode. 

Correct Answer: B 

 



QUESTION 11

Which happens if you set the FCCCompatMode Agent parameter to YES? 

A. The Web Agent is unable to process impersonation requests. 

B. An extra redirect is needed during a form-based authentication. 

C. Form Authentication cannot be used in the mixed environment of v4.x agents. 

D. User authentication takes place at the Forms Credential Collector (FCC), where the response is triggered, but the
text in the response is lost. 

Correct Answer: B 

 

 

QUESTION 12

Which statement about the CA SiteMinder Extensible Policy Store (XPS) is TRUE? 

A. It exports to .dtd files. 

B. It cannot co-exist with legacy policy stores. 

C. New applications can be added without altering the schema. 

D. It uses the new CA SiteMinder Data Interchange Format (SMDIF). 

Correct Answer: C 
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