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QUESTION 1

Which combination of safe member permissions will allow End Users to log in to a remote machine transparently but
NOT show or copy the password?

A. Use Accounts, Retrieve Accounts, List Accounts
B. Use Accounts, List Accounts

C. Use Accounts

D. List Accounts, Retrieve Accounts

Correct Answer: B

QUESTION 2

Any user can monitor live sessions in real time when initiating RDP connection via Secure Connect through PSM.
A. True

B. False

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Configuring- the-
Privileged-Session- Management-Interface.htm

QUESTION 3

Which Built-in group grants access to the ADMINISTRATION page?
A. PYWAMonitor

B. PVWAUsers

C. Auditors

D. Vault Admins

Correct Answer: B

QUESTION 4
Which user(s) can access all passwords in the vault?

A. Administrator



B. Any member of Vault Admins
C. Any member of Auditors
D. Master

Correct Answer: D

QUESTION 5

An Auditor needs to login to the PSM in order to live monitor an active session. Which User ID is used to establish the
RDP connection to the PSM server?

A. PSMConnect

B. PSMMaster

C. PSMGwUser

D. PSMAdminConnect
Correct Answer: D

https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PAS%20INST/Optional-Moving-the-
PSMConnec-and-PSMAdminConnect-users-to-your-Domain.htm#ConfiguretheRemoteDesktopSessiononthePSM

QUESTION 6

How does the Vault administrator apply a new license file?

A. Upload the license.xml file to the system Safe and restart the PrivateArk Server service.

B. Upload the license.xml file to the system Safe.

C. Upload the license.xml file to the Vault Internal Safe and restart the PrivateArk Server service.
D. Upload the license.xml file to the Vault Internal Safe.

Correct Answer: B

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.1/en/Content/PASIMP/Managing-the- CyberArk-
License.htm

QUESTION 7
Which service should NOT be running on the DR Vault when the primary production Vault is up?

A. PrivateArk Database



B. PrivateArk Server
C. CyberArk Vault Disaster Recovery Service
D. CyberArk Logical Container

Correct Answer: B

QUESTION 8

Which of the Following can be configured in the Master Policy? Choose all that apply
A. Dual Control

B. One Time Passwords

C. Exclusive Passwords

D. Password Reconciliation

E. Ticketing Integration

F. Required Properties

G. Custom Connection Components
H. Password Aging Rules

Correct Answer: ABCH

Explanation: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.4/en/Content/PASIMP/Working-with-Master-
Policy-Rules.htm

QUESTION 9

When working with the CyberArk Cluster, which service is considered Optional (i.e., failure of the service does not
mandate a failover)?

A. PrivateArk Server

B. PrivateArk Database

C. Event Notification Engine
D. Logic Container

Correct Answer: C

QUESTION 10



tsparm.ini is the main configuration file for the vault.
A. TRUE
B. FALSE

Correct Answer: B

QUESTION 11

A user has successfully conducted a short PSM session and logged off. However, the user cannot access the
Monitoring tab to view the recordings. What is the issue?

A. The user must login as PSMAdminConnect.

B. The PSM service is not running.

C. The user is not a member of the PVWAMonitor group.
D. The user is not a member of the Auditors group.
Correct Answer: D

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PASIMP/Monitoring- Privileged-
Sessions.htm

QUESTION 12

A Simple Mail Transfer Protocol (SMTP) integration is critical for monitoring Vault activity and facilitating workflow
processes, such as Dual Control.

A. True
B. False

Correct Answer: A
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