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QUESTION 1

What is the best source for information about securing a physical asset\\'s BIOS? 

A. Security policies 

B. Manual pages 

C. Vendor documentation 

D. Regulations 

Correct Answer: C 

Vendor documentation from the manufacturer of the physical hardware is the best source of best practices for securing
the BIOS. 

 

QUESTION 2

Countermeasures for protecting cloud operations against external attackers include all of the following except: 

A. Continual monitoring for anomalous activity. 

B. Detailed and extensive background checks. 

C. Regular and detailed configuration/change management activities 

D. Hardened devices and systems, including servers, hosts, hypervisors, and virtual machines. 

Correct Answer: B 

Background checks are controls for attenuating potential threats from internal actors; external threats aren\\'t likely to
submit to background checks. 

 

QUESTION 3

Limits for resource utilization can be set at different levels within a cloud environment to ensure that no particular entity
can consume a level of resources that impacts other cloud customers. 

Which of the following is NOT a unit covered by limits? 

A. Hypervisor 

B. Cloud customer 

C. Virtual machine 

D. Service 

Correct Answer: A 



The hypervisor level, as a backend cloud infrastructure component, is not a unit where limits may be applied to control
resource utilization. Limits can be placed at the service, virtual machine, and cloud customer levels within a cloud
environment. 

 

QUESTION 4

Where is an XML firewall most commonly and effectively deployed in the environment? 

A. Between the application and data layers 

B. Between the presentation and application layers 

C. Between the IPS and firewall 

D. Between the firewall and application server 

Correct Answer: D 

An XML firewall is most commonly deployed in line between the firewall and application server to validate XML code
before it reaches the application. An XML firewall is intended to validate XML before it reaches the application. Placing
the XML firewall between the presentation and application layers, between the firewall and IPS, or between the
application and data layers would not serve the intended purpose. 

 

QUESTION 5

Over time, what is a primary concern for data archiving? 

A. Size of archives 

B. Format of archives 

C. Recoverability 

D. Regulatory changes 

Correct Answer: C 

Over time, maintaining the ability to restore and read archives is a primary concern for data archiving. As technologies
change and new systems are brought in, it is imperative for an organization to ensure they are still able to restore and
access archives for the duration of the required retention period. 

 

QUESTION 6

What\\'s a potential problem when object storage versus volume storage is used within IaaS for application use and
dependency? 

A. Object storage is only optimized for small files. 

B. Object storage is its own system, and data consistency depends on replication. 

C. Object storage may have availability issues. 



D. Object storage is dependent on access control from the host server. 

Correct Answer: B 

Object storage runs on its own independent systems, which have their own redundancy and distribution. To ensure data
consistency, sufficient time is needed for objects to fully replicate to all potential locations before being accessed. Object
storage is optimized for high availability and will not be any less reliable than any other virtual machine within a cloud
environment. It is hosted on a separate system that does not have dependencies in local host servers for access
control, and it is optimized for files of all different sizes and uses. 

 

QUESTION 7

The president of your company has tasked you with implementing cloud services as the most efficient way of obtaining
a robust disaster recovery configuration for your production services. 

Which of the cloud deployment models would you MOST likely be exploring? 

A. Hybrid 

B. Private 

C. Community 

D. Public 

Correct Answer: A 

A hybrid cloud model spans two more different hosting configurations or cloud providers. This would enable an
organization to continue using its current hosting configuration, while adding additional cloud services to enable disaster
recovery capabilities. The other cloud deployment models--public, private, and community--would not be applicable for
seeking a disaster recovery configuration where cloud services are to be leveraged for that purpose rather than
production service hosting. 

 

QUESTION 8

Which of the following frameworks focuses specifically on design implementation and management? 

A. ISO 31000:2009 

B. ISO 27017 

C. NIST 800-92 

D. HIPAA 

Correct Answer: A 

 

ISO 31000:2009 specifically focuses on design implementation and management. HIPAA refers to health care
regulations, NIST 800-92 is about log management, and ISO 27017 is about cloud specific security controls. 

 



QUESTION 9

Which component of ITIL involves handling anything that can impact services for either internal or public users? 

A. Incident management 

B. Deployment management 

C. Problem management 

D. Change management 

Correct Answer: A 

Incident management is focused on limiting the impact of disruptions to an organization\\'s services or operations, as
well as returning their state to full operational status as soon as possible. Problem management is focused on
identifying and mitigating known problems and deficiencies before they occur. Deployment management is a
subcomponent of change management and is where the actual code or configuration change is put into place. Change
management involves the processes and procedures that allow an organization to make changes to its IT systems and
services in a controlled manner. 

 

QUESTION 10

Which of the following is NOT one of the main intended goals of a DLP solution? 

A. Showing due diligence 

B. Preventing malicious insiders 

C. Regulatory compliance 

D. Managing and minimizing risk 

Correct Answer: B 

Data loss prevention (DLP) extends the capabilities for data protection beyond the standard and traditional security
controls that are offered by operating systems, application containers, and network devices. DLP is not specifically
implemented to counter malicious insiders, and would not be particularly effective in doing so, because a malicious
insider with legitimate access would have other ways to obtain data. DLP is a set of practices and controls to manage
and minimize risk, comply with regulatory requirements, and show due diligence with the protection of data. 

 

QUESTION 11

When using an IaaS solution, what is the capability provided to the customer? 

A. To provision processing, storage, networks, and other fundamental computing resources when the consumer is able
to deploy and run arbitrary software, which can include OSs and applications. 

B. To provision processing, storage, networks, and other fundamental computing resources when the auditor is able to
deploy and run arbitrary software, which can include OSs and applications. 

C. To provision processing, storage, networks, and other fundamental computing resources when the provider is able to
deploy and run arbitrary software, which can include OSs and applications. 



D. To provision processing, storage, networks, and other fundamental computing resources when the consumer is not
able to deploy and run arbitrary software, which can include OSs and applications. 

Correct Answer: A 

According to "The NIST Definition of Cloud Computing," in IaaS, "the capability provided to the consumer is to provision
processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and
run arbitrary software, which can include operating systems and applications. The consumer does not manage or
control the underlying cloud infrastructure but has control over operating systems, storage, and deployed applications;
and possibly limited control of select networking components (e.g., host firewalls). 

 

QUESTION 12

Which of the following does NOT fall under the "IT" aspect of quality of service (QoS)? 

A. Applications 

B. Key performance indicators (KPIs) 

C. Services 

D. Security 

Correct Answer: B 

KPIs fall under the "business" aspect of QoS, along with monitoring and measuring of events and business processes.
Services, security, and applications are all core components and concepts of the "IT" aspect of QoS. 
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