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QUESTION 1

During a malware-driven distributed denial of service attack, a security researcher found excessive requests to a name
server referring to the same domain name and host name encoded in hexadecimal. The malware author used which
type of command and control? 

A. Internet Relay Chat (IRC) 

B. Dnscat2 

C. Custom channel 

D. File Transfer Protocol (FTP) 

Correct Answer: D 

Reference: https://www.csoonline.com/article/3276660/what-is-shodan-the-search-engine-for-everythingon-the-
internet.html 

 

QUESTION 2

Senior management has stated that antivirus software must be installed on all employee workstations. Which of the
following does this statement BEST describe? 

A. Guideline 

B. Procedure 

C. Policy 

D. Standard 

Correct Answer: C 

 

QUESTION 3

After a hacker obtained a shell on a Linux box, the hacker then sends the exfiltrated data via Domain Name System
(DNS). This is an example of which type of data exfiltration? 

A. Covert channels 

B. File sharing services 

C. Steganography 

D. Rogue service 

Correct Answer: A 

 



QUESTION 4

A Windows system administrator has received notification from a security analyst regarding new malware 

that executes under the process name of "armageddon.exe" along with a request to audit all department 

workstations for its presence. 

In the absence of GUI-based tools, what command could the administrator execute to complete this task? 

A. ps -ef | grep armageddon 

B. top | grep armageddon 

C. wmic process list brief | find "armageddon.exe" 

D. wmic startup list full | find "armageddon.exe" 

Correct Answer: C 

Reference: https://www.andreafortuna.org/2017/08/09/windows-command-line-cheatsheet-part-2-wmic/ 

 

QUESTION 5

A security professional discovers a new ransomware strain that disables antivirus on the endpoint during an infection.
Which location would be the BEST place for the security professional to find technical information about this malware? 

A. Threat intelligence feeds 

B. Computer emergency response team (CERT) press releases 

C. Vulnerability databases 

D. Social network sites 

Correct Answer: A 

Reference: https://whatis.techtarget.com/definition/threat-intelligence-feed 

 

QUESTION 6

A company website was hacked via the following SQL query: 

email, passwd, login_id, full_name FROM members WHERE email = "attacker@somewhere.com"; DROP TABLE
members; ? 

Which of the following did the hackers perform? 

A. Cleared tracks of attacker@somewhere.com entries 

B. Deleted the entire members table 

C. Deleted the email password and login details 



D. Performed a cross-site scripting (XSS) attack 

Correct Answer: C 

 

QUESTION 7

According to company policy, all accounts with administrator privileges should have suffix _ja. While 

reviewing Windows workstation configurations, a security administrator discovers an account without the 

suffix in the administrator\\'s group. 

Which of the following actions should the security administrator take? 

A. Review the system log on the affected workstation. 

B. Review the security log on a domain controller. 

C. Review the system log on a domain controller. 

D. Review the security log on the affected workstation. 

Correct Answer: B 

 

QUESTION 8

Which of the following are well-known methods that are used to protect evidence during the forensics process? (Choose
three.) 

A. Evidence bags 

B. Lock box 

C. Caution tape 

D. Security envelope 

E. Secure rooms 

F. Faraday boxes 

Correct Answer: ACD 

 

QUESTION 9

Which of the following is an automated password cracking technique that uses a combination of uppercase and
lowercase letters, 0-9 numbers, and special characters? 

A. Dictionary attack 

B. Password guessing 



C. Brute force attack 

D. Rainbow tables 

Correct Answer: C 

Reference: https://www.cloudways.com/blog/what-is-brute-force-attack/ 

 

QUESTION 10

Malicious code designed to execute in concurrence with a particular event is BEST defined as which of the following? 

A. Logic bomb 

B. Rootkit 

C. Trojan 

D. Backdoor 

Correct Answer: A 

Reference: https://searchsecurity.techtarget.com/definition/Malware-Glossary 

 

QUESTION 11

A company help desk is flooded with calls regarding systems experiencing slow performance and certain Internet sites
taking a long time to load or not loading at all. The security operations center (SOC) analysts who receive these calls
take the following actions: 

-Running antivirus scans on the affected user machines 

-

Checking department membership of affected users 

-

Checking the host-based intrusion prevention system (HIPS) console for affected user machine alerts 

-

Checking network monitoring tools for anomalous activities 

Which of the following phases of the incident response process match the actions taken? 

A. Identification 

B. Preparation 

C. Recovery 

D. Containment 



Correct Answer: A 

 

QUESTION 12

Which asset would be the MOST desirable for a financially motivated attacker to obtain from a health insurance
company? 

A. Transaction logs 

B. Intellectual property 

C. PII/PHI 

D. Network architecture 

Correct Answer: C 
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