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QUESTION 1

The risk committee is overwhelmed by the number of false positives included in risk reports. What action would BEST
address this situation? 

A. Conduct a risk assessment 

B. Evaluate key risk indicators (KRIs). 

C. Change the reporting format. 

D. Adjust the IT balanced scorecard 

Correct Answer: B 

 

QUESTION 2

An enterprise has learned of a new regulation that may impact delivery of one of its core technology services Which of
the following should the done FIRST? 

A. Update the risk management framework 

B. Determine whether the board wants to comply with the regulation 

C. Assess the risk associated with the new regulation 

D. Request an action plan from the risk team 

Correct Answer: C 

 

QUESTION 3

An enterprise learns that a new privacy regulation was recently published to protect customers in the event of a breach
involving personally identifiable information (Pll). The IT risk management team\\'s FIRST course of action should be to: 

A. evaluate the risk appetite for the new regulation. 

B. define the risk tolerance for the new regulation. 

C. determine if the new regulation introduces new risk. 

D. assign a risk owner for the new regulation. 

Correct Answer: C 

 

QUESTION 4

A regulatory audit assessed an enterprise\\'s main transactional application as noncompliant. In addition to fines and
required corrections, an agreement was reached to implement a set of governance controls over IT. Accountability for



these controls is BEST assigned to which of the following? 

A. CIO 

B. Internal audit director 

C. Application users 

D. The board of directors 

Correct Answer: D 

 

QUESTION 5

When evaluating benefits realization of IT process performance, the analysis MUST be based on; 

A. key business objectives. 

B. industry standard key performance indicators (KPIs). 

C. portfolio prioritization criteria. 

D. IT risk policies. 

Correct Answer: A 

 

QUESTION 6

Which of the following is the MOST important attribute of an information steward? 

A. The information steward manages the systems that process the relevant data. 

B. The information steward has expertise in managing data quality systems. 

C. The information steward is closely aligned with the business function. 

D. The information steward is part of the information architecture group. 

Correct Answer: A 

 

QUESTION 7

A marketing enterprise is considering procuring customer information to more accurately target customer
communications and increase sales. The data has a very high cost to the enterprise. Which of the following would
provide the MOST comprehensive view into the potential value to the organization? 

A. Investment services board review 

B. Net present value {NPV) calculation 

C. Risk assessment results 



D. Cost-benefit analysis results 

Correct Answer: B 

 

QUESTION 8

Which of the following groups should approve the implementation of new technology? 

A. IT steering committee 

B. IT audit department 

C. Portfolio management office 

D. Program management office 

Correct Answer: A 

 

QUESTION 9

Following a re-prioritization of business objectives by management, which of the following should be performed FIRST
to allocate resources to IT processes? 

A. Perform a maturity assessment. 

B. Implement a RACI model. 

C. Refine the human resource management plan. 

D. Update the IT strategy. 

Correct Answer: C 

 

QUESTION 10

Supply chain management has established a supplier policy requiring multiple technology suppliers. What is the BEST
way to ensure the success of this policy? 

A. Identity and select suppliers based on cost. 

B. Align the vendor selection process with the security policy. 

C. Implement a master service agreement. 

D. Align enterprise architecture (EA) and procurement strategies. 

Correct Answer: D 

 

QUESTION 11



An independent consultant has been hired to conduct an ad hoc audit of an enterprise\\'s information security office with
results reported to the IT governance committee and the board Which of the following is MOST important to provide to
the consultant before the audit begins? 

A. Acceptance of the audit risks and opportunities 

B. The scope and stakeholders of the audit 

C. The organizational structure of the security office 

D. The policies and framework used by the security office 

Correct Answer: B 

 

QUESTION 12

To ensure that information can be traced to the originating event and accountable parties, an enterprise should FIRST: 

A. capture source information and supporting evidence. 

B. improve business process controls. 

C. review information event logs tor potential incidents. 

D. review retention requirements for source information. 

Correct Answer: D 
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