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QUESTION 1

You are troubleshooting a client issue on a Windows laptop. The laptop can see and connect to 2.4 GHz APs, but is
does not even see 5 GHz APs. While evaluating the issue, you determine that this problem is happening for all of the
laptops of this model in the organization. Several other tablets connect on channel 48 and channel 52 in the same work
areas. What is the likely problem? 

A. The clients are configured to use WPA and 5 GHz channels only support WPA2. 

B. The client drivers are faulty and should be upgraded. 

C. The antennas in the laptop have insufficient gain to detect the 5 GHz signals. 

D. The access points are configured to disallow 5 GHz. 

Correct Answer: C 

 

QUESTION 2

You are deploying a WLAN with the access points configured for 10 mW of output power on the 2.4 GHz radios and 20
mW of output power on the 5GHz radios. Some semi-directional antennas are also in use. What kind of deployment is
described? 

A. SOHO 

B. Residential 

C. High density 

D. Standard office 

Correct Answer: A 

 

QUESTION 3

You administer a WLAN that offers a guest SSID of GUESTNWORK. User connect to the GUESTNWORK SSID, but
report that they cannot browse the internet. The devices simply report no internet connection. What common problem
causes this scenario? 

A. NTP issues 

B. Hardware issues 

C. IP routing issues 

D. Captive portal issues 

Correct Answer: C 

 



QUESTION 4

When an ACK frame is not received by the transmitting STA, what is assumed? 

A. The frame was correctly delivered 

B. The frame was not delivered and must be retransmitted 

C. The receiver is offline 

D. The receiver processed the frame, but did not respond with an ACK frame because 802.11w is enabled 

Correct Answer: B 

 

QUESTION 5

What primary metric of scanning can stations use to select the best AP for connectivity to the desired BSS? 

A. Signal strength of AP beacons received. 

B. PING latency when testing against an Internet server. 

C. FCS errors in frames transmitted to and from the AP. 

D. Throughput speed in Mbps. 

Correct Answer: A 

 

QUESTION 6

Your manager asked you to locate a solution that allows for centralized monitoring of WLAN performance over time. He
wants a single pane of glass for administration and monitoring of the solution. What do you recommend? 

A. Laptop-based spectrum analyzers 

B. AP-based spectrum analysis 

C. Overlay WLAN monitoring solution 

D. Laptop-based protocol analyzers 

Correct Answer: C 

AP Spectrum analysis does not qualify as a centralized solution for WLAN performance. An overlay monitoring system
should be the right answer. 

 

QUESTION 7

What is the most effective method for testing roaming in relation to 802.11 VoIP handsets? 

A. Use a spectrum analyzer to monitor RF activity during a VoIP call. 



B. Use a protocol analyzer to capture the traffic generated when a laptop roams. 

C. Place a call with the handset and move around the facility to test quality during roaming. 

D. Use the built-in roaming monitor built into all VoIP handsets. 

Correct Answer: C 

 

QUESTION 8

A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters
long. What is this string called? 

A. MSK 

B. WEP key 

C. Passphrase 

D. PSK 

Correct Answer: C 

http://www.arubanetworks.com/techdocs/ArubaOS_64x_WebHelp/Content/ArubaFrameStyles/VirtualAPs/
SSID_Profiles.htm 

 

QUESTION 9

You are implementing a multi-AP WLAN and fast secure roaming is essential. Which one of the following methods is an
IEEE 802.11 standard method for fast roaming? 

A. Band steering 

B. FT 

C. OKC 

D. Load balancing 

Correct Answer: B 

Reference https://www.networkcomputing.com/wireless-infrastructure/wifi-fast-roaming-simplified/1993108957 

 

QUESTION 10

What security method is commonly used for VoIP handsets when the infrastructure does not support OKC or FT
roaming? 

A. WPA2-Enterprise with EAP-TTLS 

B. WPA2-Enterprise with EAP-TLS 



C. WPA2-Enterprise with PEAP 

D. WPA2-Personal 

Correct Answer: B 

 

QUESTION 11

The requirements for a WLAN you are installing state that it must support unidirectional delays of less than 150 ms and
the signal strength at all receivers can be no lower than -67 dBm. What application is likely used that demands these
requirements? 

A. VoIP 

B. E-Mail 

C. FTP 

D. RTLS 

Correct Answer: A 

 

QUESTION 12

You are deploying a WLAN monitoring solution that utilizes distributed sensor devices. Where should sensors be
deployed for best results? 

A. Every 20 feet and alongside each AP 

B. Closer to the APs 

C. Closer to the client devices 

D. In critical areas where WLAN performance must be high 

Correct Answer: C 
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