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QUESTION 1

Examine the output from an AOS-CX switch implementing a dynamic segmentation solution involving downloadable
user roles: 

Switch# show port-access role clearpass 

Role information: 

Name : icxarubadur_employee-3044-2 

Type : clearpass 

Status: failed, parsing_failed 

Reauthentication Period : 

Authentication Mode : 

Session Timeout : 

The downloadable user roles are not being downloaded to the AOS-CX switch. Based on the above output, what is the
problem? 

A. The certificate that ClearPass uses in invalid 

B. The AOS-CX switch does not have the ClearPass certificate involved 

C. DNS fails to resolve the ClearPass server\\'s FQDN 

D. There is a date/time issue between the ClearPass server and the switch 

Correct Answer: C 

Explanation: "The top-right example shows a parsing_failed status, typically indicative of either a DNS or network
connectivity issue." 

 

QUESTION 2

A network administrator is installing NetEdit. In order for NetEdit to manage the AOS-CX switches in the network, what
must be defined on the AOS-CX switches? (Choose two.) 

A. Enabling telnet 

B. Defining an admin user password 

C. Defining the https user-group 

D. Enabling the RESTful API for read and write access 

E. Enabling SFTP 

Correct Answer: BD 



 

QUESTION 3

What is correct regarding policy-based routing? 

A. Policies can only be applied to routed interfaces. 

B. Policies can be applied inbound and outbound. 

C. Monitoring of policy interfaces occurs every 60 seconds. 

D. Policy actions include routing permitting or dropping traffic. 

Correct Answer: A 

 

QUESTION 4

What is required when implementing captive portal an AOS-CX switches? 

A. Certificate installed on the switch 

B. Web server running on the switch 

C. Device fingerprinting 

D. AAA server 

Correct Answer: D 

 

QUESTION 5

The company has just upgraded their access layer switches with AOS-CX switches and implemented an AAA solution
with ClearPass. The company has become concerned about what actually connects to the user ports on the access
layer switch, Therefore, the company is implementing 802.1X authentication on the AOS-CX switches. An administrator
has globally enabled 802.1X, and has enabled it on all the access ports connected to user devices, including VoIP
phones, security cameras, and wireless Aruba IAPs. Wireless users are complaining that they successfully authenticate
to the IAPs; however, they do not have access to network resources. Previously, this worked before 802.1X was
implemented on the AOS-CX switches. 

What should the company do to solve this problem? 

A. Implement device-based mode on the lAP-connected AOS-CX switch ports. 

B. Implement local user roles and local forwarding on the AOS-CX switches. 

C. Implement downloadable user roles and user-based tunneling (UBT) on the AOS-CX switches. 

D. Implement AAA RADIUS change of authorization on the AOS-CX switches. 

Correct Answer: C 

 



QUESTION 6

A company uses NetEdit to manage a network of 700 AOS-CX switches and approximately 1,000 other SNMP-capable
devices. 

Which management solution should the company use to monitor all the devices, as well as see a topology picture of
how all the devices are connected together? 

A. NetEdit 

B. Aruba AirWave 

C. Aruba Activate 

D. Network Analysis Engine (NAE) 

Correct Answer: A 

 

QUESTION 7

How should a network administrator add NAE scripts and implement NAE agents that will run on an AOS-CX switch? 

A. Use the web interface of the NetEdit server 

B. Use the web interface of the AOS-CX switch 

C. Use the web interface of Aruba Central 

D. Use the CLI of the AOS-CX switch 

Correct Answer: B 

 

QUESTION 8

An administrator is replacing the current access switches with AOS-CX switches. The access layer switches must
authenticate user and networking devices connecting to them. Some devices support no form of authentication, and
some support 802.1X. Some ports have a VoIP phone and a PC connected to the same port, where the PC is
connected to the data port of the phone and the phone\\'s LAN port is connected to the switch. 

Which statement is correct about this situation? 

A. 802.1X must be configured to work in fallback mode 

B. Device fingerprinting is required for authentication 

C. The client-limit setting for port access needs to be changed 

D. Device mode should be implemented 

Correct Answer: C 

Explanation: fallback mode if for the radius part; client limit is for multiple authent on one port (ie phone + pc) 



From doc : 

aaa port-access authenticator client-limit  

Used after executing aaa port-access authenticator to convert authentication from port-based to user-based. Specifies
user-based 802.1X authentication and the maximum number of 802.1X-authenticated client sessions allowed 

on each of the ports in . If a port currently has no authenticated client sessions, the next authenticated client session the
port accepts determines the untagged VLAN membership to which the port is assigned during the session. If 

another client session begins later on the same port while an earlier session is active, the later session will be on the
same untagged VLAN membership as the earlier session. 

 

QUESTION 9

An administrator wants to implement dynamic segmentation policies. The network consists of AOS-CX and Aruba
gateways. 

Which type of forwarding should the administrator implement for users that already connect via wireless, but will also be
connecting on Ethernet switch ports? 

A. User-based tunneling (UBT) 

B. Port-based tunneling (PBT) 

C. Switch-to-switch tunneling (SST) 

D. Local switching 

Correct Answer: A 

 

QUESTION 10

An administrator has configured the following on an AOS-CX switch: 

What is the correct ACL rule configuration that would allow traffic from anywhere to reach the web ports on the two
specified servers? 



A. access-list ip server 10 permit tcp any web-servers group web-ports 

B. access-list ip server 10 permit tcp any object-group web-servers object-group web-ports 

C. access-list ip server 10 permit tcp any group web-servers group web-ports 

D. access-list ip server 10 permit tcp any web-servers web-ports 

Correct Answer: A 

Explanation: Switch1(config-acl-ip)# show run cur access-list ip server 10 permit tcp any web-servers group web-ports 

 

QUESTION 11

An administrator is looking for a data center switching solution that will greatly reduce the likelihood of dropped frames
when uplink congestion is experienced. Which AOS-CX switch queuing feature meets the administrator\\'s needs? 

A. FIFO 

B. VOQ 

C. WFQ 

D. DWWR 

Correct Answer: B 

 

 

QUESTION 12

The network is configured for OSPF with the following attributes: Core1 and Core2 and ABRs Area 1 has 20 networks in
the 10.1.0.0/16 range Area 0 has 10 networks in the 10.0.0.0/16 range Area 2 has 50 networks in the 10.2.0.0/16 range
The ASBR is importing a static route into Area 1 Core2 has a summary for Area 2: area 0.0.0.2 range 10.2.0.0/16 type
inter-area Here is the OSPF configuration performed on Core1: Based on the above information, what is correct? 



A. Area 0 has 13 routes 

B. Core1 has no OSPF routes 

C. Core1 has received one LSA Type 5 from the ASBR 

D. Area 1 has 23 routes 

Correct Answer: D 
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