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QUESTION 1

Joe, a user, saves a document to a flash drive on his computer in order to print the document from a public computer
kiosk. After returning home and reinserting the flash drive in his computer, the security software identifies an infected file
on the flash drive. 

Which of the following is the MOST likely cause of the infection? 

A. The flash drive was infected by a war driving hacker on the way to the public kiosk. 

B. The public workstation was infected by Joe\\'s flash drive. 

C. The public workstation was infected and passed the virus to the flash drive. 

D. The flash drive was already infected by the user\\'s computer. 

Correct Answer: C 

 

 

QUESTION 2

Which of the following is the MOST sensitive Personally Identifiable Information (PII) and should be shared cautiously
and only with trusted resources? 

A. Email address 

B. Phone number 

C. Mother\\'s maiden name 

D. Last name 

Correct Answer: C 

 

QUESTION 3

Which of the following is the function of a CPU? 

A. Encrypts data for remote transmission 

B. Performs data computation 

C. Supplies electricity to components 

D. Provides storage location for files 

Correct Answer: B 

 



QUESTION 4

Which of the following are secure network protocols? (Select TWO). 

A. IMAP 

B. FTPS 

C. SMTP 

D. HTTPS 

E. DNS 

Correct Answer: BD 

 

QUESTION 5

A user has downloaded an application file with the .dmg file extension. 

Which of the following operating systems can be used with this file by default? 

A. iOS 

B. Windows 

C. Mac OS 

D. Chrome OS 

Correct Answer: C 

 

 

QUESTION 6

Which of the following is considered an optical storage medium? 

A. SSD 

B. Blu-Ray 

C. Flash drive 

D. Memory card 

Correct Answer: B 

 

QUESTION 7

Before purchasing a new video card for a PC, which of the following should be checked to ensure there will be enough



electricity for the video card to function properly? 

A. GPU 

B. CPU 

C. GUI 

D. PSU 

Correct Answer: D 

 

QUESTION 8

An employee\\'s new computer came with a free 30-day trial version of antivirus software. The employee\\'s company
provides enterprise antivirus software from a different vendor. 

Which of the following should the employee do in order to use a full version of antivirus software? 

A. Enter the company product key for the antivirus software, enabling the full version. 

B. Uninstall the current version antivirus software and install the company version. 

C. Verify Internet connectivity and run online virus scanning software. 

D. Update the trial antivirus software to the latest version. 

Correct Answer: B 

 

 

QUESTION 9

A user wants to purchase a CAD application that requires 8GB of RAM to operate. 

Which of the following operating system types is required? 

A. 8-bit 

B. 16-bit 

C. 32-bit 

D. 64-bit 

Correct Answer: D 

 

 

QUESTION 10



Which of the following settings will a user configure as part of the initial operating system setup wizard? (Select TWO). 

A. Backup schedule 

B. Accessibility options 

C. Multiple user accounts 

D. Time zone 

E. Computer name 

Correct Answer: DE 

 

QUESTION 11

While browsing the Internet, a user receives a warning regarding the display of mixed content. The address bar includes
https, and the lock symbol is showing. 

Which of the following does this warning indicate about the website? 

A. It stores data in cache or cookies, but not both. 

B. It requires login credentials for some sections. 

C. It contains both secure and non-secure parts. 

D. It is best viewed with a different browser. 

Correct Answer: C 

 

 

QUESTION 12

Which of the following connections provide data with the MOST secure protection from interception? 

A. Wired 

B. WiFi 

C. IR 

D. Cellular 

Correct Answer: A 
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