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QUESTION 1

You are the owner of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. What is this risk
strategy called?

A. Risk bearing

B. Risk avoiding

C. Risk neutral

Correct Answer: C

QUESTION 2

What is the best way to comply with legislation and regulations for personal data protection?
A. Performing a threat analysis

B. Maintaining an incident register

C. Performing a vulnerability analysis

D. Appointing the responsibility to someone

Correct Answer: D

QUESTION 3

There was a fire in a branch of the company Midwest Insurance. The fire department quickly arrived at the scene and
could extinguish the fire before it spread and burned down the entire premises. The server, however, was destroyed in
the fire. The backup tapes kept in another room had melted and many other documents were lost for good. What is an
example of the indirect damage caused by this fire?

A. Melted backup tapes

B. Burned computer systems

C. Burned documents

D. Water damage due to the fire extinguishers

Correct Answer: D

QUESTION 4

Which is a legislative or regulatory act related to information security that can be imposed upon all organizations?



A. ISO/IEC 27001:2005

B. Intellectual Property Rights

C. ISO/IEC 27002:2005

D. Personal data protection legislation

Correct Answer: D

QUESTION 5

There is a network printer in the hallway of the company where you work. Many employees dont pick up their printouts
immediately and leave them in the printer. What are the consequences of this to the reliability of the information?

A. The integrity of the information is no longer guaranteed.
B. The availability of the information is no longer guaranteed.
C. The confidentiality of the information is no longer guaranteed.

Correct Answer: C

QUESTION 6

What is the objective of classifying information?

A. Authorizing the use of an information system

B. Creating a label that indicates how confidential the information is

C. Defining different levels of sensitivity into which information may be arranged
D. Displaying on the document who is permitted access

Correct Answer: C

QUESTION 7

In most organizations, access to the computer or the network is granted only after the user has entered a correct
username and password. This process consists of 3 steps: identification, authentication and authorization. What is the
purpose of the second step, authentication?

A. In the second step, you make your identity known, which means you are given access to the system.

B. The authentication step checks the username against a list of users who have access to the system.

C. The system determines whether access may be granted by determining whether the token used is authentic.



D. During the authentication step, the system gives you the rights that you need, such as being able to read the data in
the system.

Correct Answer: C

QUESTION 8

You are the owner of the courier company SpeeDelivery. On the basis of your risk analysis you have decided to take a
number of measures. You have daily backups made of the server, keep the server room locked and install an intrusion
alarm system and a sprinkler system. Which of these measures is a detective measure?

A. Backup tape

B. Intrusion alarm

C. Sprinkler installation

D. Access restriction to special rooms

Correct Answer: B

QUESTION 9

You have just started working at a large organization. You have been asked to sign a code of conduct as well as a
contract. What does the organization wish to achieve with this?

A. A code of conduct helps to prevent the misuse of IT facilities.

B. A code of conduct is a legal obligation that organizations have to meet.

C. A code of conduct prevents a virus outbreak.

D. A code of conduct gives staff guidance on how to report suspected misuses of IT facilities.

Correct Answer: A

QUESTION 10

You work for a flexible employer who doesnt mind if you work from home or on the road. You regularly take copies of
documents with you on a USB memory stick that is not secure. What are the consequences for the reliability of the
information if you leave your USB memory stick behind on the train?

A. The integrity of the data on the USB memory stick is no longer guaranteed.

B. The availability of the data on the USB memory stick is no longer guaranteed.

C. The confidentiality of the data on the USB memory stick is no longer guaranteed.

Correct Answer: C




QUESTION 11

You are the owner of SpeeDelivery courier service. Because of your companys growth you have to think about
information security. You know that you have to start creating a policy. Why is it so important to have an information
security policy as a starting point?

A. The information security policy gives direction to the information security efforts.

B. The information security policy supplies instructions for the daily practice of information security.

C. The information security policy establishes which devices will be protected.

D. The information security policy establishes who is responsible for which area of information security.

Correct Answer: A

QUESTION 12

The company Midwest Insurance has taken many measures to protect its information. It uses an Information Security
Management System, the input and output of data in applications is validated, confidential documents are sent in
encrypted form and staff use tokens to access information systems. Which of these is not a technical measure?

A. Information Security Management System

B. The use of tokens to gain access to information systems

C. Validation of input and output data in applications

D. Encryption of information

Correct Answer: A


http://www.tcpdf.org

