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QUESTION 1

Which of the following does an Asset Register contain? (Choose two) 

A. Asset Type 

B. Asset Owner 

C. Asset Modifier 

D. Process ID 

Correct Answer: AB 

 

QUESTION 2

The following are definitions of Information, except: 

A. accurate and timely data 

B. specific and organized data for a purpose 

C. mature and measurable data 

D. can lead to understanding and decrease in uncertainty 

Correct Answer: C 

 

QUESTION 3

What is the name of the system that guarantees the coherence of information security in the organization? 

A. Information Security Management System (ISMS) 

B. Rootkit 

C. Security regulations for special information for the government 

D. Information Technology Service Management (ITSM) 

Correct Answer: A 

 

QUESTION 4

You see a blue color sticker on certain physical assets. What does this signify? 

A. The asset is very high critical and its failure affects the entire organization 

B. The asset with blue stickers should be kept air conditioned at all times 



C. The asset is high critical and its failure will affect a group/s/project\\'s work in the organization 

D. The asset is critical and the impact is restricted to an employee only 

Correct Answer: C 

 

QUESTION 5

We can leave laptops during weekdays or weekends in locked bins. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 6

A hacker gains access to a webserver and can view a file on the server containing credit card numbers. 

Which of the Confidentiality, Integrity, Availability (CIA) principles of the credit card file are violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Compliance 

Correct Answer: B 

 

QUESTION 7

Why do we need to test a disaster recovery plan regularly, and keep it up to date? 

A. Otherwise the measures taken and the incident procedures planned may not be adequate 

B. Otherwise it is no longer up to date with the registration of daily occurring faults 

C. Otherwise remotely stored backups may no longer be available to the security team 

Correct Answer: A 

 

QUESTION 8

You are the lead auditor of the courier company SpeeDelivery. You have carried out a risk analysis and now want to
determine your risk strategy. You decide to take measures for the large risks but not for the small risks. 



What is this risk strategy called? 

A. Risk bearing 

B. Risk avoidance 

C. Risk neutral 

D. Risk skipping 

Correct Answer: A 

 

QUESTION 9

Which of the following is an information security management system standard published by the International
Organization for Standardization? 

A. ISO9008 

B. ISO27001 

C. ISO5501 

D. ISO22301 

Correct Answer: B 

 

QUESTION 10

Which threat could occur if no physical measures are taken? 

A. Unauthorised persons viewing sensitive files 

B. Confidential prints being left on the printer 

C. A server shutting down because of overheating 

D. Hackers entering the corporate network 

Correct Answer: C 

 

QUESTION 11

There is a scheduled fire drill in your facility. What should you do? 

A. Participate in the drill 

B. Excuse yourself by saying you have an urgent deliverable 

C. Call in sick 



D. None of the above 

Correct Answer: A 

 

QUESTION 12

Which of the following is a technical security measure? 

A. Encryption 

B. Security policy 

C. Safe storage of backups 

D. User role profiles. 

Correct Answer: A 
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