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QUESTION 1

Physical labels and ________ are two common forms of labeling which are mentioned in ISO 27002. 

A. metadata 

B. teradata 

C. bridge 

Correct Answer: A 

 

QUESTION 2

What do employees need to know to report a security incident? 

A. How to report an incident and to whom. 

B. Whether the incident has occurred before and what was the resulting damage. 

C. The measures that should have been taken to prevent the incident in the first place. 

D. Who is responsible for the incident and whether it was intentional. 

Correct Answer: A 

 

QUESTION 3

What is the best description of a risk analysis? 

A. A risk analysis is a method of mapping risks without looking at company processes. 

B. A risk analysis helps to estimate the risks and develop the appropriate security measures. 

C. A risk analysis calculates the exact financial consequences of damages. 

Correct Answer: B 

 

QUESTION 4

A non-human threat for computer systems is a flood. In which situation is a flood always a relevant threat? 

A. If the riskanalysis has not been carried out. 

B. When computer systems are kept in a cellar below ground level. 

C. When the computer systems are not insured. 

D. When the organization is located near a river. 



Correct Answer: B 

 

QUESTION 5

What is the best way to comply with legislation and regulations for personal data protection? 

A. Performing a threat analysis 

B. Maintaining an incident register 

C. Performing a vulnerability analysis 

D. Appointing the responsibility to someone 

Correct Answer: D 

 

QUESTION 6

ISO 27002 provides guidance in the following area 

A. PCI environment scoping 

B. Information handling recommendations 

C. Framework for an overall security andcompliance program 

D. Detailed lists of required policies and procedures 

Correct Answer: C 

 

QUESTION 7

What is the ISO / IEC 27002 standard? 

A. It is a guide of good practices that describes the controlobjectives and recommended controls regarding information
security. 

B. It is a guide that focuses on the critical aspects necessary for the successful design and implementation of an ISMS
in accordance with ISO / IEC 27001 

C. It is a guide for the development and use of applicable metrics and measurement techniques to determine the
effectiveness of an ISMS and the controls or groups of controls implemented according to ISO / IEC 27001. 

Correct Answer: A 

 

QUESTION 8

Midwest Insurance grades the monthly report of all claimed losses per insured as confidential. What is accomplished if
all other reports from this insurance office are also assigned the appropriate grading? 



A. The costs for automating are easier to charge to the responsible departments. 

B. A determination can be made as to which report should be printed firstand which ones can wait a little longer. 

C. Everyone can easily see how sensitive the reports\\' contents are by consulting the grading label. 

D. Reports can be developed more easily and with fewer errors. 

Correct Answer: C 

 

QUESTION 9

The identified owner of an asset is always an individual 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 10

Responsibilities for information security in projects should be defined and allocated to: 

A. the project manager 

B. specified roles defined in the used project management method of the organization 

C. the InfoSec officer D. the owner of the involved asset 

Correct Answer: B 

 

QUESTION 11

A company moves into a new building. A few weeks after the move, a visitor appears unannounced in the office of the
director. An investigation shows that visitors passes grant the same access as the passes of the company\\'s staff.
Which kind of security measure could have prevented this? 

A. physical security measure 

B. An organizational security measure 

C. A technical security measure 

Correct Answer: A 

 

QUESTION 12

What is an example of a security incident? 



A. The lighting in the department no longer works. 

B. A member of staff loses a laptop. 

C. You cannot set the correct fonts in your word processing software. 

D. A file is saved under an incorrect name. 

Correct Answer: B 
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