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QUESTION 1

What is the difference between a restricted and confidential document? 

A. Restricted - to be shared among an authorized group Confidential - to be shared among named individuals 

B. Restricted - to be shared among named individuals Confidential - to be shared among an authorized group 

C. Restricted - to be shared among named individuals Confidential - to be shared across the organization only 

D. Restricted - to be shared among named individuals Confidential - to be shared with friends and family 

Correct Answer: B 

 

QUESTION 2

Does the security have the right to ask you to display your ID badges and check your bags? 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

How are data and information related? 

A. Data is a collection of structured and unstructured information 

B. Information consists of facts and statistics collected together for reference or analysis 

C. When meaning and value are assigned to data, it becomes information 

Correct Answer: C 

 

QUESTION 4

A hacker gains access to a web server and reads the credit card numbers stored on that server. Which security principle
is violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Authenticity 



Correct Answer: B 

 

QUESTION 5

What is a reason for the classification of information? 

A. To provide clear identification tags 

B. To structure the information according to its sensitivity 

C. Creating a manual describing the BYOD policy 

Correct Answer: B 

 

QUESTION 6

What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 7

Changes on project-managed applications or database should undergo the change control process as documented. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 8

Why do we need to test a disaster recovery plan regularly, and keep it up to date? 

A. Otherwise the measures taken and the incident procedures planned may not be adequate 

B. Otherwise it is no longer up to date with the registration of daily occurring faults 

C. Otherwise remotely stored backups may no longer be available to the security team 

Correct Answer: A 



 

QUESTION 9

Four types of Data Classification (Choose two) 

A. Restricted Data, Confidential Data 

B. Project Data, Highly Confidential Data 

C. Financial Data, Highly Confidential Data 

D. Unrestricted Data, Highly Confidential Data 

Correct Answer: AD 

 

QUESTION 10

Cabling Security is associated with Power, telecommunication and network cabling carrying information are protected
from interception and damage. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

Which department maintain\\'s contacts with law enforcement authorities, regulatory bodies, information service
providers and telecommunications service providers depending on the service required. 

A. COO 

B. CISO 

C. CSM 

D. MRO 

Correct Answer: B 

 

QUESTION 12

Which of the following does a lack of adequate security controls represent? 

A. Asset 

B. Vulnerability 

C. Impact 



D. Threat 

Correct Answer: B 
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