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QUESTION 1

Information has a number of reliability aspects. Reliability is constantly being threatened. Examples of threats are: a
cable becomes loose, someone alters information by accident, data is used privately or is falsified. 

Which of these examples is a threat to integrity? 

A. a loose cable 

B. accidental alteration of data 

C. private use of data 

D. System restart 

Correct Answer: B 

 

QUESTION 2

__________ is a software used or created by hackers to disrupt computer operation, gather sensitive information, or
gain access to private computer systems. 

A. Trojan 

B. Operating System 

C. Virus 

D. Malware 

Correct Answer: D 

 

QUESTION 3

What is an example of a human threat? 

A. a lightning strike 

B. fire 

C. phishing 

D. thunderstrom 

Correct Answer: C 

 

QUESTION 4

How are data and information related? 



A. Data is a collection of structured and unstructured information 

B. Information consists of facts and statistics collected together for reference or analysis 

C. When meaning and value are assigned to data, it becomes information 

Correct Answer: C 

 

QUESTION 5

A hacker gains access to a webserver and can view a file on the server containing credit card numbers. 

Which of the Confidentiality, Integrity, Availability (CIA) principles of the credit card file are violated? 

A. Availability 

B. Confidentiality 

C. Integrity 

D. Compliance 

Correct Answer: B 

 

QUESTION 6

Does the security have the right to ask you to display your ID badges and check your bags? 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 7

A property of Information that has the ability to prove occurrence of a claimed event. 

A. Electronic chain letters 

B. Integrity 

C. Availability 

D. Accessibility 

Correct Answer: B 

 

QUESTION 8



What is the purpose of an Information Security policy? 

A. An information security policy makes the security plan concrete by providing the necessary details 

B. An information security policy provides insight into threats and the possible consequences 

C. An information security policy provides direction and support to the management regarding information security 

D. An information security policy documents the analysis of risks and the search for countermeasures 

Correct Answer: C 

 

QUESTION 9

How is the purpose of information security policy best described? 

A. An information security policy documents the analysis of risks and the search for countermeasures. 

B. An information security policy provides direction and support to the management regarding information security. 

C. An information security policy makes the security plan concrete by providing it with the necessary details. 

D. An information security policy provides insight into threats and the possible consequences. 

Correct Answer: B 

 

QUESTION 10

Who are allowed to access highly confidential files? 

A. Employees with a business need-to-know 

B. Contractors with a business need-to-know 

C. Employees with signed NDA have a business need-to-know 

D. Non-employees designated with approved access and have signed NDA 

Correct Answer: C 

 

QUESTION 11

All are prohibited in acceptable use of information assets, except: 

A. Electronic chain letters 

B. E-mail copies to non-essential readers 

C. Company-wide e-mails with supervisor/TL permission. 

D. Messages with very large attachments or to a large number ofrecipients. 



Correct Answer: C 

 

QUESTION 12

Four types of Data Classification (Choose two) 

A. Restricted Data, Confidential Data 

B. Project Data, Highly Confidential Data 

C. Financial Data, Highly Confidential Data 

D. Unrestricted Data, Highly Confidential Data 

Correct Answer: AD 
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