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QUESTION 1

SIMULATION 

Fill in the blank with the appropriate phrase. ____________ is the ability to record and report on the configuration
baselines associated with each configuration item at any moment of time. 

Correct Answer: Configuration status accounting 

 

 

QUESTION 2

Joseph works as a Software Developer for Web Tech Inc. He wants to protect the algorithms and the techniques of
programming that he uses in developing an application. Which of the following laws are used to protect a part of
software? 

A. Code Security law 

B. Trademark laws 

C. Copyright laws 

D. Patent laws 

Correct Answer: D 

 

QUESTION 3

Configuration Management (CM) is an Information Technology Infrastructure Library (ITIL) IT Service Management
(ITSM) process. Configuration Management is used for which of the following? 1.To account for all IT assets 2.To
provide precise information support to other ITIL disciplines 3.To provide a solid base only for Incident and Problem
Management 4.To verify configuration records and correct any exceptions 

A. 1, 3, and 4 only 

B. 2 and 4 only 

C. 1, 2, and 4 only 

D. 2, 3, and 4 only 

Correct Answer: C 

 

QUESTION 4

Which of the following is a process that identifies critical information to determine if friendly actions can be observed by
adversary intelligence systems? 



A. IDS 

B. OPSEC 

C. HIDS 

D. NIDS 

Correct Answer: B 

 

QUESTION 5

Which of the following BCP teams provides clerical support to the other teams and serves as a message center for the
user-recovery site? 

A. Security team 

B. Data preparation and records team 

C. Administrative support team 

D. Emergency operations team 

Correct Answer: C 

 

QUESTION 6

Which of the following test methods has the objective to test the IT system from the viewpoint of a threat-source and to
identify potential failures in the IT system protection schemes? 

A. Penetration testing 

B. On-site interviews 

C. Security Test and Evaluation (STandE) 

D. Automated vulnerability scanning tool 

Correct Answer: A 

 

QUESTION 7

Which of the following recovery plans includes specific strategies and actions to deal with specific variances to
assumptions resulting in a particular security problem, emergency, or state of affairs? 

A. Disaster recovery plan 

B. Contingency plan 

C. Continuity of Operations Plan 



D. Business continuity plan 

Correct Answer: B 

 

QUESTION 8

You work as the project manager for Bluewell Inc. You are working on NGQQ Project for your company. You have
completed the risk analysis processes for the risk events. You and the project team have created risk responses for
most of the identified project risks. Which of the following risk response planning techniques will you use to shift the
impact of a threat to a third party, together with the responses? 

A. Risk mitigation 

B. Risk acceptance 

C. Risk avoidance 

D. Risk transference 

Correct Answer: D 

 

QUESTION 9

Which of the following plans provides procedures for recovering business operations immediately following a disaster? 

A. Disaster recovery plan 

B. Business continuity plan 

C. Continuity of operation plan 

D. Business recovery plan 

Correct Answer: D 

 

QUESTION 10

DIACAP applies to the acquisition, operation, and sustainment of any DoD system that collects, stores, transmits, or
processes unclassified or classified information since December 1997. What phases are identified by DIACAP? Each
correct answer represents a complete solution. Choose all that apply. 

A. System Definition 

B. Accreditation 

C. Verification 

D. Re-Accreditation 

E. Validation 



F. Identification 

Correct Answer: ACDE 

 

QUESTION 11

Which of the following is the best method to stop vulnerability attacks on a Web server? 

A. Using strong passwords 

B. Configuring a firewall 

C. Implementing the latest virus scanner 

D. Installing service packs and updates 

Correct Answer: D 

 

QUESTION 12

Which of the following statements are true about a hot site? Each correct answer represents a complete solution.
Choose all that apply. 

A. It can be used within an hour for data recovery. 

B. It is cheaper than a cold site but more expensive than a worm site. 

C. It is the most inexpensive backup site. 

D. It is a duplicate of the original site of the organization, with full computer systems as well as near-complete backups
of user data. 

Correct Answer: AD 
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