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QUESTION 1

In a newly installed LAN, the network administrator receives many calls about intermittent or slow connectivity to the
authentication server. Which of the following could cause this problem? (Select TWO). 

A. VLAN configuration error 

B. Cables too short 

C. Cable crosstalk 

D. Incorrect channel 

E. EMI 

F. Wrong subnet mask 

Correct Answer: CE 

 

QUESTION 2

When installing new WAPs in a small office, which of the following is the BEST way to physically mitigate the threats
from war driving? 

A. Implement multiple wireless encryption techniques. 

B. Implement PoE on each WAP. 

C. Decrease signal strength. 

D. Increase signal strength. 

Correct Answer: C 

 

QUESTION 3

A computer\\'s DNS has bad cach records.which tools can be used to clear the DNS record. 

A. netstat 

B. ipconfig 

C. nslookup 

D. tracert 

Correct Answer: B 

Explanation: ipconfig/flushdns will flush/clear the old DNS record, which includes good and bad cached records 

 



QUESTION 4

A network administrator is setting up a WAP and wants to disable the ability of gaining access from the parking garage.
Which of the following should the network administrator review? 

A. Signal strength 

B. SSID name 

C. WPA2 encryption 

D. WEP encryption 

Correct Answer: A 

 

QUESTION 5

A technician is installing a switch that will be used for VoIP and data traffic. The phones do not support the 802.3af
standard. Which of the following should the technician configure on the switch? 

A. VLAN 

B. PoE 

C. VTP 

D. QoS 

Correct Answer: D 

 

QUESTION 6

Joe, a user, has a computer that has a link light on his network interface card (NIC); however, Joe is unable to access
the Internet. Which of the following is the cause of this issue? 

A. Faulty GBIC 

B. Faulty SFP 

C. Cable is a crossover 

D. VLAN mismatch 

Correct Answer: D 

As user has link light on NIC that means he has connectivity with switch so he need to check his vlan assignment. 

 

QUESTION 7

A technician is installing 802.11a wireless access points in an open warehouse 300 feet (91.44 meters) long and 200
feet (60.96 meters) wide. Which of the following would be the LEAST number of devices needed to provide coverage to



the entire building? 

A. 1 

B. 2 

C. 3 

D. 4 

Correct Answer: B 

 

QUESTION 8

Which of the following remote access types requires a certificate for connectivity? 

A. SSH 

B. PPP 

C. HTTPS 

D. WEP 

Correct Answer: A 

Secure Shell (SSH) is a cryptographic network protocol for secure data communication, remote command-line login,
remote command execution, and other secure network services between two networked computers that connects, via a
secure channel over an insecure network, a server and a client (running SSH server and SSH client programs,
respectively) 

 

QUESTION 9

Assigning IP addresses from a pool of predetermined available addresses is the role of which of the following network
appliances? 

A. RADIUS 

B. DNS 

C. DHCP 

D. IDS 

Correct Answer: C 

 

QUESTION 10

A user has network connectivity per the link lights on the NIC, but cannot access any network resources or the Internet.
Which of the following commands should the technician run FIRST? 



A. arp 

B. ipconfig 

C. tracert 

D. route 

Correct Answer: B 

As from ipconfig command technician will come to know wheather he has assigned right ip address to NIC or not. 

 

QUESTION 11

A network technician has been asked to look into a report from the IDS to determine why traffic is being sent from an
internal FTP server to an external website. Which of the following tools can be used to inspect this traffic? 

A. Router firewall 

B. Ping and traceroute 

C. Throughput tester 

D. Protocol analyzer 

Correct Answer: D 

 

QUESTION 12

Which of the following is a link state routing protocol? 

A. RIPv2 

B. BGP 

C. IS-IS 

D. RIP 

Correct Answer: C 
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