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QUESTION 1

Click the Exhibit button. 

In the exhibit, the hub and spoke VPN uses route-based VPNs. 

What is the minimum number of policy rules required to establish full, bi-directional communications between all
locations? 

A. 0 

B. 3 

C. 4 

D. 6 

Correct Answer: A 

 

QUESTION 2

Which ScreenOS configuration element will influence the application of SCREENs to traffic passing through the device? 

A. policy 

B. zones 

C. routing 

D. interfaces 

Correct Answer: B 

 

QUESTION 3



Click the Exhibit button. 

You have three VSYS configured with the CPU weights shown below: 

-VSYS-A.20 

-VSYS-B.10 

-

VSYS-C.10 

Packets arrive in the order shown in the exhibit. The CPU is in shared mode. 

In which order will the packets be transmitted? 

A. 

A B C A B C A A 

B. 

C C B B A A A A 

C. 

A A A A B B C C 

D. 

A A B C A A B C 

Correct Answer: C 

 

QUESTION 4

Which ScreenOS CLI command would be used for copying routes in the untrust-vr to OSPF in the trust-vr? 

A. set vrouter trust-vr ospf export vrouter untrust-vr address to-trust 

B. set vrouter untrust-vr export list to-trust vrouter trust-vr protocol ospf 

C. set vrouter untrust-vr export-to vrouter trust-vr route-map to-trust protocol ospf 

D. set vrouter trust-vr protocol ospf import-from vrouter untrust-vr distribute-list to-trust 



Correct Answer: C 

 

QUESTION 5

Which three interface types are supported in virtual systems? (Choose three.) 

A. subinterfaces 

B. VPN interfaces 

C. shared Interfaces 

D. limited Interfaces 

E. dedicated Interfaces 

Correct Answer: ACE 

 

QUESTION 6

Click the Exhibit button. 

In the exhibit, which two can be determined about the VPN? (Choose two.) 

A. NAT-traversal is enabled. 

B. The rekey interval is 8 hours. 

C. This device initiated the Phase 1 negotiations. 

D. The certificate used in this exchange is set to never expire. 

Correct Answer: BC 

 

QUESTION 7



What are the three building blocks to create a PBR policy? (Choose three.) 

A. action groups 

B. match groups 

C. session groups 

D. extended access lists 

E. extended access groups 

Correct Answer: ABD 

 

QUESTION 8

Your ScreenOS device has come under a SYN flood attack. 

In the logs, which severity level would you search to see this event? 

A. Alert 

B. Critical 

C. Warning 

D. Emergency 

Correct Answer: D 

 

QUESTION 9

When using NSRP, which command will ensure uninterrupted communications for VPNs using certificates for
authentication? 

A. set hostname 

B. set NSRP clustername 

C. set NSRP cluster name 

D. set NSRP cluster hostname 

Correct Answer: C 

 

QUESTION 10

You have configured the following on your devicE. 

-



Setaddress trust MyPC 10.1.1.5/32 

-

Setaddress untrust CorpNet 10.10.0.0/16 

-Setpolicy from trust to untrust MyPC CorpNet any permit 

-

Setint tunnel.1 zone untrust 

-

Setint tunnel.1 ip unnumbered int bgroup1 

-Setike gateway GW address 1.1.1.1 outgoing-interface e0/1 preshare Secret sec-level standard 

-Setvpn VPN gateway GW sec-level standard 

The tunnel interface is down, so the VPN cannot function properly. What is the problem? 

A. The policy needs to have the action tunnel. 

B. The VPN needs to be bound to the tunnel interface. 

C. The tunnel interface needs to be placed in the trust zone. 

D. The tunnel interface needs to be associated with the interface in the untrust zone. 

Correct Answer: B 

 

QUESTION 11

Which feature minimizes OSPF routing exchanges and hello traffic over VPN links? 

A. demand circuit 

B. passive interface 

C. point-to-multipoint interface 

D. inter-area route summarization 

Correct Answer: A 

 

QUESTION 12

Which parameter do you adjust on a static route to create a floating static route? 

A. cost 

B. metric 



C. weight 

D. preference 

Correct Answer: D 
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