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QUESTION 1

Click the Exhibit button. 

Branch 1 and Branch 2 have an active VPN tunnel configured, but internal hosts cannot communicate with each other. 

Referring to the exhibit, which type of configuration should be applied to solve the problem? 

A. Configure destination NAT on both Branch 1 and Branch 2 

B. Configure source NAT on Branch 1 

C. Configure destination NAT on Branch 2 only 

D. Configure static NAT on both Branch 1 and Branch 2 

Correct Answer: D 

 

QUESTION 2

Click the Exhibit button. 



Referring to the exhibit, which two statements are true? (Choose two.) 

A. Data is transmitted across the link in plaintext 

B. The link is not protected against man-in-the-middle attacks 

C. The link is protected against man-in-the-middle attacks 

D. Data is transmitted across the link in cyphertext 

Correct Answer: BD 

 

QUESTION 3

Click the Exhibit button. 



Referring to the exhibit, which two statements are true? (Choose two.) 

A. Events based on this third-party feed will not affect a host\\'s threat score 

B. SRX Series devices will block traffic based on this third-party feed 

C. SRX Series devices will not block traffic based on this third-party feed 

D. Events based on this third-party feed will affect a host\\'s threat score 

Correct Answer: AB 

Reference: https://www.juniper.net/documentation/en_US/release-independent/sky-atp/topics/concept/skyatp-integrated-
feeds.html 

 

QUESTION 4

Click the Exhibit button. 



You have configured an ADVPN that is operational. However, OSPF will not establish correctly across the ADVPN
tunnels. 

Referring to the exhibit, which two commands will solve the problem? (Choose two.) 

A. [edit protocols ospf area 0.0.0.0] user@srx# set interface st0.0 dynamic-neighbors 

B. [edit protocols ospf area 0.0.0.0] user@srx# set interface st0.0 topology advpn 

C. [edit protocols ospf area 0.0.0.0] user@srx# set interface st0.0 interface-type nbma 

D. [edit protocols ospf area 0.0.0.0] user@srx# set interface st0.0 demand-circuit 

Correct Answer: AD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 5

You have a remote access VPN where the remote users are using the NCP client. The remote users can access the
internal corporate resources as intended; however, traffic that is destined to all other Internet sites is going through the
remote access VPN. You want to ensure that only traffic that is destined to the internal corporate resources use the
remote access VPN. 

Which two actions should you take to accomplish this task? (Choose two.) 

A. Enable the split tunneling feature within the VPN configuration on the SRX Series device 

B. Enable IKEv2 within the VPN configuration on the SRX Series device 

C. Configure the necessary traffic selectors within the VPN configuration on the SRX Series device 

D. Configure split tunneling on the NCP profile on the remote client 

Correct Answer: CD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-remote-accessvpns-with-ncp-
exclusive-remote-access-client.html 



 

QUESTION 6

Malware that is detonated by the JATP sandbox must be able to communicate with the Internet without being able to
harm your local network resources. 

Which statement is correct in this scenario? 

A. The management interface must be connected to the Internet zone 

B. The exhaust interface must be connected to the Internet zone 

C. The honeypot interface must be connected to the Internet zone 

D. The monitoring interface must be connected to the Internet zone 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/release-independent/jatp/topics/topic-map/jatpgetting-
started.html 

 

QUESTION 7

You configured a security policy permitting traffic from the trust zone to the DMZ zone, inserted the new policy at the top
of the list, and successfully committed it to the SRX Series device. Upon monitoring, you notice that the hit count does
not increase on the newly configured policy. 

In this scenario, which two commands would help you to identify the problem? (Choose two.) 

A. user@srx> show security zones trust detail 

B. user@srx> show security shadow-policies from zone trust to zone DMZ 

C. user@srx> show security match-policies from-zone trust to-zone DMZ source-ip 192.168.10.100/32 destination-ip
10.10.10.80/32 protocol tcp source-port 5806 destination-port 443 

D. user@srx> show security match-policies from-zone trust to-zone DMZ source-ip 192.168.10.100/32 destination-ip
10.10.10.80/32 protocol tcp source-port 5806 destination-port 443 result-count 10 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/monitoringtroubleshooting-security-
policy.html 

 

QUESTION 8

Click the Exhibit button. 



You deployed a site-to-site IPsec VPN connecting two data centers together using SRX5800s. After examining the
performance of the IPsec VPN, you decide to enable IPsec performance acceleration to increase the rate of traffic that
can be sent through the tunnel. 

Referring to the exhibit, which two statements should you add to the configuration to accomplish this task? (Choose
two.) 

A. [edit security flow] user@srx# set tcp-mss ipsec-vpn mss 65535 

B. [edit security flow] user@srx# set ipsec-performance-acceleration 

C. [edit security flow] user@srx# set power-mode-ipsec 

D. [edit security flow] user@srx# set load-distribution session-affinity ipsec 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-improving-ipsecvpn-traffic-
performance.html 

 



QUESTION 9

You are asked to configure an SRX Series device to bypass all security features for IP traffic from the engineering
department. 

Which firewall filter will accomplish this task? 



A. Option A 

B. Option B 

C. Option C 

D. Option D 



Correct Answer: D 

 

QUESTION 10

Your SRX Series device does not see the SYN packet. What is the default action in this scenario? 

A. The device will forward the subsequent packets and the session will be established 

B. The device will forward the subsequent packets and the session will not be established 

C. The device will drop the subsequent packets and the session will not be established 

D. The device will drop the subsequent packets and the session will be established 

Correct Answer: C 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-tcp-sessionchecks.html 

 

QUESTION 11

What are two important functions of the Juniper Networks ATP Appliance solution? (Choose two.) 

A. filtration 

B. detection 

C. statistics 

D. analytics 

Correct Answer: BD 

Reference: https://www.juniper.net/us/en/products-services/security/advanced-threat-prevention/ 

 

QUESTION 12

In a Juniper ATP Appliance, what would be a reason for the mitigation rule to be in the failed-remove state? 

A. The Juniper ATP Appliance received a commit error message from the SRX Series device 

B. The Juniper ATP Appliance received an unknown error message from the SRX Series device 

C. The Juniper ATP Appliance was not able to communicate with the SRX Series device 

D. The Juniper ATP Appliance was not able to obtain the config lock 

Correct Answer: D 

Reference: https://www.juniper.net/documentation/en_US/release-independent/jatp/topics/topic-map/jatpmitigation-and-
reporting.html 
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