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QUESTION 1

Which operating mode allows a sensor lo prevent attacks from reaching their intended targets?
A. Tap

B. Span

C. In-line

D. Failover

Correct Answer: C

QUESTION 2

Which of the following should be applied to policies in both Inbound and Outbound directions?
A. Policy rules

B. Reconnaissance rules

C. Attack parameters

D. Rule sets

Correct Answer: D

QUESTION 3

In L3 mode, a sensor detects an L2 device based on which address?
A. MAC

B. IP

C. Default Gateway

D. DNS

Correct Answer: B

QUESTION 4
Which of the following information is unique to Host Intrusion Prevention alerts? (Choose three)
A. Destination IP

B. User



C. Source IP
D. Agent IP
E. Agent name

Correct Answer: BDE

QUESTION 5

Policies can be configured to drop packets when which of the following has been defined?
A. The policy has been enabled

B. The underlying rule set permits dropped packets

C. The sensor is deployed in Inline mode

D. The policy has been cloned

Correct Answer: C

QUESTION 6

Which of the following are the methods used by NSP to recognize and react to Denial-of-Service (DoS) attacks?
(Choose three)

A. Blocking

B. Shutting down the sensor

C. Thresholds

D. Self-learning

E. Logging

F. DDoS attack tool with exploit signatures

Correct Answer: CDF

QUESTION 7

Alert fillers can be applied lo which of the following sensor nodes?
A. Sensor name node only

B. Sensor interface node only

C. Sensor sub-interface node only



D. Sensor interface and sub-interface node

Correct Answer: D

QUESTION 8

In double VLAN tagging, the second VLAN tag inserted into the frame is called the: A. Customer Identification tag (CD)
B. VLAN Identifier tag (VID)

C. Outer Identifier tag (OID)

D. Inner Identifier tad (ID)

Correct Answer: A

QUESTION 9

Which command is used to manually download signature tiles from the tftpserver when connectivity to the Manager is
not available?

A. Loadimage WORD
B. Loadconfig WORD
C. Loadconfiguration WORD
D. Loadsigset WORD

Correct Answer: C

QUESTION 10

What is the command to enable the sensor to forward all traffic at Layer 2 if a failure occurs?
A. Layer2 mode off

B. Layer2modeon

C. Layer2 mode assert

D. Layer2 mode deassert

Correct Answer: B

QUESTION 11

Which mode is used when certain hosts are located on the same network as a sensor and other hosts enter through a
router or VPN?



A. Mixed

B. Hybrid

C. Enforcement
D. Prevention

Correct Answer: A

QUESTION 12

Which NSP sensor models support VLAN Bridging? (Choose three)
A. M-1450

B. M-2850

C. M-3050

D. M-4050

E. M-6050

Correct Answer: CDE
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