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QUESTION 1

Your network contains an on-premises Active Directory domain. 

Your company has a security policy that prevents additional software from being installed on domain controllers. 

You need to monitor a domain controller by using Microsoft Azure Advanced Threat Protection (ATP). 

What should you do? More than once choice may achieve the goal. Select the BEST answer. 

A. Deploy an Azure ATP standalone sensor, and then configure port mirroring. 

B. Deploy an Azure ATP standalone sensor, and then configure detections. 

C. Deploy an Azure ATP sensor, and then configure detections. 

D. Deploy an Azure ATP sensor, and then configure port mirroring. 

Correct Answer: C 

If you\\'re installing on a domain controller, you don\\'t need a standalone ATP sensor. You need to configure the
detections to detect application installations. With an ATP sensor (non-standalone), you don\\'t need to configure port
mirroring. 

Reference: https://docs.microsoft.com/en-us/azure-advanced-threat-protection/install-atp-step5 https://docs.microsoft.co
m/en-us/azure-advanced-threat-protection/atp-capacity-planning#choosing-the-right-sensor-type-for-your-deployment 

 

QUESTION 2

You have a Microsoft 365 E5 subscription. 

Users have Android or iOS devices and access Microsoft 365 resources from computers that run Windows 11 or
MacOS. 

You need to implement passwordless authentication. The solution must support all the devices. 

Which authentication method should you use? 

A. Windows Hello 

B. Microsoft Authenticator app 

C. FIDO2 compliant security keys 

Correct Answer: B 

 

 

QUESTION 3

DRAG DROP 



Your network contains two disconnected on-premises Active Directory forests named adatum.com and contoso.com. 

You have an Azure Active Directory (Azure AD) tenant named nwtraders.com 

You need to sync the on-premises forests to nwtraders.com. The solution must meet the following requirements: 

1. 

Provide the ability to connect to adatum.com and contoso.com. 

2. 

Provide support for Microsoft Exchange hybrid. 

3. 

Provide the ability to sync device objects. 

4. 

Minimize administrative effort. 

Which tool should you use for each requirement? To answer, drag the appropriate tools to the correct requirements.
Each tool may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll
to 

view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 



Correct Answer: 

Box 1: Active Directory Migration Tool 



The Active Directory Migration Tool (ADMT) is a Microsoft software application that helps you manage and perform the
necessary operations to move AD objects. You can move objects within the same domain forest (intraforest) or to a 

different forest (interforest). 

Box 2: Azure AD Connect 

Use Azure AD Connect to automatically synchronize identity data between their on-premises Active Directory
environment and Azure AD. That way, users can use the same credentials to access both on-premises applications and
cloud 

services such as Microsoft 365. 

Azure AD Connect can synchronize the user accounts, groups and credential hashes in your on-premises AD. Most
attributes of the user accounts, such as the User Principal Name (UPN) and security identifier (SID), are synchronized. 

However, the following objects and attributes are NOT synchronized: 

*

 Computer objects for computers joined to the on-premises AD environment 

*

 Etc. 

Incorrect: 

Azure Active Directory Connect cloud sync FAQ. What does it mean that Exchange hybrid is not supported? 

The Exchange Hybrid Deployment feature allows for the co-existence of Exchange mailboxes both on-premises and in
Microsoft 365. Azure AD Connect is synchronizing a specific set of attributes from Azure AD back into your on-
premises 

directory. The cloud provisioning agent currently does not synchronize these attributes back into your on-premises
directory and thus it is not supported as a replacement for Azure AD Connect. 

Box 3: Azure AD Connect Cloud Sync 

Azure AD Connect cloud sync is a new offering from Microsoft designed to meet and accomplish your hybrid identity
goals for synchronization of users, groups, and contacts to Azure AD. It accomplishes this by using the Azure AD cloud 

provisioning agent instead of the Azure AD Connect application. 

Reference: https://www.varonis.com/blog/active-directory-migration-tool 

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/reference-cloud-sync-faq#what-does-it-mean-that-ex
change-hybrid-is-not-supportedhttps://blog.quest.com/azure-ad-connect-how-it-works-and-best-practices-for-
synchronizing-your-data/ 

https://docs.microsoft.com/en-us/azure/active-directory/cloud-sync/what-is-cloud-sync 

 

QUESTION 4

Your company has 10,000 users who access all applications from an on-premises data center. 



You plan to create a Microsoft 365 subscription and to migrate data to the cloud. 

You plan to implement directory synchronization. 

User accounts and group accounts must sync to Microsoft Azure Active Directory (Azure AD) successfully. 

You discover that several user accounts fail to sync to Azure AD. 

You need to resolve the issue as quickly as possible. 

What should you do? 

A. From Active Directory Administrative Center, search for all the users, and then modify the properties of the user
accounts. 

B. Run idfix.exe, and then click Complete. 

C. From Windows PowerShell, run the Start-AdSyncCycle ?olicyType Delta command. 

D. Run idfix.exe, and then click Edit. 

Correct Answer: D 

IdFix is used to perform discovery and remediation of identity objects and their attributes in an on-premises Active
Directory environment in preparation for migration to Azure Active Directory. IdFix is intended for the Active Directory
administrators responsible for directory synchronization with Azure Active Directory. 

Reference: https://docs.microsoft.com/en-us/office365/enterprise/prepare-directory-attributes-for-synch-with-idfix 

https://www.microsoft.com/en-gb/download/details.aspx?id=36832 

 

QUESTION 5

HOTSPOT 

Your company has a Microsoft Office 365 subscription that contains the groups shown in the following table. 

You have the licenses shown in the following table. 

Another administrator removes User1 from Group1 and adds Group2 to Group1. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 



NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

User1, User2 and User3 have each been assigned a SharePoint license directly. Therefore, they are all licensed for
SharePoint Online. 

Changing the group memberships will only affect whether or not they are licensed for Exchange Online because the
Exchange Online licenses are assigned to Group1. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/active-directory-licensing-whatis-azure-portal 

 

QUESTION 6

SIMULATION 

Please wait while the virtual machine loads. Once loaded, you may proceed to the lab section. This may take a few
minutes, and the wait time will not be deducted from your overall test time. 

When the Next button is available, click it to access the lab section. In this section, you will perform a set of tasks in a
live environment. While most functionality will be available to you as it would be in a live environment, some
functionality 

(e.g., copy and paste, ability to navigate to external websites) will not be possible by design. 

Scoring is based on the outcome of performing the tasks stated in the lab. In other words, it doesn\\'t matter how you
accomplish the task, if you successfully perform it, you will earn credit for that task. 

Labs are not timed separately, and this exam may have more than one lab that you must complete. You can use as
much time as you would like to complete each lab. But, you should manage your time appropriately to ensure that you



are 

able to complete the lab(s) and all other sections of the exam in the time provided. 

Please note that once you submit your work by clicking the Next button within a lab, you will NOT be able to return to
the lab. 

You may now click next to proceed to the lab. 

Lab information 

Use the following login credentials as needed: 

To enter your username, place your cursor in the Sign in box and click on the username below. 

To enter your password, place your cursor in the Enter password box and click on the password below. 

Microsoft 365 Username:admin@LODSe426243.onmicrosoft.com 

Microsoft 365 Password: 3andYWyjse-6-d 

If the Microsoft 365 portal does not load successfully in the browser, press CTRL-K to reload the portal in a new browser
tab. 

The following information is for technical support purposes only: 

Lab Instance: 10887751 

You have a user named Grady Archie. The solution must meet the following requirements: 

Grady Archie must be able to add payment methods to your Microsoft Office 365 tenant. 

The solution must minimize the number of licenses assigned to users. 

The solution must use the principle of least privilege. 

A. See explanation below. 

Correct Answer: A 

You need to assign the ‘Billing Administrator’ role to Grady Archie. 

1.

 Go to the Azure Active Directory admin center. 

2.

 Select Users. 

3.

 Select the Grady Archie account to open the account properties page. 

4.

 Select ‘Assigned roles’. 



5.

 Click the ‘Add Assignments’ button. 

6.

 Select Billing Administrator then click the Add button. 

References: https://docs.microsoft.com/en-us/office365/admin/add-users/about-admin-roles?view=o365-worldwide 

 

QUESTION 7

You have a DNS zone named contoso.com that contains the following records. 

You purchase a Microsoft 365 subscription. 

You plan to migrate mailboxes to Microsoft Exchange Online. 

You need to configure Sender Policy Framework (SPF) to support Exchange Online. 

What should you do? 

A. Add an additional TXT record. 

B. Modify the TXT record. 

C. Modify the expire interval of the SOA record. 

D. Modify the default TTL of the SOA record. 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/set-up-spf-in-office-365-to-help-
prevent-spoofing?view=o365-worldwide#next-steps-after-you-set-up-spf-for-office-365 

 



QUESTION 8

You have a Microsoft 365 E5 subscription that uses Microsoft Teams and SharePoint Online. 

You create a team and a SharePoint Online site for a new project named Project1. 

You need to manage access to the team and the site. The solution must meet the following requirements: 

1. 

Members of Project1 must be able to control who has access to the team and the site. 

2. 

Only users in the subscription must be able to request access to the team and the site. 

3. 

Access to the team and the site must be removed after 12 months. 

4. 

Access to the team and the site must be reviewed every month. What should you create first? 

A. a catalog 

B. an access review 

C. a Conditional Access policy 

D. an access package 

Correct Answer: C 

 

 

QUESTION 9

Your company has a hybrid deployment of Microsoft 365. 

Users authenticate by using pass-through authentication. Several Microsoft Azure AD Connect Authentication Agents
are deployed. 

You need to verify whether all the Authentication Agents are used for authentication. 

What should you do? 

A. From the Azure portal, use the Troubleshoot option on the Pass-through authentication page. 

B. From Performance Monitor, use the #PTA authentications counter. 

C. From the Azure portal, use the Diagnostics settings on the Monitor blade. 

D. From Performance Monitor, use the Kerberos authentications counter. 



Correct Answer: A 

On the Troubleshoot page, you can view how many agents are configured. If you click on the agents link, you can view
the status of each agent. Each agent will have a status of Active or Inactive. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/hybrid/tshoot-connect-pass-through-authentication 

 

QUESTION 10

DRAG DROP 

Your company has a hybrid deployment of Azure Active Directory (Azure AD). 

You purchase a Microsoft 365 subscription. 

You plan to migrate the Home folder of each user to Microsoft 365 during several weeks. Each user has a device that
runs Windows 10. 

You need to recommend a solution to migrate the Home folder of five administrative users as quickly as possible. 

Which three actions should you recommend be performed in sequence? To answer, move the appropriate actions from
the list of actions to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 



You need to configure a Group Policy Object (GPO) with the OneDrive settings required to redirect the Home folder of
each user to Microsoft 365. 

Before you can configure the Group Policy, you need to download the OneDrive Administrative Templates. These
templates add the required OneDrive settings to Group Policy so you can configure the settings as required. 

After the OneDrive settings have been configured in Group Policy, you can run the gpupdate /force command on the
five computers to apply the new Group Policy settings immediately. 

Reference: https://practical365.com/clients/onedrive/migrate-home-drives-to-onedrive-for-business/ 

 

QUESTION 11

HOTSPOT 

You are securing a wet API by using the Microsoft identity Platform. The web API must meet the following
requirements: 

Authenticated Azure Active Directory (Azure AD) users must be able to retrieve user information from Azure AD. 

Authenticated Azure AD users must be able to manage Microsoft 365 groups. 

You need to grant permissions for the web API. The solution must use the principle of least privilege. What should you
grant? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 



Correct Answer: 

 



 

QUESTION 12

Your company purchases Microsoft Office 2021 Professional Plus for 100 users. 

You plan to use the Office Customization Tool (OCT) to deploy Office to the users. 

You need to create a configuration file for the deployment. 

What should you use to create the file? 

A. the Microsoft 365 admin center 

B. the Microsoft Endpoint Manager admin center 

C. the Office portal 

D. the Microsoft 365 Apps admin center 

Correct Answer: D 

Save and manage configuration files in the cloud 

To work with configuration files in the cloud, sign in to the Microsoft 365 Apps admin center and go to the Device
Configuration page under Customization. From that page, you can do the following actions: 

To create a new file, select Create, create a configuration file, and then select Done. The configuration file is
automatically saved to the cloud as part of your tenant. 

To edit an existing file, select the name of the file, make your changes, and then select Done. 

To get a link to a configuration file, select the file, select Get Link, and then select Copy. You can use the link to refer to
the configuration file when you use the Office Deployment Tool. 

Reference: https://learn.microsoft.com/en-us/deployoffice/admincenter/overview-office-customization-tool 
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