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QUESTION 1

A network technician is installing a new PTZ camera for the security department. The camera is capable of being
powered via the Ethernet cable, but it is not powering on. The network technician has tested the cable and received
positive results. Which of the following is MOST likely the issue? 

A. The camera requires PoE+, but the switch is delivering only PoE. 

B. A straight-through cable is being used, but the camera requires a crossover cable. 

C. The camera is configured for the wrong segmented network. 

D. The cable has a bad pinout and needs to be reterminated. 

Correct Answer: A 

 

QUESTION 2

A technician is trying to configure a previously owned WAP. The technician successfully logs into the administrative
console and attempts to input the IP address on the WAP. However, the WAP is not accepting the command. Which of
the following is causing the problem? 

A. The WAP antenna is damaged 

B. The WAP transmitter light is dim 

C. The terminal emulation software is misconfigured 

D. The LWAPP image is installed on the WAP 

Correct Answer: C 

 

QUESTION 3

A network technician wants to ensure the backup configuration files for the network devices are not being altered after
they are stored. Which of the following tasks should the network technician perform to achieve this goal? 

A. Compute the checksum of the backup file and document it separately. 

B. Store the backup files on a thumb drive and keep it in a desk drawer. 

C. Encrypt the drive the files are stored on using AES-256. 

D. Upload the backup files to a cloud storage service. 

Correct Answer: A 

 

QUESTION 4



A network technician configures a firewall to block only certain IP addresses from accessing the Internet. All users are
reporting that they are unable to access the Internet. 

Which of the following is the MOST likely reason? 

A. Incorrectly configured ACL 

B. Implicit allow statement 

C. SMTP requests are being denied 

D. All protocols are being allowed in 

Correct Answer: A 

 

QUESTION 5

A lab environment hosts Internet-facing web servers and other experimental machines, which technicians use for
various tasks. A technician installs software on one of the web servers to allow communication to the company\\'s file
server, but it is unable to connect to it. Other machines in the building are able to retrieve files from the file server.
Which of the following is the MOST likely reason the web server cannot retrieve the files, and what should be done to
resolve the problem? 

A. The lab environment\\'s IDS is blocking the network traffic. The technician can whitelist the new application in the
IDS. 

B. The lab environment is located in the DMZ, and traffic to the LAN zone is denied by default. The technician can move
the computer to another zone or request an exception from the administrator. 

C. The lab environment has lost connectivity to the company router, and the switch needs to be rebooted. The
technician can get the key to the wiring closet and manually restart the switch. 

D. The lab environment is currently set up with hubs instead of switches, and the requests are getting bounced back.
The technician can submit a request for upgraded equipment to management. 

Correct Answer: B 

 

QUESTION 6

Which of the following devices should be installed on a network to monitor the presence of and actively defend against
attacks? 

A. An IPS 

B. A protocol analyzer 

C. A traffic shaper 

D. An IDS 

Correct Answer: A 

 



QUESTION 7

At which of the following OSI model layers would a router operate? 

A. Physical 

B. Network 

C. Transport 

D. Data link 

Correct Answer: B 

 

QUESTION 8

A company requires a network storage solution that allows for the use of OS-specific credentials and permissions. The
company purchases a SOHO solution, which includes support for SMB, iSCSI, FTP, Telnet, and NFS natively out of the
box. Which of the following should be done FIRST? 

A. Verify user credentials. 

B. Generate new keys and certificates. 

C. Disable unnecessary services. 

D. Hash files that will be stored. 

Correct Answer: C 

 

QUESTION 9

A network engineer is adding a switch uplink to an existing IDF. Upon inspection, the engineer finds that there are only
two strands of single-mode fiber in the IDF, and both strands are in use. Which of the following solutions should the
engineer use to provide an additional switch uplink without installing new fiber optic cabling? 

A. Install bidirectional transceivers. 

B. Install SFP+ transceivers. 

C. Install media converters. 

D. Install duplex transceivers. 

Correct Answer: A 

 

QUESTION 10

A network technician is configuring a wireless network. To avoid interference from other wireless networks in the area,
the technician should change which setting? 



A. Channel 

B. SSID 

C. Firewall rule 

D. Encryption 

Correct Answer: A 

 

QUESTION 11

A network technician is running copper cable from a core switch to a network closet that is approximately 574ft (175m)
away. Which of the following should the technician use to accomplish this? 

A. Bridge 

B. Hub 

C. Patch panel 

D. Load balancer 

Correct Answer: A 

 

QUESTION 12

A network technician receives an update in an RSS feed that a new exploit was released for specific hardware used on
the network. After verifying the vulnerability with the vendor, the network technician discovers the vulnerability was
patched almost two years ago. Which of the following techniques should be implemented to discover out-of-date
firmware in the future? 

A. Application fuzzing 

B. Malware signature management 

C. Network traffic analysis with tcpdump D. Vulnerability scanning 

Correct Answer: D 
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