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QUESTION 1

A network administrator is installing a new server in me data center. The administrator is concerned the amount of traffic
generated will exceed 1GB. and higher-throughput NiCs are not available for installation. Which of the following is the
BEST solution for this issue? 

A. Install an additional NIC and configure LACP. 

B. Remove some of the applications from the server. 

C. Configure the NIC to use fun duplex 

D. Configure port mirroring to send traffic to another server. 

E. Install a SSD to decrease data processing time. 

Correct Answer: A 

 

QUESTION 2

An IT technician successfully connects to the corporate wireless network at a hank. While performing some tests, the
technician observes that the physical address of the DHCp server has changed even though the network connection
has not been lost. Which of the following would BEST explain this change? 

A. Server upgrade 

B. Duplicate IP address 

C. Scope exhaustion 

D. Rogue server 

Correct Answer: D 

Explanation: A rogue server is a DHCP server on a network that is not under the administrative control of the network
staff1. It may provide incorrect IP addresses or other network configuration information to devices on the network,
causing them to lose connectivity or be vulnerable to attacks2. The physical address of the DHCP server may change if
a rogue server takes over the role of assigning IP addresses to devices on the network. This can be detected by
monitoring DHCP traffic or using tools such as RogueChecker2. 

 

QUESTION 3

A technician is connecting DSL for a new customer. After installing and connecting the on-premises equipment, the
technician verifies DSL synchronization. When connecting to a workstation, however, the link LEDs on the workstation
and modem do not light up. Which of the following should the technician perform during troubleshooting? 

A. Identify the switching loops between the modem and the workstation. 

B. Check for asymmetrical routing on the modem. 

C. Look for a rogue DHCP server on the network. 



D. Replace the cable connecting the modem and the workstation. 

Correct Answer: D 

 

QUESTION 4

The following DHCP scope was configured for a new VLAN dedicated to a large deployment of 325 loT sensors: 

The first 244 loT sensors were able to connect to the TFTP server, download the configuration file, and register to an
loT management system. The other sensors are being shown as offline. Which of the following should be performed to
determine the MOST likely cause of the partial deployment of the sensors? 

A. Check the gateway connectivity to the TFTP server. 

B. Check the DHCP network scope. 

C. Check whether the NTP server is online. 

D. Check the loT devices for a hardware failure. 

Correct Answer: B 

 

QUESTION 5

Two network technicians are installing a fiber-optic link between routers. The technicians used a light meter to verify the
correct fibers However, when they connect the fibers to the router interface the link does not connect. 

Which of the following would explain the issue? (Select TWO). 

A. They used the wrong type of fiber transceiver. 

B. Incorrect TX/RX polarity exists on the link 

C. The connection has duplexing configuration issues. 

D. Halogen light fixtures are causing interference. 

E. One of the technicians installed a loopback adapter. 

F. The RSSI was not strong enough on the link 

Correct Answer: AB 



 

QUESTION 6

A client recently added 100 users who are using VMs. All users have since reported slow or unresponsive desktops.
Reports show minimal network congestion, zero packet loss, and acceptable packet delay. Which of the following
metrics will MOST accurately show the underlying performance issues? (Choose two.) 

A. CPU usage 

B. Memory 

C. Temperature 

D. Bandwidth 

E. Latency 

F. Jitter 

Correct Answer: AB 

 

 

QUESTION 7

A new employee is learning how to use multiple company applications. Upon logging in to one application, the employee
notices the other applications do not require authentication. Which of the following explains the reason why this is
happening? 

A. Kerberos is being used to authenticate. 

B. The employee logged in to a captive portal. 

C. Single sign-on is being used. 

D. Local authentication was performed. 

Correct Answer: C 

 

QUESTION 8

A network technician is configuring a new web server at the company office. The network manager has instructed the
technician to implement it in such a way so it is isolated from the local network and still able to be reached from an
external network. Which of the following BEST describes where the technician should set up the new server? 

A. Private VLAN 

B. IDF 

C. DMZ 

D. Native VLAN 



Correct Answer: C 

 

QUESTION 9

Which of the following technologies requires a username and password to authenticate to a backbone network? 

A. PPPoE 

B. MPLS 

C. ATM 

D. SIP 

Correct Answer: A 

 

QUESTION 10

A customer wants a technician to implement a solution that will allow its critical on-site servers to continue to function in
the event of an extended power outage. Which of the following should the technician recommend? 

A. Warm site 

B. Load balancer 

C. Power generator 

D. Hot site 

Correct Answer: C 

 

QUESTION 11

A packet is assigned a value to ensure it does not traverse a network indefinitely. Which of the following BEST
represents this value? 

A. Zero Trust 

B. Planned obsolescence 

C. Time to live 

D. Caching 

Correct Answer: C 

 

QUESTION 12

A company has a DNS record for the following address: products companyXYZ. com. The company would like to add



another record, sales. companyXYZ. com, which continually points to the same IP address as products companyXYZ. 

com. 

Which of the following DNS record would BEST accomplish this? 

A. MX 

B. CNAME 

C. SRV 

D. A 

E. AAAA 

F. PTR 

Correct Answer: A 
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