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QUESTION 1

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to
be accessible upon a planned Vault restart? Choose all that apply 

A. Store the CD in a physical safe and mount the CD every time vault maintenance is performed. 

B. Copy the contents of the CD to the System Safe on the vault 

C. Copy the contents of the CD to a folder on the vault server and secure it with NTFS permissions. 

D. Store the server key in a Hardware Security Module. 

E. Store the server key in the Provider cache 

Correct Answer: E 

 

QUESTION 2

By default, the vault secure protocol uses which IP port and protocol. 

A. TCP/1858 

B. TCP/443 

C. UDP/1858 

D. TCP/80 

Correct Answer: B 

 

QUESTION 3

A stand alone Vault server requires DNS services to operate properly. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 4

The RemoteApp feature of PSM allows seamless Application windows (i e the Desktop of the PSM server will not be
visible) 

A. TRUE 

B. FALSE 



Correct Answer: A 

 

QUESTION 5

To apply a new license file you must: 

A. Upload the license.xml file to the System Safe 

B. Upload the license.xml file to the Vaultlnternal Safe. 

C. Upload the license.xml file to the System Safe and restart the PrivateArk Server service. 

D. Upload the license.xml file to the Vaultlnternal Safe and restart the PrivateArk Server service. 

Correct Answer: D 

 

QUESTION 6

The Remote Desktop Services role must be property licensed by Microsoft. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

QUESTION 7

The security of the Vault Server is entirely dependent on the security of the network. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 8

Which of the following are supported authentication methods for CyberArk? Check all that apply 

A. CyberArk Password (SRP) 

B. LDAP 

C. SAML 

D. PKI 

E. RADIUS 



F. OracleSSO 

G. Biometric 

Correct Answer: ABE 

 

QUESTION 9

Which file would you modify to configure the vault to send SNMP traps to your monitoring solution? 

A. dbparm ini 

B. paragent.ini 

C. ENEConf.ini I 

D. padr ini 

Correct Answer: A 

 

QUESTION 10

Which is the correct order of installation for PAS components? 

A. Vault, CPM. PVWA, PSM 

B. CPM, Vault. PSM, PVWA 

C. Vault, CPM. PSM, PVWA 

D. PVWA, Vault, CPM, PSM 

Correct Answer: A 

 

QUESTION 11

Which of the following protocols need to be installed on a standalone vault server? 

A. Check all that apply 

B. Client for Microsoft Networks 

C. QoS Packet Scheduler 

D. File and Printer Sharing for Microsoft Networks 

E. Internet Protocol Version 4 (TCP/IPv4) 

F. NIC Teaming Driver, if applicable 

Correct Answer: D 



 

QUESTION 12

Which CyberArk component changes passwords on Target Devices? 

A. Vault 

B. CPM 

C. PVWA 

D. PSM 

E. PrivateArk 

F. OPM 

G. AIM 

Correct Answer: B 
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